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研发体系任务单

日期：   












                 文档编号：WF-01

	任务申请部门
	服务运营部
	申请人
	李会珍

	任务提出时间
	2020年 7 月20  日
	要求完成时间
	2020年 7月 23 日

	客户姓名/职务
	杨彪/长沙生态环境局
	联系电话
	18273169681

	费用归属
	合同
	合同名称
	全省重点污染源自动监控系统运维服务项目 政府采购合同（湖南）

编号：FA19C53(X)
期限：2020-01-01至2020-12-31

	任务名称
	长沙3.2国发平台：污染源授权#SQL注入、一般工业企业#SQL注入漏洞，需修复

	工作要求
	问题详情和风险分析
污染源授权#SQL注入
漏洞名称

SQL注入
漏洞URL

175.6.46.155:81//BaseDataBaseSite/PSAuthorize/AuthorizeUserList.aspx

漏洞验证
漏洞发生页
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注入参数：txtUserName

Payload：
POST /BaseDataBaseSite/PSAuthorize/AuthorizeUserList.aspx HTTP/1.1

Host: 175.6.46.155:81

Content-Length: 5033

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://175.6.46.155:81

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.58

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://175.6.46.155:81/BaseDataBaseSite/PSAuthorize/AuthorizeUserList.aspx

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6

Cookie: .ASPXAUTH=; ASP.NET_SessionId=nbrcj51n20lawrjwg2rttgqg; UserName=csjointsky; StylePath=..%2f..%2fThemes%2fGreen%2fGreen.swf

Connection: close

__VIEWSTATE=%2FwEPDwULLTIwMDMzMzI1OTAPZBYCAgMPZBYEAgcPPCsAEQMADxYEHgtfIURhdGFCb3VuZGceC18hSXRlbUNvdW50AhRkARAWABYAFgAMFCsAABYCZg9kFioCAQ9kFgxmD2QWAmYPFQEIYXBwYWRtaW5kAgEPZBYCZg8VAQ%2FlubPlj7DnrqHnkIblkZhkAgIPZBYCZg8VAQBkAgMPZBYCZg8VARVhcHBhZG1pbkBqb2ludHNreS5jb21kAgQPZBYCZg8VAQBkAgUPZBYCZg8VAghhcHBhZG1pbgZzeXN0ZW1kAgIPZBYMZg9kFgJmDxUBBGhueXhkAgEPZBYCZg8VASTmt7HlnLPlrofmmJ%2Fnp5HmioDlj5HlsZXmnInpmZDlhazlj7hkAgIPZBYCZg8VARI0MjIyMDIxOTg4MDIxMTE4NTRkAgMPZBYCZg8VARAzMzAzOTYxODlAcXEuY29tZAIED2QWAmYPFQELMTg5MDA3MzA4NzlkAgUPZBYCZg8VAgRobnl4BnN5c3RlbWQCAw9kFgxmD2QWAmYPFQEDd3NjZAIBD2QWAmYPFQEk5p2t5bee6IGa5YWJ56eR5oqA5Y%2BR5bGV5pyJ6ZmQ5YWs5Y%2B4ZAICD2QWAmYPFQESNDMwMTgxMTk4NjEwMjMwODE2ZAIDD2QWAmYPFQEZamlheGluZ194aW9uZ0BmcGktaW5jLmNvbWQCBA9kFgJmDxUBCzE4ODA2NTM2MDM3ZAIFD2QWAmYPFQIDd3NjBnN5c3RlbWQCBA9kFgxmD2QWAmYPFQEGemtjd3NjZAIBD2QWAmYPFQEn6ZW%2F5rKZ5Lit56eR5oiQ5rGh5rC05YeA5YyW5pyJ6ZmQ5YWs5Y%2B4ZAICD2QWAmYPFQESNDMwMTAzMTk4NDA2MDIxMDIyZAIDD2QWAmYPFQEVbGl3ZW5qaW5nQGJld2cubmV0LmNuZAIED2QWAmYPFQELMTM4NzU5MjA0NzJkAgUPZBYCZg8VAgZ6a2N3c2MGc3lzdGVtZAIFD2QWDGYPZBYCZg8VAQRobmxoZAIBD2QWAmYPFQEk5rmW5Y2X5Yqb5ZCI56eR5oqA5Y%2BR5bGV5pyJ6ZmQ5YWs5Y%2B4ZAICD2QWAmYPFQESNDMwOTIyMTk4NTEwMzAzODMxZAIDD2QWAmYPFQEQMjU0ODY1NDc3QHFxLmNvbWQCBA9kFgJmDxUBCzEzNjE3MzE2NzM0ZAIFD2QWAmYPFQIEaG5saAZzeXN0ZW1kAgYPZBYMZg9kFgJmDxUBBHh4enhkAgEPZBYCZg8VASfplb%2FmspnluILnjq%2Fkv53lsYDmsaHmn5PmupDnm5HmjqfkuK3lv4NkAgIPZBYCZg8VARI0MzExMjgxOTg3MDUzMDU1MzNkAgMPZBYCZg8VARA0MTQwNTYzNDdAcXEuY29tZAIED2QWAmYPFQELMTg5NzMxNTEzOTFkAgUPZBYCZg8VAgR4eHp4BnN5c3RlbWQCBw9kFgxmD2QWAmYPFQEGZ3poYmtqZAIBD2QWAmYPFQEt6ZW%2F5rKZ5biC5Zu956Wv546v5L%2Bd56eR5oqA5pyJ6ZmQ6LSj5Lu75YWs5Y%2B4ZAICD2QWAmYPFQESNDMwNjIzMTk4MzA1MTIwNTE4ZAIDD2QWAmYPFQEQMzMwODk0NjIwQHFxLmNvbWQCBA9kFgJmDxUBCzE4NjI3NTc2NTEyZAIFD2QWAmYPFQIGZ3poYmtqBnN5c3RlbWQCCA9kFgxmD2QWAmYPFQEFaHF3c2NkAgEPZBYCZg8VAR7plb%2FmspnluILoirHmoaXmsaHmsLTlpITnkIbljoJkAgIPZBYCZg8VARI0MzAxMjIxOTg2MDgxMDAzNjlkAgMPZBYCZg8VAQ96eHEwNDM1QDE2My5jb21kAgQPZBYCZg8VAQsxMzA1NTE5NjgxMGQCBQ9kFgJmDxUCBWhxd3NjBnN5c3RlbWQCCQ9kFgxmD2QWAmYPFQEGeHNid3NjZAIBD2QWAmYPFQEw6ZW%2F5rKZ57uP5rWO5oqA5pyv5byA5Y%2BR5Yy65Z%2BO5YyX5rGh5rC05aSE55CG5Y6CZAICD2QWAmYPFQESNDMwMzgxMTk4MTEyMDQ3MTIwZAIDD2QWAmYPFQEPMTMyMjM0MDNAcXEuY29tZAIED2QWAmYPFQELMTU5NzMxNDkwNjNkAgUPZBYCZg8VAgZ4c2J3c2MGc3lzdGVtZAIKD2QWDGYPZBYCZg8VAQZjc3l3c2NkAgEPZBYCZg8VASHplb%2FmspnluILplb%2FlloTlnrjmsaHmsLTlpITnkIbljoJkAgIPZBYCZg8VAQBkAgMPZBYCZg8VAQBkAgQPZBYCZg8VAQBkAgUPZBYCZg8VAgZjc3l3c2MGc3lzdGVtZAILD2QWDGYPZBYCZg8VAQZueHh3c2NkAgEPZBYCZg8VARjlroHkuaHljr%2FmsaHmsLTlpITnkIbljoJkAgIPZBYCZg8VARI0MzAxMDMxOTc3MDcxNTQ2MTdkAgMPZBYCZg8VARAzOTY1NjgyMDlAcXEuY29tZAIED2QWAmYPFQELMTg1NzAzODc0NzdkAgUPZBYCZg8VAgZueHh3c2MGc3lzdGVtZAIMD2QWDGYPZBYCZg8VAQZ3c2poenhkAgEPZBYCZg8VAS3plb%2Fmspnnu4%2FmtY7mioDmnK%2FlvIDlj5HljLrmsaHmsLTlh4DljJbkuK3lv4NkAgIPZBYCZg8VARIzNjI0MjkxOTc4MTIyOTQxMTNkAgMPZBYCZg8VAQ8xMzIyMzQwM0BxcS5jb21kAgQPZBYCZg8VAQsxMzc1NTAyMDczMmQCBQ9kFgJmDxUCBndzamh6eAZzeXN0ZW1kAg0PZBYMZg9kFgJmDxUBBnhrcHdzY2QCAQ9kFgJmDxUBJ%2BaWsOW8gOmTuuaxoeawtOWkhOeQhuaciemZkOi0o%2BS7u%2BWFrOWPuGQCAg9kFgJmDxUBEjQ2MDEwMzE5ODgxMDExMTUyN2QCAw9kFgJmDxUBEDI1ODUwMjAwOEBxcS5jb21kAgQPZBYCZg8VAQsxNTg3NDI2OTk0OWQCBQ9kFgJmDxUCBnhrcHdzYwZzeXN0ZW1kAg4PZBYMZg9kFgJmDxUBBHh5c3dkAgEPZBYCZg8VAR7muZbljZfpkavov5zmsLTliqHmnInpmZDlhazlj7hkAgIPZBYCZg8VARI0MzA2ODExOTgyMDQyMDAwMTBkAgMPZBYCZg8VAQ85Mzc0NTE2NUBxcS5jb21kAgQPZBYCZg8VAQsxMzc4NzIzNTM4MWQCBQ9kFgJmDxUCBHh5c3cGc3lzdGVtZAIPD2QWDGYPZBYCZg8VAQV5bHdzY2QCAQ9kFgJmDxUBHumVv%2BaymeW4guWys%2Bm6k%2BaxoeawtOWkhOeQhuWOgmQCAg9kFgJmDxUBEjQzMDEwNTE5ODUwNTMxMjUxNGQCAw9kFgJmDxUBEDE1ODIzNjU2NEBRUS5jb21kAgQPZBYCZg8VAQsxNzc4ODk2NjY2NGQCBQ9kFgJmDxUCBXlsd3NjBnN5c3RlbWQCEA9kFgxmD2QWAmYPFQEGeHNud3NjZAIBD2QWAmYPFQEw6ZW%2F5rKZ57uP5rWO5oqA5pyv5byA5Y%2BR5Yy65Z%2BO5Y2X5rGh5rC05aSE55CG5Y6CZAICD2QWAmYPFQESMzUwMzIyMTk3OTEwMDgxMDU0ZAIDD2QWAmYPFQEPMTMyMjM0MDNAcXEuY29tZAIED2QWAmYPFQELMTU5NzMxNDkwNjNkAgUPZBYCZg8VAgZ4c253c2MGc3lzdGVtZAIRD2QWDGYPZBYCZg8VAQRmZGh5ZAIBD2QWAmYPFQEt5rWP6Ziz5biC6I%2By6L6%2B5a6P5a6H546v5aKD5Y%2BR5bGV5pyJ6ZmQ5YWs5Y%2B4ZAICD2QWAmYPFQEAZAIDD2QWAmYPFQEAZAIED2QWAmYPFQEAZAIFD2QWAmYPFQIEZmRoeQZzeXN0ZW1kAhIPZBYMZg9kFgJmDxUBBXdjd3NjZAIBD2QWAmYPFQEV5pyb5Z%2BO5rGh5rC05aSE55CG5Y6CZAICD2QWAmYPFQEAZAIDD2QWAmYPFQEAZAIED2QWAmYPFQEAZAIFD2QWAmYPFQIFd2N3c2MGc3lzdGVtZAITD2QWDGYPZBYCZg8VAQVzd3l5eWQCAQ9kFgJmDxUBLea1j%2BmYs%2Be7j%2BW8gOWMuuaxoeawtOWkhOeQhuW3peeoi%2BaciemZkOWFrOWPuGQCAg9kFgJmDxUBEjQzMDUyNTE5NzcxMDE4MjUyMGQCAw9kFgJmDxUBDnhsMjgyOUAxMjYuY29tZAIED2QWAmYPFQELMTM1NzQxNTk1MDRkAgUPZBYCZg8VAgVzd3l5eQZzeXN0ZW1kAhQPZBYMZg9kFgJmDxUBBWNzanljZAIBD2QWAmYPFQEP6ZW%2F5rKZ5Y2354Of5Y6CZAICD2QWAmYPFQEAZAIDD2QWAmYPFQEAZAIED2QWAmYPFQEAZAIFD2QWAmYPFQIFY3NqeWMGc3lzdGVtZAIVDw8WAh4HVmlzaWJsZWhkZAIJDw8WAh4LUmVjb3JkY291bnQCc2RkGAEFFGd2QXV0aG9pcnNpelVzZXJsaXN0DzwrAAwBCAIBZN75RaI7t47LE11nG5ZFPFPCdeCev0DFJRy3%2Fj2ly52l&__VIEWSTATEGENERATOR=C2BFA90C&__EVENTTARGET=&__EVENTARGUMENT=&__EVENTVALIDATION=%2FwEdAARsJnviiZjsCeNu7fd8id2qVmNv1R9DYgS4MUZ%2FZb0l42N6ZYJNGAQHn0c9zMgZU3DoD1J50NTVsO6vk7Zy3iszgdWoJ7uNRdjSi%2F1Ymal0Rki%2FVLIp2bPW0ulzMPlfY5s%3D&txtTrunName=&txtUserName=c11&btnQuery=%E6%9F%A5%E8%AF%A2

结果：
[image: image3.png]LU AmI PELEPAULIY R JRURLINAC AR UL 291 LALBUZUYAmE FILELI UoNZHxNUKwh JINKAg LT cDILAgoVAgLaca] scallycol ZAU VLALLM UL ADIL g0V ALA JCol SCANKABRT LDILLES
7ASHp1b/mspnlulLplb/110TInr insaHnsLT1pI TrkIbl joJkAgIPZBYCZe8VAQBkASNPZBYCZg 8VABKkA=OPZBY CZg 8VAQBkAZIPZBYCZg8VARZ j c313c2NG 31 zdGV+ZAILD2OWDGTFZ
BYCZeB8VAOZueHn 3 2MkAgEPZBYCZg BVAR j1r oHkuaHl jr/msaHmsLT1pI TrkIb1 o kg IPZBYCZgBVART Ol zAxNDIXOT c SDcxNTOZNT c AglPZBYCZg BVARAZOTY 1N gylD1 AcKEwT 29
tZATED20VARYPFOELNT g 1NzAz0Dc 0Nz clcAgUPZBYCZ 8VAgZueHh3c MG c31 GVt ZATND2OWDG YPZBYCZe 8VAQZ 3c2poenhikAgEPZBYCZg BVASp 1 b/meprnud/mt Y Tmi oDmnk /1y 1D1 3
5H1 jLrmsabinsL T1h4D1 § Tbleul31v NicAg TPZBYCZg8VART 23 10N jlex0T c4NT Iy 0TQxN TNk AEPZBYCZ g 8VAQS KMz T yz0wll 0B xcS5 b2 LchgQPZBYCZgBVAQsxllze INTAYIDczlnCBAD
cF 2 JuDxUUCBndzanh6eAZzeXNOZW Licsz OPZBYNZE9kF 2 TuDxUBBnhr cHdz¥ 20CADSKF & TnDxUB] +a¥ s0¥ S20nT uuaxoeawt O¥khOe0hnaci enzk0i 0+S 7u+¥F rOWPUGQCAZ 9kF g JnDxUBE
JQZMDElzE50Dg XHDENTUYN20C AwOKF g JmDxUBEDT 10DUw AwOEB xcS5 b2 1kAgQPZBYCZ BVAQS xNT £ NDI 20Tk 00VACBASKF £ JmDxUCBnir cHezYwZ zeXNOZY LkAg PZBYNZE0kF £
D BBHh5 ¢ 3clkAgEPZBYCZ8VAR TmiZb1 jZfpkavoybzmsLT1i qHmnInpmZDlhazl j ThiAg IPZBYCZg8VART ONizAZ0DE x0T gy IOy NDAWNTBAgNPZBYCZ BVASEN zcONTE2NUBx <S5 b
21kAgQPZBYCZg8VANS Kllzc ANz ZNTHAMNACBAIKF & TnDxUCBH5 c3cG c31 2V +ZATPD2OVDGYPZBYCZ g 8VAQVELHzY 20CAQOKF £ TmDxUBHumly +aymel dgulfys mék taxoeawtO¥kh0e
JnufOgmICAZ OkF £ TnDxUBE QzNDEwNTESCDUnNTIE M jUNGOC AwkF & TnDxUBEDE 10D1 2N jUZNEBRUSS 3b2 1kcAgQPZBYCZ g 8VAQs xllz c40Dk 2N 2NGOCBAKF & TnDxUCBX1 scl3N jBrilbc
3R1bWOCEASKF £xmD 20V AmY PFOEGeHNud3N ;ZAT BD2QY AnY PFQEw6ZW / 5rEZ5 TuP Br0500A5pyvEbyABY +R5Ty 652 +05Y 2X5rGh5TC05aSESECG5Y 6CZAICD20WANT PFQESHZUnllz Lyl Tk
30TEwDe xDUOZATDD 20V A PFOEPHTHy I SHONDNACKE Y 29+ ZATED2QV AnY PFQELNTUSNZINDkonll N Ag UPZBY CZ 8VAgZ 4253 2UG 31 2dGV+ ZATRD20VDGYPZBY CZg BVAQRMZCHEZ
ATBD2OVATYPFOE t5TWP6Z1 z5b1C61 +76L6 +5a6P5a6H5 46v5akD5Y +R5bGEpy ] 6Zn05Ys5Y +4ZAICD2QY AnYPFQEAZATDD2QV AmY PRQEAZATED 20V AmY PFOEAZATFD20VAYPFOTEZrR.
e(ZzeXNOZY 1kAnTPZBYNZg OkF & TnDxUBBXd 3N iZATBD20VAmY PFOE V5pybbZ +05rGh5TC05aSEBECC5Y 6CZATCD 20V AmYPFOEAZATDD20Y AnY PFQEAZATED2QY AnYPFQEAZATFD2QVA
i PFQIF d2N3c2MG 31 zdGV+ZAT TD2OWDGYPZBYCZe8VAQV zd31 5eWACAQOKF g JrxUBLea 1 j Y s +e7 5 HBgOWliuuaxoeawtOVkn0=Qhul 3peeni +aci enZkOWFTOVPUGOCAE 9kF & TnDx
BE 0z NDUYNTE SNz HDE4H SUyNGACAwOkE g JmDxUBDnhsM gy 0UAXM i 7Y 20+ ZATED2QY AnTPFQELNTIINZQxNTk 1NDRicAgUPZBY CZe BVAg V231 5e0Z ze XNOZW 1k AHQPZBYNZg OkF & TnD
xUBBWNzan] ZATED2OWAY PFOEP6ZY /5rKZ5Y 23540157 6CZATCD20Y AnYPFQEAZATDD2QY AnY PFQEAZATED2QW AmY PQEAZATFD2QWAY PFQTFY 3NgeWNG 31 zdGV+ ZATVDwBY AR4HVml
za¥ JsZYhicZAT JDw8W AhdLUn jb3 kY29 1bnQCc 2REGAEFFG 20XV 0aGOpenpel VzZX ] saXNODzvwr AbwBCATBZN75Ral 7t 47LE 1 InG5ZFPFPCAeCevODF JRy3/ j21y521&_VIEWSTATEG
ENERATOR=C2BFAO0CE_EVENTTARGET=8__EVENTARGUNENT=8__EVENTVALIDATION=/wEdAARs Jnv1Z jsCeliu7£d31 d2qVnily IRIDY g SUIUZ/Zb01 42N6ZY TN AQHN0 Oz gZU3DoD 1
J5ONTV506vk 7Zy3i szedlo] TullRdjSi/ 1¥mal ORki/VLIp2bPH Ol ZUP1 £Y5s=8txt TrunNlame=dt xtUserName=c11” OR 3260=(SELECT COUNT(*) FRON sysusers AS sysl sy
susers AS sys2, sysusers AS sys3, sysusers AS sysd, sysusers AS sysS, sysusers AS sys6, sysusers AS sys7) AND 'deyj’ LIKE ’deyiébtrQuery=79777

[13:35:38) [1NF0] the back-end DB is Wicrosoft SOL Server
eb server operating system: Windows 8.1 or 2012 R
eb application technology: ASP.NET 4.0.30319, ASP.NET, Nicrosoft IIS 8.5
ack-end DBUS: Nicrosoft SQL Server 2012
T [IIT] fetching database names
38] [1IF0] fetching number of databases
28] [VARNING] reflective value(s) found and filtering out
38] [VARNING] rumning in a single-thread mode. Please consider usage of cption ’--threads’ for faster data retrieval
38] [1IF0] retrieved: 12
56] [11F0] retrieved: ExchangeDB
51] [117F0] retrieved: JointCloud3l





数据库系统：MSSQL 2012

IIS：8.5
数据库库名：
ExchangeDB

JointCloud31

……
风险等级

高

问题影响
可进行数据库数据获取。
加固建议

1、参数化查询
2、特殊字符黑名单处理
3、部分参数在系统内多处使用，建议进行全局修复。
一般工业企业#SQL注入
漏洞名称

SQL注入

漏洞URL

http://175.6.46.155:81/BaseDataBaseSite/PolluteChargePage/ExemptionManager.aspx?PSCode=&PSClassCode=1&WorkYear=2011&DataType=&UserType=01&

漏洞验证
漏洞入口菜单：
[image: image4.png]ferc #igfes) ERET BifE BENTE ﬁﬁﬁﬁ?%ﬁ
i

FHEBER

(5

RS

HREEENE





发生处：（发生菜单）
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数据包：
[image: image6.png]MTMFBDIWMTNEAUEMjAXNAUEMjAXN GeQB QQyMDETB QQyMDE1 ZxAFEDIMTYFBDIWMT
ZnEAUEMjAXNWUEMjAxN 2¢QB QQyMDEAB QQyMDEAZ:AFB DIWMTKFBDIWMTINEAUEMjAYMA
UEMjAyM GeWAQISZAIDDBKZB YBZQCB QBBKWARAWAPFgQeC18RRGFOYUIVAWSKZXALXyF
JAGVtQ291bnRMZAEQFGAWABYADB QrAABKAGCPDXYCHGESZWNVCmRib3VudGZkZB gBB Qhn
dIBTTGlzdABBKWAMAQhIZHPSYPEGK %28 HHDHIAXQS 00x%2F gidKWHRPOAB R FehreL&_
VIEWSTATEGENERATOR =3FF332408,_EVENTVALIDATION =%2FWEdAFFIGZySRDApeIWCISEp
VACA35nI5e5hEd| Q9LbnYwwP%2F quourBIViwR09dbB JeYjoFRpT6CO0tYxtPrxwV3JI0B OtFrI7.
€V%2FIiUgOq10dFRPGCTHIPIRK6Ui%2FAWIYSN7ETW2SHpEy04b8svQPXIGSAZSNZRFU agkBDe
q5rtgfZcqweProBh1TONQRav9Z5Qu3yKAoXRuei9exaBVKIQjpZdOGm1 CcxjQhMd20C2Pq%%2
BYVifz4Fp9B 062A64%2F7 dnOAnyakWo4ZpPFLxGZIPEgLhj<OVIYQBUVWINZrdrl 0fomLfmUP
W19%2F eb8x3a2%2FxmggrHQw3ILnV6GHaCFnMz)OJRM 9QLs2GsINRPAVISWAW|C316F6B9yR
RpT7IpcedmMiWHOIMxm7 ajth<viduQhUDPMVT9%2FuwTpnOJZZWXT2pQSpwSraKoRrOCEKWSA
b9%2F5uiB AKfrE %28 %28 KB SE3UPQKZAM %2FDpuYJxglI%2F C70Dsxfr2VFSTLOSWpKZB %2Fa
9CE%2BNRAGVR3Sq15GNEE3L7 CTS0DCB]L7WEOH6QUXSIzkrbikKcgQOaziOzmVET zAS2XSLIEXe
EVKTQNIIdjiEcOUz4aFKKKOJrzwInAhPE Gy a6nmMLIFEGFREhDCEKHS gsaeKsROFMURINVIYIA
SRYstPTP9%2B guqrZG6 YAqImoOTeESRAoxtYevtFhe7EUsLDGBSEJOatZLYbCa0MjzrGGZFOcm
3JRBIWHofJpDkz4j6xHEBUThnI9 TwglrViBqYyGu7 9idHeNBaOrLQQrvDQIAMtpBIWy3 ksUTdw
\WVEQOAMySXCFwylqaWHLILMBr2Uz6Epla0QrVgBaLgpLsrH%2B0KwmVums62FkiamdCghoR
B55tfZdVo%2FHrsqae%28h70RniFyrQPe0MpipdLIDCZbEGAEB pTSW%2BYQVBAYSAPGjtmpaZ
01gJUU3D731KURC%2F ol asWvbU uAig39SDyrjh9eSIAFEnxUVUZMS WigVjdAwr6 oYzz W 9y6n
3xC90fR%2BMTSRI2FUIAASjcYvplt2RNW2BBW2BES0Ca72WdB20L0Jmatj!Wn8v1a79TAD
du3 fEZyTEyzmMvOtUARAWEWzllg W7 VDESEWYTDY2xghe62F okH2%2BuoH diZcbp 18 g Zex
cBIEIM2QeoRcxDgfq1LvZbikeX6H2nqENUBFIft9%28 DqsBE3 9yKfek3 cAMNbrPChAN g7Mcyb
UALh1LCZP%2F50QOKvDgpLyMMILKbTCaXcwbScUB24G83 aCu%2FyMAZNiADgxIkUZ3EOT
QNBN2LKfQyoqmnmdiSqSe W6 VkQIRQQYNFsmIMKBYeVriFRe%2F Q2%2FviwoGY2BgQbxRO
Y2FGPMqQESZ1IWV23 G \Ivib 15 IKCxJokYu4hZxNA%2F nUAKALOB 1 QtcjeRwazcZ40nB AlicDt
B1LaEPpCANC9%2B FxyvDzQ16%2BMwsvAN OhB %2BhJ3Bv6ktbriVGKCc2DUHUR0GY3 Vy Yinw
MB84pL5AC2x92LhXfuyTIL gXiezn%2Fx%2F cRPpbOuCWzP Ceu%2FPV3 CVhLbW7V%28 QToS54s
MCRCbSGEGXU7 %283 Gz00SRbShaFDJV3LhmB fdVcoPTIAF343 cziRTj%2BraEpdS6dzVSPMBgY
LXRCTF7yxfEINS]3i5ZYgDymPir0ZpdmFYzbkI WXKRFbU 1wC9%2B UBOE P %28 pROWACIKGS GEW
FhOUGZaB QIbRIR%2B P %2B v YUB %2Fb\EZK%2F XEM e fGSDZWsriafdBW2FwvoADAEEXSH
DEr6rMWPr308wg963D%3D8felVear =2014 furbList=18bxtApprover=fiselPSList=&hidStartYe
ar=19508&hidEndYear=2020

©) t]b]b] ‘Typsassamh)slm
Done

omaches @ [<J[+][>]

HTTP/1.1 500 Internal Server Error X
Cache-Control: private

Content-Type: text/html; charset=utf-8

Server: Microsoft-lIS/85

X-AspNet-Version: 4.030319

X-Powered-By: ASP.NET

Date: \Wed, 08 Jul 2020 06:15:02 GMT

Connection: close

Content-Length: 3383

<IDOCTYPE htmi>
<htmi>
<head>
<title>B{TRISHIR </ title>
<meta name ="viewport” content="width=device-width" />
<style>

p {Font-famil
b {font-fax
HI {font-fa
H2 { font-fa
pre {font-fa
Console, Monospaceifont-size:1 1 ptmargin:0;padding:0.Scmine- height:14pth
.marker {font-wcight: bold: color: blackitext-decoration: nonc:}
wversion {color: gray:}
.error {margin-bottom: 10p;
.expandable { text-decoration:underline; font-wei
cursor:pointer: }
@media screen and (max-width: 639px) {
pre {width: 40px: overflow: auto; white-spacc: pre-wrap; word-wrap:
break-word; }
b
@media screen and (max-width: 479px) {
pre {width: 280px; } v

ormalfont-size:14pt.color:maroon }

:bold; color:navy.

Type a search tem 0 matches

3,642 bytes | 31 millis





注入参数：selYear

Payload:

POST /BaseDataBaseSite/PolluteChargePage/ExemptionManager.aspx?PSCode=&PSClassCode=1&WorkYear=2011&DataType=&UserType=01& HTTP/1.1

Host: 175.6.46.155:81

Content-Length: 3912

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://175.6.46.155:81

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116 Safari/537.36 Edg/83.0.478.58

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://175.6.46.155:81/BaseDataBaseSite/PolluteChargePage/ExemptionManager.aspx?PSCode=&PSClassCode=1&WorkYear=2011&DataType=&UserType=01&

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6

Cookie: .ASPXAUTH=; ASP.NET_SessionId=nbrcj51n20lawrjwg2rttgqg; UserName=csjointsky; StylePath=..%2f..%2fThemes%2fGreen%2fGreen.swf

Connection: close

__EVENTTARGET=selYear&__EVENTARGUMENT=&__LASTFOCUS=&__VIEWSTATE=%2FwEPDwULLTE4MTM5NDk3OTcPFgYeC1BTQ2xhc3NDb2RlAgEeCERhdGFZZWFyAtsPHghVc2VyTmFtZQUKY3Nqb2ludHNreRYCAgMPZBYIAgEPEGQPFkdmAgECAgIDAgQCBQIGAgcCCAIJAgoCCwIMAg0CDgIPAhACEQISAhMCFAIVAhYCFwIYAhkCGgIbAhwCHQIeAh8CIAIhAiICIwIkAiUCJgInAigCKQIqAisCLAItAi4CLwIwAjECMgIzAjQCNQI2AjcCOAI5AjoCOwI8Aj0CPgI%%2BHHDHiAXQ5O0x%2FqidKWhRPoABtR1FehreL&__VIEWSTATEGENERATOR=3FF33240&__EVENTVALIDATION=%2FwEdAFFl6ZySRDApeWc1ISEpVACA35nI5e5hEdIQ9LtxnYwP%2Fqvour8IViwR09dbBJeYjoFRpT6cOotYxtfPnx9wV3JI0BOtFrJ7eV%2FIiUgOq10dFRPqC1H3PjRK6Ui%2FAwlYSN7E1wzSHpEyo4b8svQPXJ6S4ZsNZRFUagkBDeq5rtgfZcqw6Pr08h1T0NQRav9z5Qv3yKAoXRueil9exa8VKIQijpZdOGm1CcxjQhMd2OC2Pq%2BYVwfz4Fp9B06zA64%2F7dn0AnyakWo4ZpPFLxqZlPEdgLhjxOViYQBUvVnNZr4rIJ0fomLfmUPWt%2Feb8x3a2%2FxmggrHQw3lLnV6GHaCFnMzJOJRM9QLszGsl9NRPdVf5w4WjC3I6f6B9yRhpT7lpcedmMiWH0lMxm7ajtJxviduQhUDPMvT%2FuwTpnOJZzWXf2pQ5pw5raKoRrOc6KWsAb%2F5uiw6AkfrE%2B%2BkB5E3uPQkZAM%2FDpuYJxgjIl%2FC7oDsxfr2VF9TLO5WpKZB%2Fa9CE%2BnRAgvR3Sq1sGnEE3L7cTSoDCBjL7wEOH6QvX5IzkrbikKcgQ0azlOzmVE1zA92X9LI8XeEVkTQNrJIdjiEcOuz4aFKkK0JrzwWnAhP6Gv1a6nmMLIFEtjFh6hDciEkHSgsaeKsR0FnJJRlNVnYldsRYstPTP%2BguqrZG6YAqImoOTeE5R4oxtYevtFh9e7EUsLjDG8S6JOatZLvbCa0MrjzrGGZFOcm3JR8IwHofJpDkz4j6xH6BU1hnI91wgJrVI8qYyGv79i4HeNBaOrLQQrVDqJAmtp89Wy3ksUTdwWVEq0AMy9XCFwyIqaWHLrLMBr2Uz6Epla0QrWgBqLgpLsrH%2B0KwmVum%2Fkl9mdCglxxRB5stfZdVIo%2FHrsqae%2Bh70RniFyrQPe0Mpip4L9DCZbEG46BpTSw%2BYQVBAY54PGjtmpaZ01gJtJU3D731KuRC%2FoIasWvbUuAig39SDy9rjh9eSIAF6nxUvUZM5WtgVjdAwr6oYzzW9y6n3xC9ofRt%2BmTSR%2Fu9ddSjcYvplt2Rnw%2BBw%2B85oCa7zWd820LOJmatjIWn8v1a79T4Ddu3fjjEZyTEyzmMvOtUARdwEWzIIgW7VD6s6WYTDYzxghe%2FokH2%2BuoHdiZcbp1BtfqfZexcBIEliM2QeoRcxDgfq1LvZbik6X6Hf2nq8NUBFlft9%2BDqsBE39yKf6k3c4MNbrPCbANg7McybUALh1LCZP%2F5OQOkvDgpLvMMJLtKbTCaXcwb5cU824G83qCu%2FyMAzNiAbqxIkUZ3EOiQNBn2LKfQyoqmnmdiSqSeW6VkQiRQQYfNFsmJMK8YeVrIFRe%2FQ%2FnvlwoGY2BgQbxROY2FGPMqgEsZ1WVz3qWlvnb15SxlKCxJokYu4hZxNAj%2FnuAKALOB1Qtcj8RwazcZ40nB4licDtB1LaEPpCAhC%2BFxyvDzQ16%2BMJwsv4NOhB%2BhJ3Bv6ktbrWGkCc2DUHuh0oY3VyYnw1M84pL5Ac2x92LhXfuyTILgXiezn%2Fx%2FcRPpb0ucWzPCeu%2FPV3CVhLbcW7V%2BQTo54smCRcfbSqEGXU7%2B3qzo0SRb5hqFDJV3LhmBfdVcoPTjAF343cziRTj%2BrqEpd56dzV5PMBgYLxRC1F7yxfEIh5j3i5ZYgDymPir0Zp4mFYzbkIhXkRFbU1wC%2BuBOEBP%2BpRoWAclvk65gkEWFh0udZaBQIbRJjR%2BgP%2BqvYUB%2FbWEzK%2FxEMefGsDZWsriafdBW%2FwvoAbdE6X5HD6r6rMWPr308wg%3D%3D&selYear=2014&rbList=1&txtApprover=&selPSList=&hidStartYear=1950&hidEndYear=2020

风险等级

高

问题影响
可进行数据库数据获取。
加固建议

1、参数化查询
2、特殊字符黑名单处理
3、部分参数在系统内多处使用，建议进行全局修复。
如需协助，请联系李会珍。
申请部门负责人审批：

	实施部门

审批
	签名/时间：

	实施人
	责
	工作量
	
	完成时间
	 年     月     日

	完成情况确认
	实施部门确认：                     申请人确认：

	满意度评价
	□优秀（5分）□满意（4分）□一般（3分）□较差（2分）□很差（1分）

若任务单实施过程优秀、较差或很差，请给出原因：

                                     签名/时间：      

	特殊情况说明






