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1. apachelBEBERRCATEE S

Vi fetc/httpd/conf.dssl.conf

EARUTES

SSLCipherSuite HIGHMEDIUM:1aNULLMDSRCA
Eapachess,

$ sudo /etc/initd/httpd restart

2. ngindESEEARCATEEE

RGBT 8] ssl_ciphersT

ssl_ciphers"ECDHE-RSA-AES256-GCM-SHA384,ECDHE-RSA-AES 128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES 128-GCM-SHA2S6:ECDHE-RSA-AE
'5256-SHA3B4ECDHE-RSA-AES 128-SHA256:ECDHE-RSA-AES256-SHAECDHE-RSA-AES 128-SHA:DHE-RSA-AES256-SHA256:DHE-RSA-AES 128-SHA256:DHE-RSA-AES
'256-SHA:DHE-RSA-AES128-SHA:ECDHE-RSA-DES-CBC3-SHAEDH-RSA-DES-CBC3-SHAAES 256-GCM-SHA3B4AES128-GCM-SHA2S6:AES256-SHA256:AES 128-SHA2
56:AES256-SHAAES128-SHAIDES-CBC3-SHAHIGHaNULLeNULLIEXPORT:DES:IMD5:PSKARCA"
sl prefer_server._ciphers on:

S

Ssudo /etc/init.d/nginx reload

3. lighttpd SFRCAMEERE

EEETilightipd.conf EARCABRE, FAL:

ssl.cipher-list = "EECDH+AESGCM:EDH +AESGCM:ECDHE-RSA-AES128-GCM-SHAZS6:AES256 + EECDHAES 256+ EDHECDHE-RSA-AES256-GCM-SHA384:DHE-RSA-A
ES256-GCM-SHA384:DHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-SHA384ECDHE-RSA-AES128-SHA256,ECDHE -RSA-AES256-SHAECDHE-RSA-AES128-SH
ADHE-RSA-AES256-SHA256:DHE-RSA-AES128-SHA256:DHE-RSA-AES256-SHA:DHE-RSA-AES 128-SHA:ECDHE-RSA-DES-CBC3-SHAEDH-RSA-DES-CBC3-SHAAES 25
6-GCM-SHA384:AES128-GCM-SHA256:AES256-SHA2S6:AES 128-SHA2S6:AES256-SHAAES128-SHADES-CBC3-SHAHIGH:1aNULL1eNULL:IEXPORT:IDES:IMDS 1PSK:!
RCa”

Elighttpd B35

4. tomeat
serveraxml &35S connectorflALUTFAIE: SSLEnabled="true"sslEnabledProtocols="TLSv1,TLSv1.1,TLSv1.2"ciphers="TLS_ECDHE RSA WITH AES_128 CBC SHA256.T
LS_ECDHE RSA WITH AES 128 CBC SHATLS_ECDHE RSA WITH AES 256 CBC SHA384TLS ECDHE RSA WITH AES 256 CBC_SHATLS ECDHE RSA WITH RC4 128
SHATLS RSA WITH_AES 128 CBC_SHA256,TCS RSA WITH AES 128 CBC SHATLS_RSA WITH AES_356_CBC_SHA256,TLS_RSA WITH AES_256_CBC_SHASSL RSA Wi
TH.RCA 128 SHA"

83 https://tomcat.apache.org/tomeat-6.0-doc/ssl-howto.html

hitps://tomcat.apache.org/tomcat-7.0-doc/ssl-howto.html

5. websphere.
BRE8E--E T Security--=ESSL certificate and key management--S3EEMSSL configurations--#AQuality of protection (QoP) settings

== FE Windows
6. windows FE"RELAME Windows,

$Bhttps://support.microsoft.com/zh-cn/help/2868725/microsoft-security-advisory-update-for-disabling-rcd
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