IPEE AR SINET
ERGERFE RS EMEBIEERS
wIAERIR S

L 78 2 AR 55 = AR BR A 7
AREA KT 2025 3 A



1 &Rk

ARIHE R R RS EE A ST

BERRMT
FEAESAA, H, HBERKRBMES 11

WEHHEERT:
AL 38 4, HfhmEON, S 61, 154, KE 1714
BFAOE1A, Hd, web BFAOO0AD, REEFAO1.

EEREFERSRNKE, BEES X FHEEE.,
2 B’EsT

2.1 HFEEKER
ARFRMEEESR 1 4, Heh, THBEF 14, WEES 0 4

FNEERREXBEITE RN TERRR:

BEXRESMHE

RS E: 11

FRERECFHERARZNBRIERZR Linux, TOP5 BIERFEZITINTEFR:



TOP5I&1E B4k

P

0.

REERERBRNTRAR:

: \P/URL REXE | BERS | BEER ;ﬁ BREA | WEE
1 [17.167.7.7 R L& Linux(Li ES
nux)

2.2 #EFWAORR

FEBROFBBERSEL 14, A&EZEOAN 22 (tep), ABIRORERZHIE
FER17.167.7.7, TOPS ig {FEA RN T B *:

TOP5ER 115 8

80 (tcp)

1220 (tep)

2198 (tcp)

AEIHOEEWNTRRAR:
FE | IP/URL wO% | w0 st &% 54 ad




17.167.7.7

29

22 tep ssh OpenSSH

80 tep http nginx

111 tcp rpcbind rpcbind

1220 tep http http

onehome—remo
2198 tcp onehome—remote
te

7080 tep http http
JointFrame

7081 top e Platform Server

7082 tcp http http

7083 tcp http http

8080 tep http http
JointFrame

8081 top e Platform Server

8188 tep http http

8586 tcp http http

12008 tep http http

12300 tep http nginx

12301 tcp http http

12325 tep http http

12333 tep http http

12345 tcp http http

12378 tep http http

12407 tep http http

12409 tcp http http

12410 tep http http

12411 tep http http

123 udp ntp NTP

5355 udp tcpwrapped tcpwrapped

18088 tep http http

40002 tcp unknown unknown




ActiveMQ
61616 tcp apachemq OpenWire
transport

2.3 #ENKRER

2.3.1 iR

FHERBRGAZE~L 1A, HhREHE RS HEE TOP5 30T EIFfR:

TOPS;fm il 520 ¥ 7=
17.167.7.7 38
0 5 10 15 X » W ©
BEHRE RN T RAR:
FFS | IP/URL mE = wh & o
1 17.167.7.7 0 6 15 17 38
2.3.2 BFEANO
GHEERANONRMESE 1D, ZEPHEIANOXKRERN TREAR:
Fe IP/URL Web FFEAO | REFFAO 23t
1 17.167.7.7 0 1 1




3 HrEFET

3.1 17.167.7.7

3.1.1 BHTEAEER

&HrE 17.167.7.7

—E&LD &

BB

I £548

"REA

FRRERI]

BRREIE

MAC 31k

BIERSG Linux (Linux)

WEAR BRS5 AR &

(4= TES HE

T aFEs -

3.1.2 HAmAOEBER

Fg | FiusO i FFHs AR 55 BHES %L URL | PRSEERER
1 22 tcp ssh OpenSSH
http://1
Welcome to
2 80 tep http nginx 7.167.7.
nginx!
7:80/
3 111 tcp rpcbind rpcbind

http://1 HTTP Status
4 1220 tcp http http 7.167.7. 404 - Not
7:1220/ Found

onehome—remo
5 2198 tcp onehome—remote
te




http://1 | HTTP 4K 7
6 7080 tep http http 7.167.7. 404 - K
7:7080/ | |
JointFrame
7 7081 tcp http Platform
Server
http://1
8 7082 tep http http 7.167.7
7:7082/
9 7083 tcp http http
10 8080 tep http http
JointFrame
11 8081 tep http Platform
Server
http://1
12 8188 tep http http 7.167.7
7:8188/
http://1 HTTP Status
13 8586 tep http http 7.167.7. 404 - Not
7:8586/ Found
http://1
14 12008 tep http http 7.167.7
7:12008/
http://1
Welcome to
15 12300 tcp http nginx 7.167.7
7:12300/ nginx!
http://1 HTTP Status
16 12301 tep http http 7.167.7. 404 - Not
7:12301/ | Found
http://1 HTTP Status
17 12325 tep http http 7.167.7. 404 - Not
7:12325/ | Found
http://1
18 12333 tep http http 7.167.7
7:12333/
http://1 HTTP Status
19 12345 tep http http 7.167.7. 404 - Not
7:12345/ | Found
http://1
20 12378 tep http http 7.167.7
7:12378/
’1 19407 top http http http://1 HTTP Status

7.167.7

404 - Not




7:12407/ Found
http://1 HTTP Status
22 12409 tcp http http 7.167.7. 404 - Not
7:12409/ Found
http://1 HTTP Status
23 12410 tep http http 7.167.7. 404 - Not
7:12410/ Found
http://1 HTTP Status
24 12411 tep http http 7.167.7. 404 - Not
7:12411/ Found
25 123 udp ntp NTP
26 5355 udp tcpwrapped tcpwrapped
http://1
27 18088 tcp http http 7.167.7
7:18088/
28 40002 tcp unknown unknown
ActiveMQ
29 61616 tcp apachemq OpenWire
transport
~,
3.1.3 HEEREER
RAEREREZEHNEE , FRLENRKRSHNT:
U2 E mE = rh & Bit
ARG 0 3 14 3 20
web i 0 3 1 14 18
5504 0 0 0 0 0
web BFEAO 0 0 0 0 0
RGERAO 0 0 0 1 1
Bit 0 6 15 18 39




4 MGt
4.1 RGBT

4.1.1 REFERSH

RS R E
- . TF: 0
I
tifg: 144
mm {fE: 31
20
MG B
~,
4.1.2 M=o
ARG mREE A E TOP5 ZitanT:
TOPS R Geim iR (F2Mm 25 /= 4 )

OpenSSH #RSEN

H (CVE-2020-15
778) | 1

OpenSSH =4F/iH
(CVE-2023-38408) | 1

OpenSSH Z2iRiA
(GVE-2021-28041) | 1

OpenSSH =2iFiE
(CVE-2017-15906) | 1

OpenSSH Z2iFiF
(OVE-2021-21617) | 1
0.0 02 04 06 08 10

HIDABHEN R B NRAF WK OXTERE, RERELIDRE TOPS FitinT:



TOPS 4t ifwile) (LR B4 )

OpenSSH #r&3EAN
i (CVE-2020-15
778) | 1

OpenSSH 4R
(CVE-2023-38408) | 1

OpenSSH Z&iRiRE
(CVE-2021-28041) | 1

OpenSSH Z&iRiE
(CVE-2017-15906) | 1

OpenSSH Z<iRiE
(CVE-2021-21617) | 1

0.0 0.I2 0.‘4 Olé 0|8 1.|0
TOP100 A4St TmR SN B = B R R :

3 AR R TOP100 RGmAREZWE~ER, 8NREZMANEZRZRK 10
N, BEZEEBEERIEREE, dETH excel/ntml IREEE.

=4

-0

F R | ®mBE~ X HEE

o | RGIREAR y o N - S

i FER | (XRE104Y) % R
OpenSSH & 4 3 B OIE

1| oPen R ANR OB 77 1 1
(CVE-2020-15778)

2 | OpenSSH %4 i (CVE-2023-38408) = 17.167.7.7 1 1

3 | OpenSSH Z £ Wi (CVE-2021-28041) = 17.167.7.7 1 1

4 | OpenSSH % £fFfE (CVE-2017-15906) h 17.167.7.7 1 1

5 | OpenSSH & £ifFifE (CVE-2021-41617) Fh 17.167.7.7 1 1

6 | OpenSSH Z £ ik (CVE-2023-48795) h 17.167.7.7 1 1
OpenSSH iF (8 % % # 2 & &

;| Open womEoEHE B IRRR " 17 167 7.7 1 1
(CVE-2019-6110)

8 | OpenSSH Z £ ifwi (CVE-2016-20012) = 17.167.7.7 1 1
OpenSSH = B tt B B IE

g | pen f& twm R R 17.167.7.7 1 1
(CVE-2018-15919)

10 | OpenSSH Z £ iR (CVE-2023-51767) h 17.167.7.7 1 1
OpenSSH i (8 #%F #I # & § &

11 pen il I—.l 'Tl'fr_ f‘H %EI X IJE /H ':F' 17 167.7.7 1 1
(CVE-2019-6109)

12 | OpenSSH Z £ (CVE-2023-51384) =) 17.167.7.7 1 1
OpenSSH = 2% B R

13 | pen AR R E RO, 17.167.7.7 1 1
(CVE-2018-15473)

14 | OpenSSH % A I8 iF $% 2 ® /A | P 17.167.7.7 1 1




(CVE-2019-6111)
OpenSSH 35 | | & 3 R R
15 | Open iomE ROl %o R ORE " 17 167 7.7 1
(CVE-2018-20685)
16 | OpenSSH Z £ fwi (CVE-2023-51385) Fh 17.167.7.7 1
OpenSSH = B 3 Z R IR
17 pen 1|:| piiiy E IFFJ NE ':P 17 167.7.7 1
(CVE-2020-14145)
18 | SSH fRFZ ==X HFMEE AN [[RIBFH] | K 17.167.7.7 1
OpenSSH 7 a B R OE
19 | Pen ® moE RN K | 17.167.7.7 1
(CVE-2021-36368)
OpenSSH CBC 1 & 15 B itt & F JF
20 | P°n RARERMBERD e 1716777 1
(CVE-2008-5161) [JRIE13#]
=
4.1.3 w35
Z4iRmALES TOPS Zitan T :
TOP5 A Lt i R 2R AL
HeE | 5
EAiE
EEitE |
HEEN 2
il HEE | 2
0 } 2 . :
AERRAEANGITHIRAT :
Fs TR &R HIR#
1 HE 5
2 £33 INIE 3
3 EEHE 3
4 WEEN 2
5 W iElEF IR 2
6 BHs¥-2)) 1
7 ZExzAO0 1

10




8 R[] 1
9 MINIGIESEIR 1
10 REEN 1
11 URERF 1

4.2 Web JmiRIFEND 4

4.2.1

PR 2 2 53 A [

RBEFR G

4.2.2 EWEESH

Web jffiRI 200 537~ $ 8 TOPS It

11

“E:
miE:
g
K-

04
34
14
144




TOP5 webif i (BLMRE =4 E)

CORS (BussiEst
=) [RISTIESN [
FEEE]

Hosth B &4
wE [REAE] | 1

FiEEX-X85-Prot
ectionldfiisk [R
iz 1

FigEX-Content-
Type-Optionsiigf;
* [FEAE] 1

FigEReferrer—P
ol icyMREEsk [FiE
HEl | 1

0.0 0:2 0.4 0.6 0.8 1.0

LIV BN R NI MG O NERE, RERELINE T0PS ZitanT:

TOP5 webififal (HHILR B4 E)

CORS (ESuk it
=) RIAEIELM [
FEHE]

ig BX-X38—Prot
ectionf@pizk [[&
EEE] 2

iR EX-Content-
Type-Optionslii L
* [FEAE] | 2

#i% EReferrer—P
ol icyME Rk [FI2
=i |

#i% EX-Download
~OptionsiE@fzsk [
FEFE] 2

00 0|5 1|0 1|5 2‘0 2|5 3|0
TOP100web RSN A= 1B AN N KRR

E: AR R TOP100web iR R EFMWE~ TR, BNREHZEHZE~RERR 10

™, BEZEEBRERFERER, B TEH excel/html IREEE.
Al

FF Sl A X I
Web jf@in \ - ¥

g | b MMEF 2 | (ER 10D z’t R

s ERIE H B L TA

1 CORE (BEBuh REHRZ) RIRIIELMY [[RIE = 1716777 1 3
3]

2 | Host 3kXih Z4imiE [FIEFAH] F 17.167.7.7 1 1

3 imiﬁ X-XSS—Protection M7 3k [[EIE & 16777 1 ,
3]
A% E X-Content-Type-Options Mg R 3k

4 17.167.7.7 1 2
[ EEE34) fR

12




HRi%E Referrer—Policy M3k [JEIEHT
f ]

3

17.167.7.7

Ki% E X-Download-Options Mk [ R
BLEEETD |

3

17.167.7.7

x w g
X—Permitted-Cross—Domain-Policies N

Rk [RIE3T4]

(3

17.167.7.7

BEE3F . o X-Frame—Options L EIR
BLERETD |

3

17.167.7.7

ARIEE Strict-Transport-Secur ity Mz
% [EEHE]

(3

17.167.7.7

4.

2.3 iREAH 2

web JRIEZR TOPS Fit a0 T

B ALE (xﬁs

TOPSwebifmiE2ER!

HE |

EEAE

FRHE 2

HINLGEA. | 1

web SRR FHITFIRIAT :

Fs | RRERR

1

HE

2

[

3

ESitE

FEUhBI AR T (XSS)

HTML JEN
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4.3 S5OSO
4.3.1 HWHEEDH

AREMEFLESEOSEMAIE~.

4.4 BRANOXWHH
4.4.1 Web BRAOXWHEFZSHT

AREBFLE web BERAOEMBIE .

4.4.2 RGEFRANOEMA~

RGEBEFANOEZMEZHE TOP5 it T :
T0P5 REEFAD FWASEE)

SHERADEH | 1

T T T T T
0.0 0.2 0.4 0.6 0.8 1.0

TOP100 R BE RN O E RN TRHA R

E: AR TOP100 REERAOREEME~ERL, BIMRKERAOZMAE
FREZRR10D, BEZERIEERTFAES, HETH excel/html REEF.

7z
) R e | T
FE | REBRAOSH R 10 i;‘-“ i

14




1 SSHERAOXLI

17.167.7.7 1 1

5 MiFTH

5.1 17.167.7.7

5.1.1 R&GiRHE
1 OpenSSH <> \ifmifil (CVE-2020-15778)
a2 454 =
AMERRIRIE4S | SF-0005-02635
CVE 4R CVE-2020-15778
CNNVD 45= CNNVD-202007-1519
CNVD 472

Bugtraq RS

oA 1m| 22
OpenSSH (OpenBSD Secure Shel|) & OpenBSD HXI4EI—ERTL£ih
O ENAEZETR. 12T AR SSH YA RESEI, ZFNFRE

Rk BMEMIRITING, ARSI, EEEURE MRS

. OpenSSH 8. 3p1 R Z BikRAH Y scp # sop. ¢ THBEEHLSENTR-

ZiREART NN IERE T HITR SEIES, MEBRERTHmALE
MR E PR T E. WEETHAIZRRERITIEEZ®S.

JRUBE 22 $2M) OpenSSH: 8. 4p1 LA TR (&)

s AT AZEF scp, A rsync FEMNKE (TRESSBUNTHH AN

RRFR e
Zi8)

XURE Z53IE OpenSSH: 7. 4

2 OpenSSH 22433 (CVE-2023-38408)

XU E 2R =

AMERRIREY%S | SF-0005-17300

OVE /2 CVE-2023-38408

CNNVD 52 CNNVD-202307-1721

15




CNVD 7=

Bugtraq RS

XU % O 22
OpenSSH (OpenBSD Secure Shel|) AIZE X OpenBSD IHXI¢EM—ERT
ZE[EEETEVNEZETIR. 2T A2 SSHMUKIFIRSEI, XiF

XS FAR STER BRI R ITING, ARG, EZESHIF AN E N E LR
K. OpenSSH 9.3p2 Z AT AFEREIRIE, ZiwEAIET ssh-agent
B PKCS11 TRt EAER 2R . WEEAF A ZREMITEREAS.

JXURS: 220 2215 OpenSSH:9. 3p2 FRAS LA TR AR A
Bai ELXHARMNT UEERE, T IREERE:

ARG ER https://github. com/openbsd/src/commit/7bc29a9d5¢cd697290aa056e9
4eceeb253d3425f8

IXUBG ZEIE OpenSSH:7. 4

3 OpenSSH 2 £iffi (CVE-2021-28041)

RS =

RMERFR4S | SF-0005-06510

CVE R= CVE-2021-28041

CNNVD w5 CNNVD-202103-527

CNVD S

Bugtraq RS

XS i O 22
OpenSSH (OpenBSD Secure Shell) & OpenBSD itXI4HFFEIFHI—ERT
XU B FAR ZEFEEIEHENMEIETE., 0penSSH before 8.5 FHELLRA,
WEEFRIZRRBERBREAZ LAZTARNRIBEZFILG,
XU 20 201 OpenSSH:8. 5 LI TN AR A
Bl e X HAEZMT UEERB, # T 3K B8 % :
BAFE https://github. com/openssh/openssh—portable/commit/e04fd6ddelé
delcdc5a4d9946397F£60d96568db
XURS: Z59IE OpenSSH:7. 4
4 OpenSSH 243’ (CVE-2017-15906)
XEEER s
FERFERA%S | SF-0005-06522
CVE /2 CVE-2017-15906

16




CNNVD 4w =

CNNVD-201710-1230

CNVD m= CNVD-2017-36017

Bugtraq 475 101552

Xm0 22
OpenSSH (OpenBSD Secure Shel |) 2 OpenBSD I+XI4BFF#EIFHI—ER T
ZEFREZETENNZERZRITIE. OpenSSH 7.6 Z AIAI R A & B

XUBG FE R sftp—server. c XA ‘process_open’ ERMMEELEIHAE, 1ZiFHEIE
TEFEREEA T EEERPMBEIESENEE. EERFRZRE
BRKEAFTNXH.

JXURE: 2 i 820 OpenSSH: 7. 6 LA AR A

P FEa#T - Bel SELXHARMTLUEERE, #T REHEE:

BRRF R
https://www. openssh. com/txt/release-7. 6

IXUBG: ZEE OpenSSH:7. 4

5 OpenSSH Z£ifEilE) (CVE-2021-41617)

XG5 2% e

AMERRE4S | SF-0005-10928

CVE RS CVE-2021-41617

CNNVD Zm= CNNVD-202109-1695

CNVD m=

Bugtraq RS

XU im0 22
OpenSSH (OpenBSD Secure Shel ) =2 OpenBSD itXIZBRTEFFHI—ER T

XUBG FE iR REIFEEZTEYVAEET R, OpenSSH 6.2 % 8.8 ZAIMAFER
2. ZREET R FBREA, EAMFTERZMEAIEL .

XURE 20 S0 OpenSSH: 6. 2 kit AK (&) 2l 8. 8 A A&

oy BRI SEe&ZHhARANT UEERE, T RENGERE:

BRRT R .
https://www. openssh. com/secur ity. html

XURE Z5IE OpenSSH: 7. 4

6 OpenSSH £ if&ilE) (CVE-2023-48795)

XG5 2% e

RMERFRE4S | SF-0005-17304

CVE ‘RS CVE-2023-48795

17




CNNVD 4w =

CNNVD-202312-1668

CNVD 4R 5

Bugtraq RS

Xm0 22
OpenSSH (OpenBSD Secure Shel|) ZNZE X OpenBSD itXIEBM—ERT
ZEFR)EETEVAERZT R, 2T A2 SSH MBI FFIRSEE, XiF

XUBEFE AR SR BRI RTINS, ARG, EELHFF AN E ith M E 5%/
K. OpenSSH 9. 6 Z BIRAEFEER2RE, ZRRARETRIFRIZRT
BRI TEMEE, NTMARFELHIES.

JXUBG: 20 2205 OpenSSH:9. 6 BRAS L AR A

R Bal ELXHmARMNT UEERE, T IREERE:

‘ - https://www. openssh. com/openbsd. html
IXUBG: ZEE OpenSSH:7. 4
7 OpenSSH 5 [B)4ZHll$5 iR fmfE (CVE-2019-6110)

XBEER &

RMERIFRSS | SF-0005-00643

CVE RS CVE-2019-6110

CNNVD Zm= CNNVD-201901-468

CNVD m=

Bugtraq 475 106836

Xm0 22
OpenSSH (OpenBSD Secure Shel ) =2 OpenBSD itXIZBRTEFFHI—ER T

Rk ZEVEIRIZHENAEEZT R, SCP (Secure Copy Protocol) E—1

SRS SEASSCHE S ST, OpenSSH i SCP 2 ik S AIZF R R IR0,

WEHE A A RiZREAER E R HES.

JXUBG: 2 e $20 OpenSSH:7. 9 LATARA (&)

ot Bl SEXHARMTUEERRE, FEEXE FE0:

BRRF R
https://www. openssh. com/

XURE ZEIE OpenSSH: 7. 4

8 OpenSSH 4 (CVE-2016-20012)
XBEER s

RMEBRRIRgR S

SF-0005-10926

18




CVE /=

CVE-2016-20012

CNNVD 475

CNNVD—-202109-1073

CNVD 7=

Bugtraq RS

XU im O 22
OpenSSH (OpenBSD Secure Shel ) 2 OpenBSD itXIZBRTEFFHI—ER T
ZEFEEIEHENAEIET E. OpenSSH 8. 7 ZRIMAFE R LR,
XUBG FE iR AFTIZREHEMEE SSH FRFB[BAEA PZFAAPAREEESE, LUK

RMAREREERH. KEXMPHEAREANSZEAAGMNERSIEENA
A2 RIERIM.

JXUBE: 5 1)

2207 OpenSSH:8. 7 i A (&) WL AR A

BRI ME&XmARNT LUEEIRE, #T IRENHEE:

71; - §
BRI = https://github. com/openssh/openssh—portable/pul 1 /270
XURE Z5IE OpenSSH: 7. 4
9 OpenSSH {5 2 jtth®im ¥ (CVE-2018-15919)
XU F R &
AMERRRIREY%S | SF-0005-00645
CVE RS CVE-2018-15919
CNNVD 52 CNNVD-201808-902
CNVD 72
Bugtraq B S 105163
RBE i O 22
OpenSSH (OpenBSD Secure Shell) 2 OpenBSD itXIBH—ERF L 25
BITIE I ENAEET R, 2T AR SSH UM FFESSIR, iExmE
e BRI TN, ATAMREGUT. EEShiF R E MR RTINS
. OpenSSH 7.8 R Z BTREA Y auth-gss2. ¢ XHBIES EMRRR. %
RAETME ARG~ REETEEREER EFHEIR. RENNKEH
EMARRAFNZEWAGHRER*E S A 6SS2 REBFERE
XU £ $2M OpenSSH:5. 9 KRA (&) & 7. 8 kA (&)
s IS A It AR B A P BB o0 E T M E TS 3 A LUK BR BRI 903 -
RRFR
https://www. openssh. com/
XURE Z5IE OpenSSH: 7. 4
10 OpenSSH £ ifiE (CVE-2023-51767)
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B F 2R

th

RMEBRRIRgR S

SF-0005-17308

CVE w5 CVE-2023-51767
CNNVD 4/ 5 CNNVD-202312-2216
CNVD 4/ 5

Bugtraq RS

Xm0 22
OpenSSH (OpenBSD Secure Shell) ZHIZE X OpenBSD iHXIEM—ERF
ZEFEITIETENAERET R, 12T R2 SSH YA F IR, ZiF

Rk SR AR ITING, ARG, EEHFURE M MERE

- K. OpenSSH 9.6 RZBIMAFELZLRE, ZRERETHERAER

ZEBYHY) DRAM B, mm_answer_authpassword 1 B2 M IERY B H AR eI
BRI, SREE TS SPIIIE.

JXUBG: 20 2205 OpenSSH: 9. 6 AR (2) LU TR HRAS

. BRI ME&AHARLN T LUEERE, T RENGERE:

R R
https://www. openssh. com/txt/release—9. 6

XRS5 E OpenSSH:7. 4

11 OpenSSH 1/ [a)#2Hl$a R i (CVE-2019-6109)

XG5 2% e

RMERRE4RS | SF-0005-00642

CVE RS GCVE-2019-6109

CNNVD Zm= CNNVD-201901-467

CNVD ¢m=

Bugtraq %= 106843

XU im O 22
OpenSSH (OpenBSD Secure Shel ) &2 OpenBSD itXIBRTEIFHI—ER T
REFEITIETENAERET R, 12T R2 SSH YA IR, ZiF

XUBG FE iR SR AR ITING, ARG, EEHFURE M MERE
K. OpenSSH R EFEER LA, ZimBEiRETREF BN ZHFHITRHRE.
BEE AR RiZRRAER ZEREIS S

JXUBG: 20 F20i OpenSSH:7. 9 LA (&)

s Bair IEAHARMTUEERE, FHEXF FEn:

RS R
https://www. openssh. com/

XURE Z53IE OpenSSH: 7. 4

20




12 OpenSSH % 4£iFif (CVE-2023-51384)
a2 454 B
AMEBRREY4S | SF-0005-17307
CVE 4R CVE-2023-51384
CNNVD 452 CNNVD-202312-1662
CNVD 472

Bugtraq RS

XU O 22
OpenSSH (OpenBSD Secure Shell) ZAIZE X OpenBSD i XIEM—ERF
ZEFREETEVAERZT R, 2T A2 SSHMUAIFFIRSEE, XiF

XU FAR SR BRI R ITINE, ARG, EELHHIF AN E ith M E %R
K. OpenSSHY. 6 ZRTIRAFEREIRIE, ZimEIET 2 77510 PKCS11
REFLANEIZFIEE BIRARE, XEARNKEATE—NER.

JXURS: 220 220w OpenSSH:9. 6 kR A LA TS AR A<

s BRI @E&£H AR T LUEETRE, #MT IRENGER:

Y ES
https://www. openssh. com/txt/release—9. 6

XURE Z53IE OpenSSH: 7. 4

13 OpenSSH A P# & T (CVE-2018-15473)

XG5 2% e

AMERmREGS | SF-0005-17302

CVE ‘RS CVE-2018-15473

CNNVD 475 CNNVD-201808-536

CNVD R = CNVD-2018-20960

Bugtraq 4R =S 105140

Xm0 22
OpenSSH (OpenBSD Secure Shell) 2 OpenBSD i+XI¢ERF 4 —ER T
ZEHRITETENAERZET R, 12T B2 SSH YA FIESSI, ZiF

Rtk STER BRI R ITING, ARGV, EZESHIF AN E MM E LR

N K. OpenSSH 7.7 RZBTMIABZE— A AKERE, REEERS

B SBEKNRC AT AR T IEA PR E . tERRES
auth2—-gss. ¢\ auth2-hostbased. ¢ 1 auth2—pubkey 8% .

JXUBS: 220 S5 OpenSSH: 7. 7 AR A (&) AT AR A

21




BRI ME&XmARNT LUSEIRRE, T IREEE:

71; - E
BRI R https://www. openssh. com/txt/release—9. 6
XURE ZEIE OpenSSH: 7. 4
14 OpenSSH I \BEIE$E IR (CVE-2019-6111)

XG5 2% e

A ERRIE%ZS | SF-0005-00644

CVE ‘RS CVE-2019-6111

CNNVD Zm= CNNVD-201901-767

CNVD RS CNVD-2019-02499

Bugtraq 4R =S 106741

Xm0 22
OpenSSH (OpenBSD Secure Shell) 2 OpenBSD i+XI¢ERF 4 —ER T
ZEHRITETENAERZET R, 12T B2 SSH YA FIESSI, Z#F

XUBG F iR STER BRI R ITING, ARG, EZESHIF AN E MM E LR
K. OpenSSH /Y scp client SIARRFFEZRERE, ZREIETE
FEEREIE TR &AM, WEEHAZRREENH.

JXUB&: 2 i) $20I OpenSSH:7. 9 LA (&)

S BRI FEAGAZNTUEERRE, FBEEXF §Fxn:

RRF R
https://www. openssh. com/

XURE Z5IE OpenSSH: 7. 4

15 OpenSSH 173 [a] BR#l5E3d iR (CVE-2018-20685)

X ER th

A EARRIE%S | SF-0005-13834

CVE ‘RS CVE-2018-20685

CNNVD 455 CNNVD-201901-347

CNVD 475

Bugtraq RS

XU 5 22
OpenSSH (OpenBSD Secure Shell) & OpenBSD itXI4HFFEIFHI—ERT
AR IR EHAZEIZ T E . OpenSSH 7. 9 hRA, scp B FimAY scp. ¢
.EL A

XHEERERE. TEREEWED. XHBH=HE, FRZFR
R3d 7in] BRI .
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JXUBE: 2

$20E) OpenSSH: 8. 0 FRA A T HR A

BRI MEL%H T AR T UMEERXMREE, B2 HERT
#:

BRI https://github. com/openssh/openssh—portable/commit/6010c0303a4
22a9c5fa8860c061bf7105eb7f8b2
B Z3E OpenSSH: 7. 4
16 OpenSSH 2227 (CVE-2023-51385)
R R H
AMEBRRIEYRS | SF-0005-17305
CVE /5 CVE-2023-51385
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OpenSSH (OpenBSD Secure Shel|) RAIZE X OpenBSD IHXI¢EM—ERT
ZEHRITETENAERZET R, 12T B2 SSH MU HIFIESSI, ZiF

XUBG F iR STER BRI R ITING, ARG, EZESHIF AN E MM E LR
K. OpenSSH 9.6 X BIMAGFEZERE, ZRERETEERIERS
W ENIRIE,

JXUBG: 20 2205 OpenSSH:9. 6 BRAS L AR A

oty BRI ME&AHARLN T LUEERE, T RENGERE:

BRRF R
https://www. openssh. com/txt/release—9. 6

IXUBG: ZEE OpenSSH:7. 4

17 OpenSSH {5 2ttt i@ (CVE-2020-14145)

X R th

RMERFRE4S | SF-0005-10927

CVE RS CVE-2020-14145

CNNVD 475 CNNVD-202006-1822

CNVD m=
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XUBE 3% 1
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LRIFEITIZ T EHAIZERET E. OpenSSH 5.7 £ 8. 3 i AN E Fifk iz
EEEMERE. ZRE~EMNRER OpenSSH & P i+ A AT W 222 &Y

RESHEZMEIREPHNEEME. FEAKEETHBIZREK
HHREEER .

RS20 F0E OpenSSH:5. 7 AiAN (&) 2 8. 4 hAS (&)
. Bai %Eﬁﬁﬂﬁﬂﬂ'uﬂ%’giﬁaiﬁl, T IR ERGEE -
http://www. openbsd. org/secur ity. html
XURS Z54iE OpenSSH:7. 4
18 SSH BRFS8a XIFHUBE R I [REEHH]
R F 3
RMERREZRS | SF-2022-01026
CVE 4R -
CNNVD 475
CNVD 475
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XU 5 1 22
XU 8 FAISR3REX SSH AR 528 X HER BE T I%R
XU 20
R R A
XURS ZHIE -
19 OpenSSH 324% a1 :E (CVE-2021-36368)
X4 ®
AMERRIRE4S | SF-0005-11776
CVE 4R= CVE-2021-36368
CNNVD 455 CNNVD-202203-1230
CNVD 472

Bugtraq RS

XRS5 1 22
OpenSSH (OpenBSD Secure Shell) & OpenBSD itXI4HFFEIFHI—ERT
XURE F i REFOPEIETENAIEIZETE. OpenSSHS8. 9 ZRIMIAREFEELZSE

. ZimEIRET &R P AR EE L ER

—olLoglLevel=verbose
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B2 EA S HIEIE.

XRS5l S0 OpenSSH: 8. 9 kA LA T AR A
. EET ﬁEEﬁﬂﬁ%hTuﬂ%’E;ﬁgiﬁl, T IRERGESE -
https://www. openssh. com/secur ity. html
XURE ZEIE OpenSSH: 7. 4
20 OpenSSH CBC #R=\ {5 St i (CVE-2008-5161) [[RIEITH]
B 2R "
RMEIRRIA4RS | SF-2021-00587
CVE 4R S CVE-2008-5161
CNNVD 42 CNNVD-200811-32
CNVD 4RS CNVD-2009-12630

Bugtraq RS

JXUBG: s T 22
OpenSSH (OpenBSD Secure Shel ) &2 OpenBSD itXIZBRTEIFHI—ER T
ZeFEiEtENERZTR. nRAECEH CBC ##3XA71%, OpenSSH
Rk RBIE IR AR E AR SSH SEFFAHIME IR, S
SIS S EEY R EERRS 32 fIAXA. ELUFER B OpenSSH B,
KEHRE 32 (A AR INEER 27 {(-18}, HidH—MHETFik
£ 14 (AR I EA 27 {-14} .
XU 20 WHEAUFAZERHITI—PRE.
BRRFR 7E SSH £1EH{NFEA CTR R NZEE L, 40 AES-CTR.
XUBEZ5E Z{H openssh J CBC 12X, BINEZEMEME LA, KWNEFLRE
5.1.2 web &
1 CORS (FSub BTiR =) [RIRIN IR [RIEFIHH]
XBEER =
RiEARimIE%S | SF-2022-00935
CVE RS -
CNNVD Zm=

CNVD 7=
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Bugtraq RS

R O 12008
CORS imilfl 2 H AR SR M BREZFENEESSH, SBRITERIFERLE
N :pa FRBF|HIR, NMSBAFPKERE. TRnETPESNERSKER
hE.
1. SREVA P8R
2, EFHERDS: IMEEATRGENAEMNRR, EX8ER
R, BRBERERE. tbal, — A REKERELBFIEER
XRS5 i) “X-User” XANFE, XN FERERBLEITENIERME RS EIRE 5T
mLE, BTRATLAZEE XSS ImiEEF A .
3. RFImEFTEH: FIF CORS FUSHIRECEIEN HTTP SLAB, XATHES I
BRZBIHEF TR, LLIANHEFHEE xss
R = FVERNBWIE cors BEHZIRHLZINGE, MEHFE, HTEHRRSE
Origin BEAREFRLZN I, SEHATES.
FEIA -
m: 17.167.7.7
K
GET / HTTP/1.1
Host: 17.167.7.7:12008
User—Agent: python-requests/2.23.0
Accept—-Encoding: gzip, deflate
Accept: */*
Connection: keep—alive
Origin: https://www. evil.com
XRS5 E

M) 57

HTTP/1.1 404

Access—Control-Al low-0rigin: https://www.evil.com
Access—Control—-Al low—Credentials: true

Access—Control—Al low—Methods: POST, PUT, GET, OPTIONS, DELETE
Access—Control—Al | ow—-Headers: Authorization
Content-Type, X-Requested-With

Access—Control-Max—Age: 3600

Vary: Origin, Access—Control—-Request—-Method
Access—Control—-Request—Headers

Content-Type: application/json

Date: Tue, 25 Mar 2025 10:12:08 GMT

Connection: close
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{"timestamp":"2025-03-25T10:12:08. 896+00:00", "status":404, "err
or":"Not Found", "path":"/"}

2 CORS (B5uf #TiR3L =) JRIRIiEsc M [REEFIH ]
RS 2R =
RMEIRRIA4RS | SF-2022-00935
CVE 45 -
CNNVD 452
CNVD 452

Bugtraq RS

Xm0 12378
CORS /AR HAIRESHBMNBERENEESSE, SHATFERRRLE
XU FE A BRERER, NMSBAPEERE. ERinEFERSRERSHET
F5.
1. REVA F¥iE
2, BFRIRERDE: IMEERIrGENAEMNRRE, EXUgaR
ENFE, BREBEEERE. tki, — MRAREHEFERLBFES
iRl “X-User” XANFE, XNFEMEREGETEIFMRERERTH2)EE T
mLE, WEIFLRTLAE S XSS iR FIA .
3. BRBumEGFHE: FIA CORS MIFHIRECEF N HTTP LEF, XAJRES#
FRZEFIHEGFE TR, LLUHEFMHEE xss
pr—— EREREWIRE cors BEHZFEEZIEE, WEFE, ATIERE
Origin BEARERFEHZM TN, HFEHFEE.
ZEEHEIA -
TE: 17.167.7.7
K :
GET / HTTP/1.1
R 265F Host: 17.167.7.7:12378

User—Agent: python-requests/2.23.0
Accept—-Encoding: gzip, deflate
Accept: */*

Connection: keep—alive

Origin: https://www. evil.com
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HTTP/1.1 404

Access—Control-Allow—-Origin: https://www.evil.com
Access—Control-Al low—Credentials: true

Access—Control-Al low-Methods: POST, PUT, GET, OPTIONS, DELETE
Access—Control-Al low-Headers: Authorization
Content-Type, X-Requested-With

Access—Control—-Max—Age: 3600

Vary: Origin, Access—Control—-Request—-Method
Access—Control—-Request—Headers

Content-Type: application/json

Date: Tue, 25 Mar 2025 10:14:43 GMT

Connection: close

{"timestamp":"2025-03-25T18:14:44. 864+08:00", "status":404, "err
or":"Not Found", "path":"/"}

3 CORS (B5ufi iR 3L =) [RIR I iEsc M [REEFIH ]
RS LR =
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CVE 45 -
CNNVD 452
CNVD 452
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XU O 12333
CORS R AR HAIRESHBMNBERENEESSE, SHATFERRRLE
XUBSFE A BRERER, NMSBAPEERE. ERimEFERSRERSHET
F5.
1. REVA F¥iE
2, BFRIRERDE: IMEERIrGENAEMNRRE, FXUgaR
TR, BRBEFEER. tkn, —PMRAREHBEIRCLTHES
JXUBG: 20 “X-User” XANFE, XNMNFEMEREGETEIFRERERTHZ)EETT
mLE, WEIFLRTLIE S XSS iR FIA .
3. BRFBumEFHE: FIA CORS MUFHIRECEF N HTTP LEF, XAJRES#
BR55ESImEF Tk, LAnHEFMEE xss
pr—— ELELREWNIE cors B RFEHLZINEE, WEFF, BEHEIRE
Origin BEARERFEHZM TN, HEHFTEE.
ZEEHEIA -
JXURS: Z54F -
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Tim: 17.167.7.7

iEﬁE* H

GET / HTTP/1.1

Host: 17.167.7.7:12333

User—Agent: python-requests/2.23.0
Accept—Encoding: gzip, deflate
Accept: */*

Connection: keep—alive

Origin: https://www.evil.com

i 5 -

HTTP/1.1 404

Access—Control-Allow—-Origin: https://www.evil.com
Access—Control-Al low—Credentials: true

Access—Control-Al low-Methods: POST, PUT, GET, OPTIONS, DELETE
Access—Control-Al low-Headers: Authorization
Content-Type, X-Requested-With

Access—Control—-Max—Age: 3600

Vary: Origin, Access—Control—-Request—-Method
Access—Control—-Request—Headers

Content-Type: application/json

Date: Tue, 25 Mar 2025 10:11:22 GMT

Connection: close

{"timestamp":"2025-03-25T10:11:23. 123+00:00", "status":404, "err
or":"Not Found", "path":"/"}

4 Host kWit R&iwiE [RETH]
RS LR #
RMEIRRIA4RS | SF-2019-00222
CVE 45 -
CNNVD 452
CNVD 452

Bugtraq RS
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8080

B HA

FMRBE: 1% web IRFF[HWMSAER—EH LIEES D web NHIEFF
(EHLEH) , web BRSZIFIRIBMA A HTTP T K FAY host SkRFIMTIZIEK
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Rz 3Z MRS web RZFALEE, HTTP iEKKZAFAER, —RHEAPHEA
T ANTE web FRSSECE FHY host kBT, web FRESEIABEEFHE—I
web NI FAALTE, LERTRRIGSEIZAY host SKEEANEIT web RIFHZ H, 2 web
MAESITEREPEEFM host 3k, BEESRIEFHINITAH, XEBHE:
1. BHEHE: EENBEEEFRE@WCON) 2E, WEFEFREEN
HOST skijia] Biruh = A SBUEIRMA S E T, HtIEEMA FiFiEuy
SRR EIRBE, SEERENITHE.

2. FEEER: BEXEEFFERPHEEEEIEREEAMLY.

3. FEEE: AEERHA, MihiBESRES SibitE R— 145k
Fl TOKEN fEE5EHE, FHIFEAXIAFME, YEERPNIEERE
EHEENEE, ARaTEEREFRERIAPIERIMYE, KEE
BEE L3R EXPEHL token EE FEE T,

FEFEA T HOST SLATREZ M, X-Forwarded-Host ATAES T 2 HOST
RYE, M3 HOST SkIih.

JXUBE: 2 RIRESEHTML SEN, XSS mEE.
AERBEEEMIGIEA FREERNWMN, TEZEERBFPIIEKRLER, 5
PHP X 3 7£ 3k BX B & URL B} 7 £ A _SERVER['HOST'] T f& A
$_SERVER['SERVER_NAME']
IETRECE web BRSS, 1S FT B TRERSMAY HOST SLER L EBAZEH— N e ARV E L
s FHAE, FE—RZENEEMIZNESE—MIE L. T nginx 7]
RIS N 2 :
https://www. nginx. com/resources/wiki/start/topics/examples/ser
ver_blocks/ , it F apache af & %
http://httpd. apache. org/docs/trunk/vhosts/examples. html#defaul
tal lports. Efth web IRFIFEE HFHHEITEE
2 A
TI|: 17.167.7.7
iﬁ'*
GET HTTP/1.1
Host: www. sangfor. com. cn:45904
o User—Agent: python-requests/2.23.0

Accept—Encoding: gzip, deflate
Accept: */*

Connection: keep—alive
X-Forwarded-Host: 17.167.7.7

Ml R =
HTTP/1.1 302
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X-Frame—Options: SAMEORIGIN

X—Content-Type—-Options: nosniff

Location: http://www. sangfor. com. cn:45904/ jointos/app
Content-Type: text/html;charset=15S0-8859-1
Content—-Length: 0

Date: Tue, 25 Mar 2025 10:12:01 GMT

Connection: keep—alive

Keep—Alive: timeout=50

5 K% E X-XSS—Protection MR Sk [JRIEITH]
RS 2R (3
RMEIRRIA4RS | SF-2021-00872
CVE 45 -
CNNVD 452
CNVD 452

Bugtraq RS

livaro1m| 12300
s Web N FIEF R BIZE X-XSS—Protection MMk,
I AR R {5 B AT B Web X153 28 oh R & RYBE b 20 B (XSS) i B B8 A A AT BE .
AR EEERANBATEEAMN, MUMRBAZRTXMRkL, XMRk
. FMERAREFBRAXMNMFEMULAIT ERS. FRSLFE IE 8+F0 Chrome
Y1 (FHAEMLERA) . 7E Chrome 4 F75HN T & XSS fEiESE. tNRi%
AR E AR, NAIE,
XURS: 2 i TREBGEEE A AR A IR ERER
e FEE Web N AEFHIEAETIE EI%E LA TR 3k : X-XSS-Protection:
’ 7 1; mode=block
ZEEIA -
Ti@E: 17.167.7.7
RSE A

GET HTTP/1.1

Host: 17.167.7.7:12300

User—Agent: python-requests/2.23.0
Accept—Encoding: gzip, deflate
Accept: */*

Connection: keep—alive
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HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:15:03 GMT
Content-Type: text/html

Content—-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

{style>

html { color—scheme: light dark; }

body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required. </p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html>
6 K E X—Content—Type—Options Mk [JRIEITHH]
XRS5 2% {123

RMEBRRIR R S

SF-2021-00871
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CVE /=

CNNVD 475
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Bugtraq RS

B i

80

JXUBE: F5

iEM KN A RERFRBIRE XContent-Options Ml 7 3k .
X—-Content—-Options & Microsoft & HI—FhZE 2 MIME KB INEHM S
N, HFEBELX7E Chrome F1 Safari H3CIY,

JXUBE: 2

WAZLE A AR B IR SR BV U 2

FRRFT R

TEHE W RKRAREFANFRBERETE L KELRBE XL :
X—Content-Type—-Options: nosniff

JXUBE: Z44E

IR -

TimE: 17.167.7.7

i%* H

GET HTTP/1.1

Host: 17.167.7.7:80

User—Agent: python-requests/2.23.0
Accept—Encoding: gzip, deflate
Accept: */*

Connection: keep—alive

i 5 -

HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:12:52 GMT
Content-Type: text/html

Content—-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>
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{style>

html { color—scheme: light dark; }

body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html>
7 FKi&E Referrer—Policy MRk [JEIEFIH]
Il 2444 K
RERBESS | SF-2022-00436
CVE /5 -
CNNVD 75
CNVD ¢/ 5

Bugtraq RS

B %

12300

JXUBE: F5E

Web BRZ588XFF HTTP EKBIMMESkERD Referrer—Policy, X#FH
By es iRt R 2R, SR PENNSR EaE— MR, &
FEE—AN HTTP iEK, ATRIFHNREAS, MEXIFEKIRLS,
SBE— Referrer, ALUREIZIER MM TTEBEEE TR, BH
RAFOHAFPREFER. BERERAT —IMTLENEER, FUME
T Referrer—Policy, FATidjE Referrer RILAZR, HAEHINE:
no-referrer no—-referrer—-when—downgrade origin
origin—when—cross—origin same—-origin strict-origin
strict—origin-when—cross-origin unsafe-ur| JEEAREE: Web RS
223 F HTTP BRI RSk iR/ Referrer—Policy, XIFSEUNLEE
REARZEIFMHRY, ERHEF Web AlimnEEZIEIF.
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B F2 0 EREEHEEAUMNALRRHTERRSE, AET—PHREITA

FRRFT R 1RSS5 imAEF, 45 HTTP MARISkAN L Referrer—Policy
A :

AE: 17.167.7.7

K

GET HTTP/1.1

Host: 17.167.7.7:12300

User—Agent: python-requests/2.23.0
Accept—-Encoding: gzip, deflate
Accept: */*

Connection: keep—alive

M) 52

HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:15:03 GMT
Content-Type: text/html

XURS: Z59IE Content-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<titledDWelcome to nginx!</title>

{style>

html { color—scheme: light dark; }

body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully

instal led and

working. Further configuration is required.</p>
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<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html>
8 FRIZE X—Content—Type-Options NIk [EIEHITH ]
RFR KK
AMEIRIFE4S | SF-2021-00871
CVE RS -
CNNVD /5
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Bugtraq RS

XU im O 12300
mREMENRAERKXBI®RE XContent-Options g K 3k .
g 3% X-Content-Options & Microsoft IEH I —FNERE MIME KB KHH A
A, HHEHCBZRTE Chrome F1 Safari H15EI.
XU 20 IR A AR A R R SR B E 2
Bt £ 22 TEHE VO NAEFNRBERIRE L& ELURE X :
RRF R . .
X—Content-Type—-Options: nosniff
Z5EHA -
TAE: 17.167.7.7
1EK
GET HTTP/1.1
g Host: 17.167.7.7:12300
XL B ZE1E

User—Agent: python-requests/2.23.0
Accept—-Encoding: gzip, deflate
Accept: */*

Connection: keep—alive

e R ;
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HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:15:03 GMT
Content-Type: text/html

Content-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

{style>

html { color—scheme: light dark; }

body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. org</a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html>
9 FRiIZE X-Download—Options Mk [JRIEHTHE]
RFR i
AMERRIFIE4S | SF-2022-00438
CVE RS -
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Bugtraq RS

XU im O 80
JXUBE: $5 mAZEH LAY web R AR HIRE X-Download-Options Mk
JXURS: 220 EREIEHEEATUFALRRHETERWE, FET—SHNIETH
iy B RS imIER, 4 HTTP MRZskfn E X-Download-Options

ZEEFEIA -

TiME: 17.167.7.7

BHK:

GET HTTP/1.1

Host: 17.167.7.7:80

User—Agent: python-requests/2.23.0

Accept—-Encoding: gzip, deflate

Accept: */*

Connection: keep—alive

M) 52

HTTP/1.1 200 OK

Server: nginx/1.23.3
JXUBG: ZEE Date: Tue, 25 Mar 2025 10:12:52 GMT

Content-Type: text/html

Content-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64a61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<titledDWelcome to nginx!</title>
{style>

html { color—scheme: light dark; }
body { width: 35em; margin: 0 auto;
font—family: Tahoma, Verdana, Arial, sans—serif; }
</style>

</head>

<body>
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<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully

instal led and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. org</a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html>
10 FRiZE X-Download—Options Mk [JRIEFTHE]
RS S 2% K
RERIBE%S | SF-2022-00438
CVE /5 -
CNNVD /5
CNVD ¢/ 5

Bugtraq RS

RGO 12300
g 3% mIEEH LAY web R FAEHIEE X-Download-0ptions MRz 3k
JXURE: 22 i mREKEET A AL RRHITERWESE, FET—EHNHEITA
R = B AR SSIRIERF, 4 HTTP Moz skin_E X-Download-Options
ZEEHIA -
TiE: 17.167.7.7
1EK
oL GET HTTP/1.1
RS Z&50E

Host: 17.167.7.7:12300

User—Agent: python-requests/2.23.0
Accept—-Encoding: gzip, deflate
Accept: */*

Connection: keep—alive
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i) 5 -

HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:15:03 GMT
Content-Type: text/html

Content—-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

{style>

html { color—scheme: light dark; }

body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }
{/style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html>
11 FKiZE X—Permitted—Cross—Domain—Policies Uk [AIEITH])
RFR i
AMERIFIE4S | SF-2022-00439
CVE RS -
CNNVD /5
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CNVD 7=

Bugtraq RS

Xm0 80
bt mHFEFEN LB web X BIKE X-Permitted—Cross—Domain—Policies
XUBEFA .
GISE®
JXURS: 220 EREEEHEEATUFALRRHETERWE, FET—SHNIETA
R & % im IE , % HTTP 1 v Sk
. f ESZ.HI?z;u ﬁifi.r?"_ A W M %k m k£
X-Permitted-Cross—Domain—Policies
ZEEHA
TiE: 17.167.7.7
1EK:
GET HTTP/1.1
Host: 17.167.7.7:80
User—Agent: python-requests/2.23.0
Accept—Encoding: gzip, deflate
Accept: */*
Connection: keep—alive
M) 52
s HTTP/1.1 200 OK
IXUBG ZE3IE

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:12:52 GMT
Content-Type: text/html

Content-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>
{style>

html { color—scheme: light dark; }
body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }
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</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html>
12 RiEh#F: & X-Frame—Options K158 [JRE$IHE]
RS 2 33
RMERREZRS | SF-2021-00874
CVE RS -
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Bugtraq RS

XU O 80
BrAR 528 X BIRE—4 X-Frame-Options k. &R LAER—
FAEY. AR ILRY iframe, BEAEBRMR L, ARIFERAAEZNRE L
g 3% HITIRME, AT AP EAHENER T S5ERA iframe TUE . BT
VA% iframe WEMNE, ALUEFERPRFAE iframe THEA—LI)
gEMIRE £, SBMEIE.
XURS: 2 i ARSSH A THERE
&2 web BRSSESECE, NN X—frame—options M3k, MEFWM T =7
(1) DENY: AEE#ERARIE(A iframe 5 frame #,
RS (2) SAMEORIGIN: T RAEW AL TIE#RANE] i frame (& frame 1,
(3) ALLOW-FROMuri: ReE#iax NEE EHARIESR S, B ERIEH
M\, 7E£ PHP Al : header ('X-Frame—Options: deny') ;
ZFHEiA
XURE ZEIE

HE: 17.167.7.7
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iEﬁE* H

GET HTTP/1.1

Host: 17.167.7.7:80

User—Agent: python-requests/2.23.0
Accept—Encoding: gzip, deflate
Accept: */*

Connection: keep—alive

i) 5 -

HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:12:52 GMT
Content-Type: text/html

Content-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

{style>

html { color—scheme: light dark; }

body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }
{/style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required. </p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

43




</body>

</html>
13 FKi&E Referrer—Policy MRk [JEIEFIH]
RS S 2% K
RERBRE%S | SF-2022-00436
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Bugtraq RS

XU im O 80
Web PRFZEEXTTF HTTP iEKAINOR Sk ER/D> Referrer—Policy, XS
BT esie it 2 ARy, SAPENRSE LT —NEEN,
FEE—A HTTP iE3k, ATREGMNENS, MAXERSRLF,
S8 E— Referrer, ALUEEIZIEKRZ N TTEBkEETIRAY, EH
AT HARPXEFER. BRERAT—NMREWER, TUME
XUBG FE iR T Referrer—-Policy, FATidLiE Referrer iRLAZR, HAEMNINE:
no-referrer no—-referrer—-when—downgrade origin
origin—when—cross—origin same—-origin strict-origin
strict—origin-when—cross-origin unsafe-ur| J@EAREE: Web RS
22XTF HTTP iEKRAVNG R Skepik/> Referrer—Policy, XIFSHUN TS
REMNREFMHERY, EEHET Web BlInERREHIF N,
JXUBE: 2 Mje) ERERHEETUFALRRETEEWE, FET—THNREHITA
BRAR B BRSZIRIERF, 48 HTTP MYRzskfin_E Referrer—Policy
SR
TiE: 17.167.7.7
1EK:
GET HTTP/1.1
JXUBS: ZE4E Host: 17.167.7.7:80

User—Agent: python-requests/2.23.0
Accept—-Encoding: gzip, deflate
Accept: */*

Connection: keep—alive
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i 5 -

HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:12:52 GMT
Content-Type: text/html

Content-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

{style>

html { color—scheme: light dark; }

body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required. </p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html|>
14 KL E Strict-Transport-Security sk [RIEITIH]
RXFR KK
AMERIFE4S | SF-2021-00873
CVE RS -
CNNVD /5
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CNVD 7=

Bugtraq RS

JXUBS: s T 12300
IFEWeb M IR R BIRE Strict-Transport—Secur ity N M Fr HTTP
FEABMEIMER L (HSTS) SEHIMITRIARSSRAVRE (HTTP over SSL / TLS)
XRS5k EERE . X AT LURL D 4% B 2 I P BVl cook i e NN ERSETEI RS
EHGRRIRNE, FHIRER B AL, HSTS T2 1E P28 SSL e
HEHIEEST.
JXURS: 220 AR E AT AR A RSB R E R
TEEE W KAEFNRBEIELEEEUTHF& :
. Strict-Transport-Security: max—age = 16070400;1FF5E, HERE
/. —~ AYIT] [ oo N
- HEARSKES, 1ERBEMRO 443 EiB1THI Web R5535. MRIREBEHE
RREAME AR RS R A
SR
TiE: 17.167.7.7
EK:
GET HTTP/1.1
Host: 17.167.7.7:12300
User—Agent: python-requests/2.23.0
Accept—-Encoding: gzip, deflate
Accept: */*
Connection: keep—alive
IXLB&: ZE1E

i 5 -

HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:15:03 GMT
Content-Type: text/html

Content-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64a61be7-267"

Accept—Ranges: bytes

<!DOCTYPE html>
<htmlD>
<head>
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<title>Welcome to nginx!</title>
{style>

html light dark; }
body { width: 35em; margin:

{ color—scheme:
0 auto;
font—family: Tahoma, Verdana, Arial, sans—serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required. </p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html>
15 RiEh#F: & X-Frame—Options K158 [JRE$IHE]
RS 2 33
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Bugtraq RS

B i

12300

JXUBE: F5

B¥rAR S &8 R BIREl—1 X-Frame-Options k. BEHE A LUERA—
BAEY. AATILHY iframe, BEAEEFFMTL, %F@?ﬁm):hzr]ﬁt
BHTHRAE, R PBERNERNER T SEIERR iframe TTHE . 85T
A% iframe MEAMME, AILUFERRTF AT iframe TTEAT—LET)
getEiRt £, SEHEEhE.

JXUBE: S i

AR SH R EMFRR

FRRFTR

122 web BRZ2SECE, /R/IN X—frame—options MRk, WEBMT=Fh:
(1) DENY: AEE#ERARIE(A iframe 5 frame #,

(2) SAMEORIGIN: TiiE R B AUGTIEHXANE] i frame & frame H1,
(3) ALLOW-FROMuri: REEWHRANZIEEH B BAESR S . WAIERBEF
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MM, £ PHP F/I\: header (' X-Frame—Options:

deny') ;

JXUBE: Z44E

IR -

AE: 17.167.7.7

K

GET HTTP/1.1

Host: 17.167.7.7:12300

User—Agent: python-requests/2.23.0
Accept—-Encoding: gzip, deflate
Accept: */*

Connection: keep—alive

M) 57

HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:15:03 GMT
Content-Type: text/html

Content-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<!DOCTYPE html>

<html>

<head>

<titledDWelcome to nginx!</title>
{style>

html { color—scheme: light dark; }
body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully

instal led and

working. Further configuration is required.</p>

<{p>For online documentation and support please refer to
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<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at
<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html|>
16 FKiZE X—Permitted—Cross—Domain—Policies Uk [JEIEITH])
Il 2444 K
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Bugtraq RS

XU im O 12300
A i mIEEHL LA web KRB 1% E X-Permitted-Cross—Domain-Policies
XRS5k .
M 7 Sk
JXUBE: 2 Mje) EREREETUFALRRETEEWE, FET—ITHNREHITA
. & % kR % wm & F, %@ HTTP  m & %k M Lk
RRF R . . .
X-Permitted—-Cross—Domain—Policies
ZEEFEIA -
TiME: 17.167.7.7
K :
GET HTTP/1.1
Host: 17.167.7.7:12300
User—Agent: python-requests/2.23.0
XURS: Z59IE Accept—Encoding: gzip, deflate

Accept: */*

Connection: keep—alive

M) 2

HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:15:03 GMT
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Content-Type: text/html

Content—-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

{style>

html { color—scheme: light dark; }

body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }
{/style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html>
17 FKIEE X-XSS-Protection MRk [JRIEFTH]
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Bugtraq RS

B i

80
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iE Web N FBIEFRBIRE X-XSS—Protection MMk,

It FRRE 5 B S BN Web 33 3T 25 FR A B RO S U s RIS (XSS) 5T I 2R A A FT BE .
CRERANBATEZERN, AUMRBAER T XMk, XMRk

XL P& A
Ak BOYE R R EH S P M E ST BB . BATSLTE |E 8471 Chrome o
T (FHEMPLRRA) o 7E Chrome 4 RN T & XSS fFiXss. ARZ
IRAFFE LR, MAE.
JXURS: 220 AR E A AR A R RE R
ot FEEE Web NAEFHIFAAIE L& E U TR Sk : X-XSS-Protection:
BRRT R
1; mode=block
ST
TiE: 17.167.7.7
1EK:
GET HTTP/1.1
Host: 17.167.7.7:80
User—Agent: python-requests/2.23.0
Accept—Encoding: gzip, deflate
Accept: */*
Connection: keep—alive
M) 52
HTTP/1.1 200 OK
XURE ZEIE Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:12:52 GMT
Content-Type: text/html

Content-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>
{style>

html { color—scheme: light dark; }
body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif;

{/style>

}
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</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>

</body>
</html|>
18 KL E Strict-Transport-Security sk [JRIEITIH]
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XU O 80
IiEWeb B IEFRBIZE Strict-Transport—Secur ity MR AR HTTP
FEIg MR RS (HSTS) BHBIHNITEIARSSEEAIRE (HTTP over SSL / TLS)
g 3% EE . XA LURL D 4 N R P YRR IS cookie FIFMERSEIEMIRS
EHIERIE N, FHIREFEABLE. HSTS TEIEFH 2R SSL thigZ
=0
XURS: 2 i IR A AR A R R SR B R E 2
TEEhAE VW NENAEFMNRAEAERBA LEE®ELT &
. Strict-Transport-Security: max—age = 16070400;iFF 5=, HFEE
e teFRSkET, BEEEImO 443 LiE1THI Web fRB5. MRIFKBEHAE
N RXAMEE R hIE A B o] B
ZFHEA
XURE ZEIE

HE: 17.167.7.7

BEK:
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GET HTTP/1.1

Host: 17.167.7.7:80

User—Agent: python-requests/2.23.0
Accept—Encoding: gzip, deflate
Accept: */*

Connection: keep—alive

i) 5 -

HTTP/1.1 200 OK

Server: nginx/1.23.3

Date: Tue, 25 Mar 2025 10:12:52 GMT
Content-Type: text/html

Content—-Length: 615

Last-Modified: Thu, 06 Jul 2023 01:41:59 GMT
Connection: keep—alive

ETag: "64ab61be7-267"

Accept—Ranges: bytes

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

{style>

html { color—scheme: light dark; }

body { width: 35em; margin: 0 auto;

font—family: Tahoma, Verdana, Arial, sans—serif; }
{/style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully
instal led and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx. org/">nginx. orgl/a>. <br/>
Commercial support is available at

<a href="http://nginx. com/">nginx. com</a>. </p>

<p><em>Thank you for using nginx. </em></p>
</body>
</html>
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5.1.3 §0O%

ZEFANFEBOSRR.

5.1.4 BFEAO

ZERFEATFIE web BFEANO
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FE ERAORMR im0 #F/OSH =Rk
1 SSH &ERAORIM 22 0 20

6 EEFRE
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HIRERIEE .
i 3TE) P RE S B AR 4t 32 B 0 B R O R A KU
ke 0 <= TmRIMBE < 4 BN, AHEERE, BEEEB/), JUERE

HIRERIEE .

6.2 H— Web imRMIEFRIEEFRAE
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ERiEE | REXE etz A AR

TR RSB ARG R BIBREEFTERR,
mE 9 <= WRKKE <= 10 | HZKE, FWSeE, BEREXR, FEIH

=

R RE S B ARG Z R ERBBEREN, 5%
=i 7 <= mREKEE <9 W&, FWEER, BEMERK, FERIR

=

AT RESHAGZ IR HIELE, HZY
g 4 <= mRAMNE <7 &, FWEEB), BERE—R, FTEEAE

HEEAIZE .

i 3TE) P RE S B AR 4t 3 B 0 B R O R A KU
ke 0 <= ImRNXKEE < 4 BN, AHEERE, BEEEBR/), JUERE
HIRERIEE .

6.3 H—HTRRFRTFEIRE
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