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https://www.ibm.com/blogs/psirt/security-bulletin-jquery-as-used-by-ibm-qradar-network-packet-capture-is-vulnerable-to-cross-
site-scripting-xss-cve-2020-11023-cve-2020-11022/

https://www.auscert.org.au/bulletins/ESB-2023.1653
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-qradar-siem-is-vulnerable-to-using-components-with-known-vulnerabiliti
es-10/
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-qradar-siem-is-vulnerable-to-using-components-with-known-vulnerabiliti
es-8/

https://www.auscert.org.au/bulletins/ESB-2021.0923

https://www.auscert.org.au/bulletins/ESB-2020.2694/
https://packetstormsecurity.com/files/158282/Red-Hat-Security-Advisory-2020-2813-01.html
https://www.auscert.org.au/bulletins/ESB-2020.2375/

https://www.auscert.org.au/bulletins/ESB-2021.0845

https://www.oracle.com/security-alerts/cpuoct2020.html|

https://www.auscert.org.au/bulletins/ESB-2020.2775/

https://www.auscert.org.au/bulletins/ESB-2021.1066
https://www.ibm.com/blogs/psirt/security-bulletin-vulnerabilities-in-jquery-affect-ibom-license-metric-tool-v9/
https://www.auscert.org.au/bulletins/ESB-2022.5150
https://packetstormsecurity.com/files/168304/Red-Hat-Security-Advisory-2022-6393-01.html
https://www.auscert.org.au/bulletins/ESB-2020.1804/
https://packetstormsecurity.com/files/160274/Red-Hat-Security-Advisory-2020-5249-01.html
https://www.auscert.org.au/bulletins/ESB-2022.0824
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-security-verify-information-queue-uses-a-node-js-package-with-known-vu
Inerabilities-cve-2020-11023-cve-2020-11022/

https://www.cybersecurity-help.cz/vdb/SB2021042101

https://www.auscert.org.au/bulletins/ESB-2020.1961/

https://www.auscert.org.au/bulletins/ESB-2022.1512
https://www.ibm.com/blogs/psirt/security-bulletin-cross-site-scripting-vulnerabilities-in-jquery-might-affect-ibm-business-autom
ation-workflow-and-ibm-business-process-manager-bpm-cve-2020-7656-cve-2020-11022-cve-2020-11023-2/
http://www.nsfocus.net/vulndb/48902

https://support.lenovo.com/us/en/product_security/LEN-60182
https://www.ibm.com/blogs/psirt/security-bulletin-multiple-vulnerabilites-affect-ibm-jazz-foundation-and-ibm-engineering-produ
cts-5/

https://www.cybersecurity-help.cz/vdb/SB2022022516
https://packetstormsecurity.com/files/158750/Red-Hat-Security-Advisory-2020-3247-01.html
https://www.ibm.com/blogs/psirt/security-bulletin-jquery-as-used-in-ibm-security-qradar-packet-capture-is-vulnerable-to-cross-s

ite-scripting-xss-cve-2020-11023-cve-2020-11022/



https://www.auscert.org.au/bulletins/ESB-2021.1703

https://www.auscert.org.au/bulletins/ESB-2020.2714/

https://www.ibm.com/support/pages/node/6525182
https://packetstormsecurity.com/files/158406/Red-Hat-Security-Advisory-2020-2412-01.html
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-tivoli-netcool-impact-is-affected-by-jquery-vulnerabilities-cve-2020-1102
2-cve-2020-11023/

https://packetstormsecurity.com/files/160548/Red-Hat-Security-Advisory-2020-5412-01.html
https://www.auscert.org.au/bulletins/ESB-2020.2660.3/
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-api-connect-is-impacted-by-vulnerabilities-in-drupal-cve-2020-11022-cve
-2020-11023/
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-kenexa-lms-on-premise-all-jquery-publicly-disclosed-vulnerability-cve-20
20-11023-cve-2020-11022/
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-planning-analytics-workspace-is-affected-by-security-vulnerabilities-3/
https://www.auscert.org.au/bulletins/ESB-2020.1863/
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-api-connect-is-impacted-by-vulnerabilities-in-drupal-cve-2020-11022-cve
-2020-11023-2/
https://www.ibm.com/blogs/psirt/security-bulletin-multiple-vulnerabilities-in-jquery-fixed-in-mobile-foundation-cve-2020-11023
-cve-2020-11022/
https://www.ibm.com/blogs/psirt/security-bulletin-multiple-vulnerabilities-in-jquery-affect-ibm-wiotp-messagegateway-cve-2020-
11023-cve-2020-11022/

https://www.auscert.org.au/bulletins/ESB-2020.3700/

https://www.auscert.org.au/bulletins/ESB-2021.1916

https://www.auscert.org.au/bulletins/ESB-2021.1519

https://www.cybersecurity-help.cz/vdb/SB2022072027

https://www.auscert.org.au/bulletins/ESB-2021.0909
https://www.ibm.com/blogs/psirt/security-bulletin-security-vulnerabilities-have-been-fixed-in-ibm-security-identity-manager-virt
ual-appliance/

https://www.cybersecurity-help.cz/vdb/SB2021052207
https://packetstormsecurity.com/files/170821/Red-Hat-Security-Advisory-2023-0552-01.html
https://www.auscert.org.au/bulletins/ESB-2023.0585
https://packetstormsecurity.com/files/159852/Red-Hat-Security-Advisory-2020-4847-01.html
https://www.auscert.org.au/bulletins/ESB-2021.2525

https://www.auscert.org.au/bulletins/ESB-2020.2660/

https://www.auscert.org.au/bulletins/ESB-2020.4421/

https://www.auscert.org.au/bulletins/ESB-2021.0620

https://www.auscert.org.au/bulletins/ESB-2023.1351

https://www.auscert.org.au/bulletins/ESB-2023.0583
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-license-key-server-administration-and-reporting-tool-is-impacted-by-mult
iple-vulnerabilities-in-jquery-bootstrap-and-angularjs/
https://www.ibm.com/blogs/psirt/security-bulletin-multiple-vulnerability-issues-affect-ibm-spectrum-symphony-7-3-1/
https://www.cybersecurity-help.cz/vdb/SB2022012403
https://www.ibm.com/blogs/psirt/security-bulletin-vulnerabilities-in-jquery-spring-dom4j-mongodb-linux-kernel-targetcli-fb-jacks
on-node-js-and-apache-commons-affect-ibm-spectrum-protect-plus/

https://www.cybersecurity-help.cz/vdb/SB2021072824
https://www.ibm.com/blogs/psirt/security-bulletin-cross-site-scripting-vulnerabilities-in-jquery-might-affect-ibm-business-autom
ation-workflow-and-ibm-business-process-manager-bpm-cve-2020-7656-cve-2020-11022-cve-2020-11023/
https://www.auscert.org.au/bulletins/ESB-2021.3663



CVE
CVSS
CNCVE
CNNVD

S

https://us-cert.cisa.gov/ics/advisories/icsa-22-097-01
https://www.auscert.org.au/bulletins/ESB-2020.3255/
https://packetstormsecurity.com/files/164887/Red-Hat-Security-Advisory-2021-4142-02.html
https://www.ibm.com/blogs/psirt/security-bulletin-security-vulnerability-has-been-identified-in-bigfix-platform-shipped-with-ibm
-license-metric-tool-2/
https://packetstormsecurity.com/files/170823/Red-Hat-Security-Advisory-2023-0553-01.html
https://www.auscert.org.au/bulletins/ESB-2020.3485/
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jquery:jquery 1.12.4 >=1.0.3 and jquery:jquery 1.12.4 < 3.5.0
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https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/
https://github.com/jquery/jquery/commit/1d61fd9407e6fbe82fe55cb0b938307aa0791f77
https://lists.apache.org/thread.html/r8f70b0f65d6bedf316ecd899371fd89e65333bc988f6326d2956735c@%3Cissues.flink.apac
he.org%3E

http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00085.html
https://lists.apache.org/thread.html/rbb448222ba62c430e21e13f940bedcb5cfc373cd3bce56b48c0ffa67@%3Cdev.flink.apache.
org%3E

https://www.oracle.com/security-alerts/cpujan2022.html

https://security.gentoo.org/glsa/202007-03

https://jquery.com/upgrade-guide/3.5/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ AVKYXLWCLZBV2N7M46KYK4LVA
50XWPBY/
https://lists.apache.org/thread.html/r49ce4243b4738dd763caeb27fa8ad6afb426ae3e8c011ff00b8b1f48@%3Cissues.flink.apach
e.org%3E

https://security.netapp.com/advisory/ntap-20200511-0006/

https://www.oracle.com/security-alerts/cpujul2022.html

https://www.oracle.com/security-alerts/cpuoct2020.html

https://www.tenable.com/security/tns-2021-10



https://www.tenable.com/security/tns-2020-11

https://www.tenable.com/security/tns-2021-02
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VOE7P7APPRQKD4FGNHBKJPDY6
FFCOH3W/

https://lists.debian.org/debian-lts-announce/2021/03/msg00033.html|
https://lists.apache.org/thread.html/r54565a8f025c7c4f305355fdfd75b68ecad42eebdb5f31c2e7d977ae@%3Cissues.flink.apach
e.org%3E
https://lists.apache.org/thread.html/rdf44341677cf7eec7e9aa96dcf3f37ed709544863d619cca8c36f133@%3Ccommits.airflow.
apache.org%3E

https://lists.fedoraproject.org/archives/list/package-announce®@lists.fedoraproject.org/message/ SFP4UK4EGP4AFH2MWY)5A5Z417
XVFQ6B/

https://lists.apache.org/thread.html/r564585d97bc069137e64f521e68bad90c7c9c5b342df5d73c49a0760@%3 Cissues.flink.apa
che.org%3E

https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/

https://www.oracle.com/security-alerts/cpuApr2021.html
https://packetstormsecurity.com/files/162159/jQuery-1.2-Cross-Site-Scripting.html|

https://lists.fedoraproject.org/archives/list/ package-announce@lists.fedoraproject.org/message/ QPN2L2XVQGUA2V5HNQJWHK3
APSK3VN7K/
https://lists.apache.org/thread.html/rede9cfaa756e050a3d83045008f84a62802fc68c17f2b4eabeaae5e4@%3Cissues.flink.apach
e.org%3E

https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ SAPQVX3XDNPGFT26 QAQ6AJIXZ
ZBZ4CDA4/

https://www.drupal.org/sa-core-2020-002

https://www.oracle.com/security-alerts/cpujan2021.html
https://lists.apache.org/thread.html/ree3bd8ddb23df5fade372d11c226830ea3650056b1059f3965b3fce2@%3 Cissues.flink.apac
he.org%3E
https://lists.apache.org/thread.html/r706cfbc09842017113968cc377247ec3d1439bced42e679¢11c609e2d@%3Cissues.flink.apac
he.org%3E

https://www.tenable.com/security/tns-2020-10
https://lists.apache.org/thread.html/r0483ba0072783c2e1bfea613984bfb3c86e73ba8879d780dc1cc7d36@%3Cissues.flink.apa
che.org%3E

https://github.com/jquery/jquery/security/advisories/ GHSA-gxr4-xjj5-5px2
https://lists.apache.org/thread.html/re4ae96fa5c1a2fe71ccbb7b7ac1538bd0cb677be270a2bf6e2f8d108@%3Cissues.flink.apach
e.org%3E

https://www.debian.org/security/2020/dsa-4693

https://www.oracle.com//security-alerts/cpujul2021.html

https://www.oracle.com/security-alerts/cpuapr2022.html
http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00067.html
http://lists.opensuse.org/opensuse-security-announce/2020-11/msg00039.html
https://www.oracle.com/security-alerts/cpuoct2021.html|

https://www.oracle.com/security-alerts/cpujul2020.html

https://www.oracle.com/security-alerts/cpujul2020.html

https://www.cybersecurity-help.cz/vdb/SB2022041931
https://packetstormsecurity.com/files/161727/Red-Hat-Security-Advisory-2021-0778-01.html
https://packetstormsecurity.com/files/159275/Red-Hat-Security-Advisory-2020-3807-01.html
https://www.oracle.com/security-alerts/cpujul2021.html

https://www.exploit-db.com/exploits/49766



http://www.nsfocus.net/vulndb/48898

https://www.auscert.org.au/bulletins/ESB-2020.3875/
https://www.ibm.com/blogs/psirt/security-bulletin-jquery-vulnerabilities-affect-ibm-emptoris-strategic-supply-management-platf
orm-cve-2020-11023-cve-2020-11022/

https://www.ibm.com/support/pages/node/6520510
https://packetstormsecurity.com/files/158555/Gentoo-Linux-Security-Advisory-202007-03.html
https://www.ibm.com/blogs/psirt/security-bulletin-jquery-as-used-by-ibm-qradar-network-packet-capture-is-vulnerable-to-cross-
site-scripting-xss-cve-2020-11023-cve-2020-11022/

https://www.cybersecurity-help.cz/vdb/SB2021072292
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-qradar-siem-is-vulnerable-to-using-components-with-known-vulnerabiliti
es-10/
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-qradar-siem-is-vulnerable-to-using-components-with-known-vulnerabiliti
es-8/

https://www.auscert.org.au/bulletins/ESB-2020.2375/

https://www.auscert.org.au/bulletins/ESB-2021.1066

https://www.auscert.org.au/bulletins/ESB-2022.5150
https://packetstormsecurity.com/files/168304/Red-Hat-Security-Advisory-2022-6393-01.html
https://www.cybersecurity-help.cz/vdb/SB2021042543

https://www.auscert.org.au/bulletins/ESB-2020.1804/

https://www.auscert.org.au/bulletins/ESB-2020.1925/

https://www.cybersecurity-help.cz/vdb/SB2021042302
https://packetstormsecurity.com/files/160274/Red-Hat-Security-Advisory-2020-5249-01.html
https://www.cybersecurity-help.cz/vdb/SB2021072721

https://www.cybersecurity-help.cz/vdb/SB2022022516
https://packetstormsecurity.com/files/157850/Red-Hat-Security-Advisory-2020-2217-01.html
https://www.cybersecurity-help.cz/vdb/SB2022072094

https://www.cybersecurity-help.cz/vdb/SB2021101936
https://packetstormsecurity.com/files/158406/Red-Hat-Security-Advisory-2020-2412-01.html
https://www.auscert.org.au/bulletins/ESB-2020.2660.3/
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-kenexa-Ims-on-premise-all-jquery-publicly-disclosed-vulnerability-cve-20
20-11023-cve-2020-11022/
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-planning-analytics-workspace-is-affected-by-security-vulnerabilities-3/
https://www.ibm.com/blogs/psirt/security-bulletin-multiple-vulnerabilities-in-jquery-affect-ibm-wiotp-messagegateway-cve-2020-
11023-cve-2020-11022/

https://www.oracle.com/security-alerts/cpujan2021.html

https://www.auscert.org.au/bulletins/ESB-2021.1916

https://www.auscert.org.au/bulletins/ESB-2021.1519
https://packetstormsecurity.com/files/170821/Red-Hat-Security-Advisory-2023-0552-01.html
https://www.auscert.org.au/bulletins/ESB-2023.0585
https://packetstormsecurity.com/files/159852/Red-Hat-Security-Advisory-2020-4847-01.html
https://www.auscert.org.au/bulletins/ESB-2020.2660/

https://www.auscert.org.au/bulletins/ESB-2023.0583
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-license-key-server-administration-and-reporting-tool-is-impacted-by-mult
iple-vulnerabilities-in-jquery-bootstrap-and-angularjs/
https://www.ibm.com/blogs/psirt/security-bulletin-multiple-vulnerability-issues-affect-ibm-spectrum-symphony-7-3-1/
https://www.ibm.com/blogs/psirt/security-bulletin-cross-site-scripting-vulnerabilities-in-jquery-might-affect-ibm-business-autom

ation-workflow-and-ibm-business-process-manager-bpm-cve-2020-7656-cve-2020-11022-cve-2020-11023/



https://www.auscert.org.au/bulletins/ESB-2020.3255/

https://www.auscert.org.au/bulletins/ESB-2020.3485/
https://packetstormsecurity.com/files/162159/jQuery-1.2-Cross-Site-Scripting.html|
https://packetstormsecurity.com/files/159513/Red-Hat-Security-Advisory-2020-4211-01.html
https://www.oracle.com/security-alerts/cpuapr2021.html

https://www.oracle.com/security-alerts/cpuoct2021.html
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-kenexa-lcms-premier-on-premise-all-jquery-publicly-disclosed-vulnerabili
ty-cve-2020-11023-cve-2020-11022/

https://www.auscert.org.au/bulletins/ESB-2020.4248/

https://www.auscert.org.au/bulletins/ESB-2020.2287/

https://www.oracle.com/security-alerts/cpuapr2022.html

https://www.auscert.org.au/bulletins/ESB-2020.2966/

https://nvd.nist.gov/vuln/detail/CVE-2020-11022
https://packetstormsecurity.com/files/157905/Red-Hat-Security-Advisory-2020-2362-01.html
https://www.auscert.org.au/bulletins/ESB-2020.1880/

https://www.auscert.org.au/bulletins/ESB-2023.1653

https://www.auscert.org.au/bulletins/ESB-2020.2694/

https://www.cybersecurity-help.cz/vdb/SB2022042537
https://packetstormsecurity.com/files/158282/Red-Hat-Security-Advisory-2020-2813-01.html
https://www.cybersecurity-help.cz/vdb/SB2021042618

https://www.auscert.org.au/bulletins/ESB-2021.0845

https://www.oracle.com/security-alerts/cpuoct2020.html|

https://www.auscert.org.au/bulletins/ESB-2020.2775/
https://www.ibm.com/blogs/psirt/security-bulletin-vulnerabilities-in-jquery-affect-ibom-license-metric-tool-v9/
https://www.auscert.org.au/bulletins/ESB-2022.0824
https://www.ibm.com/blogs/psirt/security-bulletin-ibom-security-verify-information-queue-uses-a-node-js-package-with-known-vu
Inerabilities-cve-2020-11023-cve-2020-11022/

https://www.auscert.org.au/bulletins/ESB-2020.1961/

https://www.auscert.org.au/bulletins/ESB-2022.1512
https://www.ibm.com/blogs/psirt/security-bulletin-cross-site-scripting-vulnerabilities-in-jquery-might-affect-ibm-business-autom
ation-workflow-and-ibm-business-process-manager-bpm-cve-2020-7656-cve-2020-11022-cve-2020-11023-2/
https://packetstormsecurity.com/files/159353/Red-Hat-Security-Advisory-2020-3936-01.html
https://support.lenovo.com/us/en/product_security/LEN-60182
https://www.ibm.com/blogs/psirt/security-bulletin-multiple-vulnerabilites-affect-ibm-jazz-foundation-and-ibm-engineering-produ
cts-5/

https://www.auscert.org.au/bulletins/ESB-2020.3028/

https://cxsecurity.com/issue/WLB-2022060033

https://www.auscert.org.au/bulletins/ESB-2021.2515
https://packetstormsecurity.com/files/158750/Red-Hat-Security-Advisory-2020-3247-01.html
https://www.ibm.com/blogs/psirt/security-bulletin-jquery-as-used-in-ibm-security-qradar-packet-capture-is-vulnerable-to-cross-s
ite-scripting-xss-cve-2020-11023-cve-2020-11022/

https://www.cybersecurity-help.cz/vdb/SB2022012754

https://www.auscert.org.au/bulletins/ESB-2021.0465

https://www.ibm.com/support/pages/node/6525182
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-tivoli-netcool-impact-is-affected-by-jquery-vulnerabilities-cve-2020-1102
2-cve-2020-11023/

https://www.ibm.com/blogs/psirt/security-bulletin-ibm-api-connect-is-impacted-by-vulnerabilities-in-drupal-cve-2020-11022-cve
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https://www.ibm.com/support/pages/node/6490381

https://www.auscert.org.au/bulletins/ESB-2020.1863/
https://www.ibm.com/blogs/psirt/security-bulletin-ibm-api-connect-is-impacted-by-vulnerabilities-in-drupal-cve-2020-11022-cve
-2020-11023-2/
https://www.ibm.com/blogs/psirt/security-bulletin-multiple-vulnerabilities-in-jquery-fixed-in-mobile-foundation-cve-2020-11023
-cve-2020-11022/

https://www.auscert.org.au/bulletins/ESB-2020.3700/

https://www.cybersecurity-help.cz/vdb/SB2022071412

https://www.auscert.org.au/bulletins/ESB-2021.0909
https://www.ibm.com/blogs/psirt/security-bulletin-security-vulnerabilities-have-been-fixed-in-ibm-security-identity-manager-virt
ual-appliance/

https://www.auscert.org.au/bulletins/ESB-2020.3902/

https://www.auscert.org.au/bulletins/ESB-2021.2525

https://www.auscert.org.au/bulletins/ESB-2021.0620

https://www.cybersecurity-help.cz/vdb/SB2022012403
https://www.ibm.com/blogs/psirt/security-bulletin-vulnerabilities-in-jquery-spring-dom4j-mongodb-linux-kernel-targetcli-fb-jacks
on-node-js-and-apache-commons-affect-ibm-spectrum-protect-plus/

https://us-cert.cisa.gov/ics/advisories/icsa-22-097-01
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jquery:jquery 1.12.4 >= 1.2 and jquery:jquery 1.12.4 < 3.5.0
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MY : TCP
jquery version: 1.12.4 detected from /static/component/jquery-1.12.4.js
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