[bookmark: _GoBack]重点污染源自动监控与基础数据库子系统https://10.165.37.11:8080/jointframe/login
[bookmark: _Toc15651]敏感文件暴露
问题描述：该系统存在敏感文件log.json和config.env.js暴露，其中包含了API接口敏感路径等信息，可能造成敏感信息泄露的风险。
问题等级： 中风险
漏洞证明1：https://10.165.37.11:8080/log.json
[image: ]
漏洞证明2：https://10.165.37.11:8080/jointframe/config.env.js?_t=1731309849612
[image: ]
修复建议：隐藏敏感路径信息。
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“version”:

' JTACITTycHJvany jEShbYULNSTIOE 1 T1RTk10Dc10EQ1RT10D1 105k 1RTY10EU10TT 1RTY 10 5E1QTEIRTUL0EQ10TURTO1 QkQ10BQ1 R 10D 1QUE1RTULOEE1 QT 1RTc10UT 10TE IRTY 10EU10Tc1RTQ10 g1 OFUIRTUL0UY 10KE1RT c10TE 10DATRTY 10TU1Q jA1RTY10BQ1 QUULRTUL QKB OTHIRT <10 M1 Qk T
1RTc1QkT10UY0JUU3JUFF JUE: JUU3] Tiw] Tg2J UU3TUFCTUFGESUy N UyyUylinZ1 enlipb 241§ TLNOE LS Tul EUNCUIL UyQy Uy itn] 1bWOOZVYybCUi UzQSUyH Sy NDALKZwenBaZYNOT TI6Zn] vbn1 Wik Znb3Y tenRqay 1 taV5pc3RyeSUylli UyyUylim] 1aVxkRGF 0ZSUy i UzQSUYI 3 Twl JOtNTEtHTE LI AxNSU
ZOTTOJTNBNTELN ST LRI T 1c2V5 ] TLy JTNBT TTyd2FuZ31h] TTyJ TIDJTIyZW IhaWw i 3T LROE 13 T37VEnsVE 1NDB ob21udHNreS5 3b201M 5 T 1IN TsTRNO0O29 bW 1 0TG O] TTyJ TNBJ T yZui/heCUzQSUyNCVENCVCRS VBRSVFNSVBNCU4RCVENyUANSVBO: VFNyU4Q1 USHCYFN: VCNSU4RA VFOCVBNyU4OCVENST
50SVBOCVFNSVCNy VBN VFNCVCRSVBNyVFOCU4R USQy VFNSU4RCUSNSVFN: VCQi UBQSVFNSU4QSVBOCVEN USRCVBILSVFOSUANSVBRSVFN U4QyVBISVFOSUBNyVBRSVFOSVEN: USOCUYH: UyQyUylimshc3RDb2 1 taXRTY¥No Ly TNB ] TTyJUU4T Tg3TUFBTUU L] ThBJUE 4TUUJ T1C Tiex JUURT THF JUE3JUUBTUT zTUJ
CJUUBTUICTT16UU3JUFF JUE: JUU3 ] Tew] Tg2JUU3TUFCJUFG I TTG e/ sZVF 2Z SUyR1YOL Il S40UDT ONTAZNUE 1Mk Y 206Uy NDiexcl 3F 10DU4NDK 3TV SHTY 4N3VANDQ10T TN 202Nz NzB1 TTIy T TIDI TIybGF zdENvbW 1pdERhAGULIS T1HOE 1N TyNDT OLTE L TEx T Iwi TULHOEwNCUZQTQ1 T TTyJTeE”
}
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var _CTC_ZDJK_NINISTRY__ = {
“ritle”: “BUBEHMNESERAR IFIERARRZcHIREREILO BT TE)
“eurrentEny”: “17,
“apillrl”: “/jointos/”,
“isShowfonter”: true,

“tooterlame”: “BHEC{IBRTEE R VHERE &
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if (typeof window === ’object’) {
window. _CTC_ZDJK_NINISTRY_ = __CTC_ZDJK_NINISTRY__
} else if (Object.prototype. toString. call(process) === [object process]’) {

module. exports = __CTC_ZDJK_NINISTRY__
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