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7.3 E&ELEREEN

Fs Fe58 = ByuEi

Redhat, Cent0S, Fedora %t : &2

/etc/pam. d/system—auth 314,

Suse9: &4 /etc/pam. d/passwd 3L,

Ubuntu, Suse10, Suse11, Susel12: &K

/etc/pam. d/common—password 3£,

£ ucredit=—1 lcredit=—1 dcredit=—1 ocredit=—1 1% 3
Fh, JBMZF password requisite pam cracklib. so [FTH,
MBI E X HH.

f5lan: password requisite pam_cracklib. so
ucredit=—1 lcredit=—1 dcredit=—1

E: ucredit: KEFEANY; lcredit: NEFEANY;

deredit: #FENH; ocredit: FHRFFNH

[iW=

cron. ¥ /var/log/cron ,

syslog EERBRICRE | E&/var/log/cron FEHE .

i cron ITAHHETNEE MRIZXHARFE, MOEiZH, aSh:
touch /var/log/cron, FHIEMABRFA 775. 465 H9: chmod
775 /var/log/cron.
fE/etc/syslog—ng/syslog—ng. conf FECE destination
; rsyslog 2L HACEITIE | logserver { udp("10.10.10.10" port(514)); };

EINEE log { source(src); destination(logserver); };

ARG IEEAL 10. 10. 10. 10 e J9SCERAY 1P

EMECES M vi /etc/syslog. conf,

syslog-ng BBALEIT
4 * ok @192.168.0. 1

EHELEE
AU > *" B AR RER HEER. ten:

kern.* : mail.* S%¢,

% 30 |




AT LASFIEAL 192.168. 0. 1 B ASLFRAY |P Siigi & (82 4%
A www. oksec. com, IRIBEFKIERES) . "

syslog =B EIZIE

HIRE

EMBLE S vi /etc/syslog. conf,

mEX—1T:

*, @192.168. 0. 1

AU > *" B AIREREENBHER. thm:
kern.* ; mail. * %,

AT LAUISIEEAL 192.168. 0. 1 Bk A KFRAY 1P BiEE (B4

AU www. oksec. com, IRIBEMKIFEHIES) .

HKE syslog 2BOLE
ZEEHHEZE

“RiE/etc/syslog. conf

W=

*. err;kern. debug;daemon. notice

/var/adm/messages

Hrdh/var/adm/messages A HE .
MRIZHARFE, MOEZH, aLh:

touch /var/adm/messages, FHIEIXINPR S 666. G5 H9:
chmod 666 /var/adm/messages.

ERAERS:

#/etc/init.d/syslog restart E{# service syslog

restart

K syslog—ng 2EHH

EREEMHHE

YRiEE/etc/syslog—ng/syslog—ng. conf

A=

filter f_msgs { level (err) or facility(kern) and
level (debug) or facility(daemon) and

level (notice); };

destination msgs { file("/var/adm/msgs"); };

log { source(src); filter (f _msgs);

destination(msgs): }:

Hrdh/var/adm/msgs A HESH.

%31 !




WMRIZXHAFE, MR H, oSk

touch /var/adm/msgs, FHIEANPR A 666. 5% A : chmod
666 /var/adm/msgs.

ERBERS:

#/etc/init.d/syslog restart E{# service syslog

restart

KME rsyslog 2BALE
ZEEHHEZE

“mi8/etc/rsyslog. conf

BLE:

*. err;kern. debug;daemon. notice

/var/adm/messages

Hrh/var/adm/messages N HES .
MEZIHARFE, MOIEIZH, &%)

touch /var/adm/messages, FIEIRIR A 666. 4565 A
chmod 666 /var/adm/messages

ERHFERS:

#/etc/init.d/rsyslog restart (¥ service rsyslog

restart

WEERY openssh &g
[iT=1

1. Ha{R/etc/ssh/sshd_config ¢
/etc/ssh2/sshd2_config X FEE. MIRAFE, WA
TEHREESR.

2. 1£ sshd_config BY sshd2_config it E : Protocol 2
3. £ sshd_config B sshd2_config FALE:

PermitRootLogin no B PermitRootLogin NO

10

WEREX

/etc/snmp/snmpd. con

fEEHRE

MRAFZRKT snmp BRS, BHWRZXHEE. WRF
HF1E, M/ ete/snmp/HER T EIEIZH-

11

SHFER 1P 7T
mIZHIPRR &, N
1IE{EA telnet MY

FIFAES rpm —qga |grep telnet EHEE T L telnet N
telnet server WIRLIEHNIE

1. YREE/etc/xinetd. d/telnet, {24 disable = ves,

%32 m




2. B5E xinetd . HSUWT:
# service xinetd restart

WMRRLEMIEAAZER telnet BRSS

12

KERBEEKFIA
HESR UK B PR 1

Redhat, Cent0S, Fedora:

YR8/ etc/pam. d/system—auth CHF
BCE:

auth required pam_tally.so deny=5
unlock_time=600

account required pam_tally.so

Suse?:

YREE/etc/pam. d/passwd L

BLE:

auth required pam_tally.so deny=5
unlock_time=600

account required pam_tally.so

Ubuntu, Suse10, Suse11, Suse12:
#m%8/etc/pam. d/common—auth &

B = :auth required pam_tally.so deny=5
unlock_time=600

#RiEE/etc/pam. d/common—account 3 {4

B2 E :account required pam_tally. so

S
deny LA IOR 2B B0 R

unlock_time #§iEAYRSIE], BALIAF

13

WEREBEEXH IP
CES

“m%E/etc/host. conf 15 :

nospoof on #3x#] IP {hZ

# 3B Hm




N FEIRAEVL AR
Redhat BRIATZB/etc/host. conf I, BEFHEFHE—

host. conf &

14

KERBREXAS

IP 43

Y48/ etc/host. conf STk
multi off  #XH% IP 45E

#hFEIRAELER

Redhat ZRIN/RA/etc/host. conf X, BERIFHE—

host. conf &

15

/etc/hosts. al low Fg

B

YmiE/etc/hosts. al low

HIN—1T <service>: RIFIHIEIAY IP; HHIAT:
all:192.168.4. 44:al low #VFEA IP;
sshd:192.168. 1. :al low ##21F 192. 168. 1 BUEENMELHY
PC JBid SSH SRif[a) A

BERIHE:

#/etc/init. d/xinetd restart & service xinetd

restart

16

& /etc/hosts. deny

BLE

Ywi8/etc/hosts. deny

EiIN—1T all:all

17

T send_redirects

BLE

MITEH S

#sysct|l —-w net. ipv4. conf. all. send redirects="0"
EMEREEXH

cat /proc/sys/net/ipv4/conf/all/send_redirects Hi

=S K]

18

REZIE icmp EEM

]

E: BRRBEHREN, ERRAFFTENIZNK
MITEH S

#sysct| —-w net. ipv4. conf. all. accept_redirects="0"
AR EEX 4

cat /proc/sys/net/ipv4/conf/all/accept_redirects

HIfER O

34 I




E: BRRBIHREYN, ERRGFEMEN

19

il

RS 8iE

ERELEERG, fTF “RE” > “HEI > “F
BRIPEF" ;

HIEADS:

geonftool-2 ——direct \ LLALAEIZERIT
—config-source

xml :readwrite:/etc/gconf/gconf. xml. mandatory \ Itk
A B FEHRAT

-—type bool \ LAt AEZF#EIT

—set /apps/gnome—screensaver/lock_enabled true

20

PR BERBTF I

Redhat, Cent0S, Fedora &% : &%

/etc/pam. d/system—auth 34,

Suse9: & /etc/pam. d/passwd IT{E,

Ubuntu, Suse10, Susel1, Suse12: &%

/etc/pam. d/common—password 3,

£ ucredit=—1 lcredit=—1 dcredit=—1 ocredit=—1 1% 3
T, JBHNE] password requisite pam_cracklib. so JFTH,
BB E X .

530 : password requisite pam_cracklib. so
ucredit=—1 lcredit=—1 dcredit=—1

F: ucredit: KEFENY; leredit: NEFENY;

deredit: EFE/H; ocredit: HIRFEFIH

21

ME RN E AR R
hig BERHEHRF T

#H

Redhat, Cent0S, Fedora %t : &2

/etc/pam. d/system—auth 314,

Suse9: &2 /etc/pam. d/passwd T,

Ubuntu, Suse10, Suse11, Susel12: &K

/etc/pam. d/common—password 3,

£ ucredit=—1 lcredit=—1 dcredit=—1 ocredit=—1 1% 3

Fh, JBMZF password requisite pam cracklib. so [FTH,

% 3B M




WIEECE .
520 : password requisite pam cracklib. so
ucredit=—1 lcredit=—1 dcredit=—1

E: ucredit: KEFEEANY; lcredit: NEFEEFANY;

deredit: #FENH; ocredit: FHRFFNH

Redhat, Cent0S, Fedora Z%t: &2
/etc/pam. d/system—auth 314,

Suse9: & /etc/pam. d/passwd I,
Ubuntu, Suse10, Susel1, Suse12: &KX
/etc/pam. d/common—password 3,

£ ucredit=—1 lcredit=—1 dcredit=—1 ocredit=—1 1% 3

22 | FIREMKEFHA
y M, JBINE password requisite pam_crackl ib. so 5,
& ARIMEBCE ST
53N : password requisite pam_cracklib. so
ucredit=—1 lcredit=—1 dcredit=—1
E: ucredit: KEFEANY; lcredit: NEFHNY;
deredit: FM¥; ocredit: FHKFHFIH
f£/etc/login. defs A | ZEXC - /etc/ login. defs HIEE PASS_MIN_LEN AS/Fix
“ BEOSHENKE HEE
WEOSEXSE/E | 73X /etc/login. defs FIIEE PASS_MIN_DAYS F/hF
“ (EP FREE
BEOSTHRTES | X H/etc/login. defs IR E PASS_WARN_AGE /N F
® R FREE
FE3 M /etc/ login. defs I E PASS_MAX_DAYS AT
26 |KREOSEGFAEE FROfE{E, PASS_MAX_DAYS 90, Rzt A7E7E, Wl
BHIRRBERHAITHRE
FAFBEMNS : #useradd username #8l|3E M S#passwd
BERTRA PSS
27 e username#i% B ZHLIE A fR#chmod 750 directory #H

h 755 R ERIPR, AIIRIESCPRIBIZERN AR,

% 36 R




directory REEXWIRHMBR) FR1ZH S AATEA
FHEABNKS, REARNOSEINRERE.

1. vsftp

&2/ etc/vsTtpd. conf (8& /etc/vsfptd/vsftpd. conf)
#vi /etc/vsftpd. conf

HRATITARSBERE, MRRFIZIT, BHRM:
chroot_local _user=YES

ERMERS

#/etc/init. d/vsftpd restart

HWEEGIREIFTPEA | 2. pure—ftp
? BRIBEEMEINER | 188/ etc/pure—ftpd/pure-ftpd. conf
#vi /etc/pure—ftpd/pure—ftpd. conf
WRUTITARBERE GFEERUTE) , MRERAZ
17, HERM:
ChrootEveryone yes
Al lowUserFXP no
Al lowAnonymousFXP no
i fto BRS
#/etc/init. d/pure—ftpd restart
YwiE ntp HUBCE -
#vi /etc/ntp. conf,
BCE: server IPHult (24 ntp BRSZEVMNES)
I server 192.168.1.1
KEIBECENTP RS
29 FFiE ntp ARSS -
gtk

Redhat Jg: /etc/init.d/ntpd start B{# service ntpd
start
suse9 A: /etc/init.d/xntpd start

susel0, 11, 12, Ubuntu, Fedora A :/etc/init. d/ntp start

%37 !




centos Jg: systemct!| start ntpd

1. REKRE ntp fR S, 1BERE ntp BRE
2. 00K ntp BREAXRF B, FFBE ntp BRS:

Redhat Jg: /etc/init.d/ntpd start B{# service ntpd

30 |[KENpRZEEHE | start
suse9 A: /etc/init.d/xntpd start
susel0, 11, 12, Ubuntu, Fedora A :/etc/init. d/ntp start
centos J: systemctl| start ntpd
&2 /etc/ssh/sshd_config 3Z{4, Bt & PermitRootLogin
*ﬁﬁ%ﬁf—%—ﬁt root
31 no. EEARE, /etc/init. d/sshd restart E{E service
PIEiE ssh BEF
sshd restart
YmiE su S (vi /etc/pam. d/su), FEFFSKARMTEAIT:
auth sufficient pam_rootok. so #0
WEZEFEHPAMIAIE | auth required pam_wheel. so group=wheel XFTKEARB
32 | #EREEF wheel B2 5b | wheel (HRURR AT LUER su S A root A,
B P su A root YRAET B PARINE] wheel 4B, WEERUER su 4
ﬁfj‘j root %Fo
INAEN: usermod -G wheel username
/etc/rc.d/init. d/3C
33 chmod 750 /etc/rc.d/init.d/
HIREEFFEIE
chmod 600 /etc/xinetd. conf
/etc/xinetd. conf 3
34 #NFEURER: RARAAY Linux RGeS H inetd. conf BLE XL
HRREEFFEIE
1, 17484 :chmod 600 /etc/inetd. conf
/etc/security BFEMN
35 chmod 600 /etc/security
RESFMEHT
4T chattr +i /etc/passwd
W& /etc/passwd X | DR AN 3F chattr, ZRiE/etc/fstab
36

Bt

EHNE reiserfs RGERYIEDT RN

"user_xattr, attrs"XEME, ARREREN.

% 38 W




1T chattr +i /etc/group

KE/etc/group XH | WIRAFIHF chattr, ZwiE/etc/fstab
¥ B EHENH reiserfs RGERIIEIT RN
"user_xattr, attrs" XK, AEEBSEN.
1T chattr +i /etc/gshadow
BT /etc/gshadow X | MR AL # chattr, REE/etc/fstab
» TRt HEARREY reiserfs REGTAYIEL RN
"user_xattr, attrs" XK, AEEBSEN.
wE
/var/log/localmessa
39 1745 chmod 775 /var/log/localmessages
ges XHRE other A
PAAE
& /var/log/mail 3
40 HE S other BRATH | 11742 : chmod 775 /var/log/mail
=

%39 m
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i##%: Cross-Origin-Embedder-Policy: unsafe-none | require-corp. unsafe-none. iZ Gk
BiA G PRSI, oS ML CORS Hhilsk Cross-Origin-Resource-Policy
. require-carp: CHS FLEEMAR RN R SN, BUE At mT A I ndk BRI .
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FSHERE AT
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oS R . COOP 5 i ¥ i B @i oras, B TE R e TEFR L B O p 4T I
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response.headers[Strict-Transport-Security] = value, 20 %0 7 5 Bof7 ol 52 m {5 20 ) % 8%,
25 HTTP Wil b Strict-Transport-Security W {EH Nginx. Tengine., Openresty %%
HEN OIS 3, AL PR S A F N REN R RN HTTP W% add_header
Strict-Transpon-Security value, WH{HH Apache fEX{CBLILHH, wRE LTS DT
FIFERIATE I HTTP Wikid::  Header add Strict-Transport-Security value.
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Web LT HTTP @R AImE L P il X-Download-Options, 12K 5 #0055
i e RrE R B WHEE: Web TRFIJFAF HTTP G009 w5k ok b
¥-Download-Options, i FFUI B ERL I Aositb e b, WE BT Web il BlEny
ifi I .

IR

1) FECU I il A, & HTTP mapddin b X-Download-Options 08 & java M % 5.
A ELE R A L HTTP 5k response.setHeader{X-Download-Options, value)
B php W&, OTR{EM T F =N HTTP mE: S headen(X-Download-Options:
valug) WI4HE asp MRFHG, ATRUER] 0 F 27 5iln HTTP mi ik Response AddHeader
¥-Download-Options, value W4 python django M %6, ATRUEH A F27 2080 HTTP
U f% L response = HitpResponse() response[X-Download-Opfions] = value #0185 python
flask M0, ofBUEER R G 208N HTTP w4 5is)k response = make_response()
response headers[X-Download-Options] = value: 2 FER 0 8RB Ry el e ) (O o, &
HTTP miiiiim b X-Dowrload-Options 414 Ngink. Tengine. Openresty S0
FERR SRR AEME cfEb S AT AERTED HTTP #Eisk:  add_header
X-Download-Options value; WA {EH Apache (FR{LHEESE, TRECHPSADEHN
FHRPOfEE A HTTP MEEGL:  Header add X-Download-Options value.
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R F AN HTTP W header(X-Pemitted-Cross-Domain-Policies: value) 4t
B oasp W%, TRMER W F i HTTP Wik Response AddHeader
X-Permitted-Cross-Domain-Policies, value WAL python djange 1% 5, rTRUEH I F A
Fi%m HTTP wif-L response = HiipResponse()
response[X-Permitted-Cross-Domain-Policies] = value 4LE python flask [R50, o] BLEE
HIANF I8N HTTP miREL response = make_response()
response. headers[X-Permitted-Cross-Domain-Policies] = value; 273 4800 0 5 #7 ol 52 o 1%
FEMR & AR, &5 HTTP miRizkhn b X-Permitted-Cross-Domain-Policies i {EH Nginx.
Tengine. Openresty iR {CHIE &A%, ERE RSN FAFEOEEN HTTP 0 R
ik add_header X-Permitted-Cross-Domain-Policies value;, {517 Apache {EXfCRLIR
i, ERACHPEANTAFIEERD HTTP Mkl Header add
X-Permitted-Cross-Domain-Policies value.
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475 156 Tipg PP f 5 Ml T 0. 80 TP MG F-A BB T 00, O WM ARF o, 3
£ P S AT 0

PR
LETER (i |
<o 40 G
qu:l!ﬁ-
22 FHREER
2 L BfeRs | GRRm | MW | fEEEsl | e
1 10,0, 248, 202 linux 26 14 0 5
2 10,0 248, 199 Tinux 26 14 ] 53
3 10,0, 248. 21 linaix 26 i L] 53
1 10, 1, 248, 198 linux 26 ] 54
5 10. 0, 248, 203 Tinux 26 & ] i
i 10,40, 248, 200 Iinux 26 I ] 5h
2.3 FEER
Aot AR B R (4 hn i 8 F
231 Linux R4 _EEMNE_FHR_K
P& ML I s 1P Hhuhl: by
1 BEENEAER | Redhat, Cent0S, Fedora FEE, %2k 10, 0, 248, 198 £
RS Jeve pan, d /systen—auth 30H 10, 0 248, 199
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RE- 8 Susefe P ete/pam d/passwd 304, 10, . 248, 200
Ubuntu, Susall, Susell, Susel2s #Ee 10, 0. 248, 201
Jete/pan, 4/ comon-password 21, 10, 0, 248, 202
fF ucredit=—1 leredit=—1 deredit=—1 | 10,0, 248, 203
seredit=-1 i% 3§, BB password
requisite pam cracklib. =o FfE. &
[ A
B: password  requisite
pan_crackl {b. se veredit=-1
leredit=-1 deredit=—1
ik weredity KEFERTED leredin
PR RG deredit: BeTEREG
acredit; $EERTFFRH
syslog MM | R 10, 0, 248, 198 #h
Foeron fTRBED | cron+ Svar/ logderan 10, (. 248, 199
i Hehfvars logderon S &P, 10, 0. 248, 200
S E PP, B . drde | 10.0.248, 201
Hn 10, 0, 248, 202
touch Arard logforon, AR 10, 0, 248, 203
T75. drd- 9 chuod 775 Jvar/log/eron.
rays Do A 5L {fEfetedsys logngdsyslog-ng, conf & | 1000, 248, 1958 &
E¥E E & e B destination logserver 10, 0. 248, 199
[ udpd® 10, 100 10 107 port (51400 1) 10, 0. 248, 200
log | sourceisrcl; 10,0, 248, 201
dostination {logserverl; |; 10, [, 248, 302
AT LLAFEEIE 10 10, 10, 10 PECHSER | 10,0248, 208
1p
syslopig BTN | SoUAIE T vi fetefsyabog confy 100,248, 198 | &%
i kbt i EiE—iT. 10. 0, 248. 199
* ¥ @192, 168,001 | 10,0248, 200
AFELRE T 7 iR M A B &S [ 10,00 248, 200
. Hi: kernow ;o mil.oe B9, 10, [0, 248, 2002
ATELEEDE 192, 168, 0. 1 #RONCLR | 10,0, 248, 203

1P B (M Rl
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v obsee. com, HUE BRI . ©
5 syslop REMMEE | R T8 i fetolsyslog conf, 10. [ 248, 198 i
i H B InEik—17. 10, 0 248, 199
* k @192, 168, 0.1 | 10,00 248, 200
AFELSE e 7 HHRH RO WA HER | 10,0, 248, 201
B Bl kerno# o mail.s R, 10, 01, 248, 202
ATLLAGENE 192 168, 0. 1 BRI | 10, 0. 248, 203
TP e, (e A
wuw, oksec., com, R R AR R .
[ Fet% syslog &5 | 4K ete/sy=log. conf 10. 0. 248. 198 i
HizfeirHL AH: 10, 0 248, 199
*, errikern. debug; daenon, notice 10, 0, 248, 200
e adnmessiges 10. [ 248, 201
Hh/var/adn/messages JRH E XM, 10. 0. 248, 202
B E L PEA T, MR, drd | 10.0.248, 203
A
touch Sear/adn/messages, JEAESCER
g 666, dr 4 e chiod 886
Jvar/adn/messages.
TR B R
/et init disyslog restart B9
seryice syslog restart
7 KT syslogng & | @ ete syslog-ng/syslog-ng, conf 10, [ 248, 198 #
TREEETHE [ K- 10, 0. 248, 199
= filter f msgs § level{err} or 10, 0. 248, 200
facilitytkern) and level (debug) or 10,0, 248, 201
facility (daemond and 10, 0, 248, 202
leve] (potice); |; 10, (. 248, 203
destination msgs
[ tiled"/var/adm/msgs™); |:
log | sourcelsrcl; Filter!(f msgs);
destination msgst; |
Hrh/var/adu/mags REHELH.
AR, B e
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Mg
touch /var/adn/msgs. I-FEciEI Yy
666, &% H chiod 666 Avar/adm/msgs.
ks H B R
#/ete/init dfsyslog restart S&
service syalog restart
8 FEiE rayslog BT | S48 erc/ravslog. conl 10, 0. 248. 198 P
ALl OE | Rl 10, 0. 248, 199
*, err:hern. debug: daonon, notice 10, 0, 248, 200
Svar adn/messnges 10, 0, 248, 201
Heh/varfade/messages JH &L, 10. (. 248. 202
A E P AR, MRS, drd | 10.0.248, 203
K
touch Svar/adn/messages, JFFEHCBLR
M hEE, drd e cliod B66
Svar/adn/messages,
(NIRRT
#iete/init. dfrsyslog restart @
service rsvslog restart
8 Yo i {b openssh | 1 W R/ete/sshisshd_config B 10, 0, 248, 198 i
s Jete/sshd/sshod_config IPEAFE. W | 100,248, 199
BEARTEEE, BT A 10, [ 248, 200
2. ¥% eshd config 5§ achd2 eonfig thA2 | 10.0. 248, 201
1 Protocol 2 10, 0, 248, 202
3. 1E sshe_config BE sshd2 config R [ 10, 0, 248, 303
. PernitRootlogin oo ol
PermithootLogin MO
i el s W B T g NS, UFRRORIECD | 10.0. 248, 198 i
Jete/ snnp/ sampd. FHEE. WRSEE, WHE fete/anmp/ 10, 0, 248, 199
conf A FE Ha R . 10, 0y 248, 200
10, 0, 248, 201
10, 0, 248, 202
10. 0. 248, 203
1l AP 1P W | B S rom —on [grep telnet SERAL | 10,0, 248, 198 #h
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TP dr i
i, BRI
telnet Hid

L telner Ml telnet server fnift
I

1. B ere/xinetd d/telnet, FECK
disable = yes.

2 8/F sivetd BE%. drdF

# gervice xinetd restart

AL R NGR WIREAT telnet fR

10. 0. 248. 199
10, 0, 248, 200
10, 0, 248, 201
10. [ 248, 202
10. 0. 248. 203

it R e
A, L 54 R A L

Redhat, CentDS, Fedora:

Wit/ ote/pan, 4/ systan-outh 21
Aol

auth  reguired pam tallv. so deny=5
unlock time=60d

account  required  pem tally.so

Bused:

bl ate/pan. d/ passwd JCiE

L

auth required pam_tally. so deny=3
unlock 1 ime =B

account  required  pam tally. so

Hhuntu, Susell, Susell, Susall;

it/ ote/pan, d/comon-wuth 201
RFauth required pam tally. so
deny=5 unlock time=600
it/ et pan, 4/ common-aecount W
R account.  reqeived

pan_tally. so

B,

deny R UL GE S B B el
[k 8

unlock time #8EEFBE, gofbik

10, 0. 248, 198
10,0, 248, 199
10, [, 248, 200
10. 0. 248, 201
10, 0. 248, 202

10. 0. 248, 203

B ERE L

A ete host, cont TR

10, 0. 248, 198

EC
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IF fh¥e mospoal on  RFE] TP fid 10, 0. 248, 199
R 10, 0. 248, 200
Redhat BEALEEAT /ete/host, conf S08F, | 10,00 248, 201
LS BT — 1 host. conf TH 10, . 248, 202
10. 0. 248, 203
14 SR E | WA ere host, cont 0T 10, [, 248, 195 i
EAUE miltl off  #XCEE P 90E 10, 0. 248, 199
R 10, . 248, 200
Radhat BLiLEAT ‘ete/host. conf S0FF, | 10,0, 248, 201
WL B — host. conf 10, [, 248, 202
10, (. 248, 203
15 kit Wi/ ote hosts, al low 10, 0 248, 198 #a
Fete/bosts allon | BN —4F dserviced: FEAFUEIE 11 10 0. 248, 199
AL HHIE 10. 0. 248, 200
all:192, 168, 4. 44:allow #RFFHT 1Py | 10.0.248, 201
sshd: 192, 168, 1. zallow E50F 10, 0, 248, 202
192, 168, | AEVEET FIEEOY PCJREL SSH 3 | 1000248, 203
o A B
=5
#letefinit dininetd restart B
servioe xinetd restart
16 it Wil ate oste, deny 10, 0,248, 198 | 45
feto/hosts, deny Rm—i7 ali:all 10, [ 248, 199
[ 10, 0. 248, 200
10, 0. 248, 201
10, 0, 248, 202
10, [, 248, 203
17 il irird 10,0, 248, 198 |
send_redirects & | #syserl -w 10,0, 248, 199
il net, ipvd, conf, all. send_redirects="0 | 10.{, 248, $00
2 10. 0. 248, 201
et T B R 10, 0. 248, 202
ot 10, 0, 248, 203
Soroesye/net/ ipeddoanf el send _re
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directs MHN 0
Tk PR EE teak e . WA R W
ik
18 A EREL donp WE | RiT A 10, 0. 248, 198 i
FHR A Hayset] -w 10, 0, 248, 199
net, ipvd, conf, all, accept_redirectss | 10,0, 248, 200
“n” 10, 0. 248, 201
LT 10, . 248, 202
cat 10, 0, 248, 203
Sprocdsrs/netSiprdfeonffall faccept
redirects WA O
e TR i L RS R
e
1% KRR e fe I mmiE D, iTH & 100,248, 198 |
8" — W C RO R 10. 0. 248, 199
5 e 10, 0, 248, 200
LR 10, 01, 248, 201
geonftool-2 ——direet % AR FaE 4 | 10,0, 248, 202
17 10, 0. 248, 203
-—config-source
xnl :readwrite: fete/geonf/goont. aml.
mandatory Y WEAR(E SR 4T
~—type bool Y dbhb e ST
—set
Japps/gnome-sereensaver/ lock_enable
d true
20 KEEME RSN | Redhat, Cent0S, Fedora &80 ek 10, . 248, 198 [T
B EEMATECY T | Jete/pan. d/systen-auth 307, 10, 01, 248, 199
Ed Susef: EMete/pam. o/ passwed 30, 10, 0, 248, 200
Ubuntu, Susall, Susell, Susel2: #E2 10 0. 248, 201
Jete/pan, 4/ comman-password 1. 10, 0, 248, 202
fF ucredit=—1 leredits—1 deredit=—1 | 10,0 248 203
seredit=-1 & 3§, BT password
requisite pam cracklib. so G, i
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b2l R

fifme pessword requisite
pan_sracklib, 2o ueredit=-1
leredit=—1 deredit=—1

fE: weredit; KGRI leredit:
PG deredit, SEREL
acredit: WEEFEF T

2l B RS W RO | Redhat, Cont0S, Fedora 8§ #E00 10, 0L 248, 198 | 5
ES P i AN | Jete/pen, d/system-auth LT, 10,0, 248, 199
- Suses FESH eto/pam, d/passwed P, 10, [, 248, #00
Ubuntu, Susall, Susel ], Susel2: ey 10. (. 248. 201
Jete/pan. 4/ common-passwoerd . 10, 0. 248, 202
fEucredit=-1 leredit=-1 deredit=-1 [ 10,0, 246, 203
acredit==1 i& 3 #F, MWWF password
requisite pae crackliboso FiE, #N
HImeE P
fifie password requisite
pan_cracklib, =0 ucredit=-1
leredit==1 deredit=—]
fEs weredit; KSR leredit:
PEFEETEL deredit:y $FETEL
acredits $§EEFETTTH
bvd B A | Redhat, Cont0S, Fadora BEE: #5500 10, 0. 248, 198 i
B MR SS | Sete/pan, d/systen—auth P 10, 0, 248, 199
Bp-2l Suseth P ete/pam. d/passed SCFF, 10, [, 248, 00

Uhuntu, Susell, Susel 1, Susel?: ek
Jete/pan, d/ common-passwerd 1,
FfEucredit=-1 leredit=-1 deredit=-1
ocredit=-1 & 3 b, BT password
tequisite pu eracklib. so G, #N
BIALTE A PEh.

{Mlfine prssword requisite
pan_seracklib, g ueredit=-1

leredite=1 deredit=—1

10, (0. 248, 201
10. 0. 248, 202

10,0, 248, 203
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ik weredicy Y PHAE: leredic:
SRR doredit: 8L
acredits WHBEEFIHFTH
23 iE e fete/ Togin. defs i 10.0.248. 198 | #§
detc/login dafs | PASS MIN_LEN AR FhuilEii 10, 0, 248, 199
O S 160, 10, 248, 200
B 10, 0. 248. 201
10, 0, 248, 202
10. 0, 248, 203
24 O We | EXP ete/ login. dofs frigt il 10.0.248. 198 | ¥
[ 7 PASS MIN DWYS FF ikl 10, 0,248, 199
10, 0. 248, 200
10. . 248, 201
10. 0. 248, 202
10, 0. 248, 203
25 Bt it WA | P ete/ login. defs dritk il 10.0.248. 198 | &
TS PASS WARN AGE A FEBrifidi 10 0. 248, 199
10, 0, 248, 200
10 10, 248, 201
10, 0. 248, 202
10, 0. 248, 203
6 BREOSEFERE | £ e/ login ders Jril i 10, 0. 248, 198 o
PASS WAL DAYS A5 FERk 10, 0, 248, 199
4, PASS MY DAYS 90, WSS | 10.0,248, 200
FEee, NG O B Al e 10, . 248, 201
10, 0, 248, 202
10, 0. 248, 203
27 BRSSP R fuseradd userneme # | 100,248, 199 | &
P IR Y dpasswd usernaned B B ATGEE | 10.0. 248, 200
ek f#ehood 750 divectory &M 755 | 10,0, 248, 201
ST, RTHUE SRR R A | 10,0, 248, 202
AL, di rectory SBLOTEDE A9 H 440
] e S e () L A 1] T e
S AR R S R U R

873!




RLF PR LS

B A ] FTR
H1 P B R
i7IEES

1. wsftp

2 ate/vaftpd. conf (3L
Jetedvafptd/vsfepd, conf)

dvi Jetefvstipd. conf

s el FiT RSN, WiRaT T,
i e

chroot_local_user=YES

T e 10 il

ifete/ inledfvelipd restart

2. pure-fip

% et Spure-Ftpd/pure-ftpd, conf
vl SeteSpure-Topd/pure-Lpd conl
WOl LT T AR ER Y (AT
) o R EST. R
ChroatEveryone yas

Al lowllzerFip o

Al LowhAnonymousFEP e
g Trp Bk

#/pteinit. dfpure-fipd restart

10. 0. 248. 198
10, 0. 248, 199
10, 0, 248, 200
10. [ 248, 21
10. 0. 248. 202

10,0, 248, 203

&

i A E NP
A AR I

Wit ntp RS LA

tvi Jate/ntp. canf,

M server 1P Bk CREE nvp RS
L

iy sarver 19Z 168 1.1

FE ntp §E %

Redhat i Setc/init, dintpd start B
H service niml stare

sused Fae Sere/init. d/xntpd start
susell, [1, 12, Thuntu, Fedora M
Jetedinit. d/ntp start

centas A :f)'.il.l.'mc:L! start nbpd

10, 0. 248, 198
10,0, 248, 199
10, 0, 248, 201
10. 0. 248, 202

10,0, 248, 203

Ll

an

K ntp BERE
K

LA % ntp B E WS e
%

10,0, 248, 198

10, 0. 248, 199
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2. nep S EFEE . FEA nep % | 10.0. 248, 200
Redhat ¥ dete/init, dintpd start S [ 10, 0,248, 201
# sorvice mpd start 10, 0, 248, 202
sused B Setedinit ddsntpd start 16, {0, 248, 203
susell, 1, 12, Dhuntu, Fedora #:
Jetefinit.d/ntp 2tart
centes Mr systemct] start ntpd
al frfe R E L root | 00 ete ssh/sshd confie A ACE | 10,0 2480198 |
HPiER ssh 3 | PermitRootLogin no. TEE R #r. 10,0, 248, 199
JeteSinit. d/sshd restart EC# 10, 0, 248, 200
service sshd restart 10. 0. 248, 201
10, 0. 248, 202
10,0 248, 203
3z Fr e P | A su SR (vl Jete/pem. dfsu), $EFF | 1000, 248, 198 th
HESL L AL I F T 10, 11 248, 199
whaal .2 SR auth sufficient pam rootok, so #1 10, 0, 248, 200
s M roat auth required pan wheel, so 10. [0 248, 2010
group=whes] iXFW HAT eheel MM 10, 0. 248, 202
BATeLfER] su e ilh root HP . 10, 0. 248, 203
Frnl L] 3 03 when] H1, BAHEE]
EL{ R su di 4 HEY root HIP,
R usermad -G wheel usermum
i) fetolre.dfinit, d | chood 7580 Jete/re, dfinit df 10, [ 248, 198 L3
SR RLIE T 10, 0. 248, 199
e vl 10, 0 248, 200
10, 0, 248, 201
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