0. 明文传输安全问题1-互联网高风险
	测评要求
	L3-CES1-03

	
	c）当进行远程管理时，应采取必要措施防止鉴别信息在网络传输过程中被窃听；

	安全漏洞名称
	明文传输

	测试对象
	重点排污单位自动监控与基础数据库系统(管理端)-互联网
	对象IP（漏洞地址）
	http://103.203.219.138:15345/jointframe/login

	初测

	严重程度[footnoteRef:1] [1:  严重程度赋值为高、中、低、无] 

	高
	测试接入点
	JA

	初测时间
	[初测时间]
	初测人员
	[初测人员]

	结果审核
	
	审核时间
	[审核时间]

	复测

	严重程度
	/
	测试接入点
	/

	复测时间
	/
	复测人员
	/

	结果审核
	/
	审核时间
	/

	初测关键验证步骤

	1、访问目标系统http://103.203.219.138:15345/jointframe/login，首页截图如下所示：
[image: ]
2、在输入框中输入正确的用户名和密码，打开wireshark抓取本机网络数据包，查找到对应的POST数据包并跟踪HTTP流，发现密码为加密传输，具体测试过程截图如下：
[image: ]
3、输入任意的用户名和密码，开启代理并使用burp抓取登录数据包，使用wireshark中的数据替换burp中的POST数据并在burp中点击forward按钮，结果显示系统登录成功，仍能完成数据窃听，结果显示系统存在明文传输，具体测试过程截图如下：
[image: ]
[image: ]

	测试过程数据处理情况
	无

	风险（危害）分析
	鉴别数据采用了明文传输，容易被嗅探软件截取。

	解决方案
	建议使用白名单限制后台页面访问权限；
建议使用加密的传输协议；

	修复后验证情况

	





明文传输安全问题1-内网中风险
	测评要求
	L3-CES1-03

	
	c）当进行远程管理时，应采取必要措施防止鉴别信息在网络传输过程中被窃听；

	安全漏洞名称
	明文传输

	测试对象
	内网系统后台
	对象IP（漏洞地址）
	http://10.194.22.25:15304/jointos/console

	初测

	严重程度[footnoteRef:2] [2:  严重程度赋值为高、中、低、无] 

	中
	测试接入点
	

	初测时间
	2024.8.13
	初测人员
	

	结果审核
	
	审核时间
	

	初测关键验证步骤

	1、访问目标系统http://10.194.22.25:15304/jointos/console，尝试admin/123456登录发包：
[image: ]
2、使用wireshark抓取对应的POST数据包并跟踪HTTP流，发现数据包使用HTTP协议、密码经过未知加密进行传输，具体测试过程截图如下：
[image: ]
[image: ]
3、通过对比两次抓包相同账号密码登陆，发现加密后的密码字段相同，无法避免被窃听利用：
[image: ]

	测试过程数据处理情况
	无

	风险（危害）分析
	鉴别数据采用了明文传输，容易被嗅探软件截取。

	解决方案
	建议使用白名单限制后台页面访问权限；
建议使用加密的传输协议。


用户名枚举安全问题2
	安全漏洞名称
	用户名枚举

	测试对象
	系统后台
	对象IP（漏洞地址）
	http://10.194.22.25:15304/jointos/console

	初测

	严重程度[footnoteRef:3] [3:  严重程度赋值为高、中、低、无] 

	低
	测试接入点
	

	初测时间
	2024.8.13
	初测人员
	

	结果审核
	
	审核时间
	

	初测关键验证步骤

	1、访问目标系统http://10.194.22.25:15304/jointos/console，输入正确的用户名进行测试，系统提示“锁定30分钟”，具体测试过程截图如下：
[image: ]
2、在输入框中输入错误的用户名进行测试，系统提示“用户名或密码错误”，具体测试过程截图如下：
[image: ]
3、通过两次数据对比，发现系统存在用户名枚举漏洞。

	测试过程数据处理情况
	无

	风险（危害）分析
	应用功能存在用户名被猜解风险

	解决方案
	建议错误回显采用模糊提示。

	修复后验证情况
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6923 110.757581 172.16.2.22 10.194.22.25 54 50329 - 15304 [ACK] Seq=1 Ack=1 Win=131328 Len=0
> | 6924 110.757648 W72 B 2022 10.194.22.25 HTTP 1041 POST /jointos/console/j_spring_security_ check HTTP/1.1 (app
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v [truncated]Form item: "j_password" = "45a928d9243c9f908b4aa91fad99ff4737ca864e30c7e8bed147ff0dcd5125a0640bed6bTO8b97e0d527a1d1f8461F143226618  0oho
Key: j_password 00co
Value [truncated]: 45a928d9243c9f908b4aa91fad99ff4737ca864e30c7e8be0147ff0dcd5F25a0640bed6bf08b97e0d527a1d1f8461114322661ae821b91620aefa8ea ngg
N . oms — iam ©
v Form 1ter.n. j_username” = "admin 00f0
Key: j_username 0100
Value: admin o110
0120
0130





image7.png
POST /jointos/console/j_spring_security_check HTTP/1.1

Host: 10.194.22.25:15304

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:126.0) Gecko/20100101 Firefox/126.0 Viewer/99.9.8943.89
Accept: application/json, text/javascript, */*; gq=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content-Length: 298

Origin: http://10.194.22.25:15304

Connection: close

Referer: http://10.194.22.25:15304/jointos/console/ConsolelLogin!index.page?loginError=auth_failed
Cookie: JSESSIONID=81E4659CFA643F158BB36100FBAGEDSC

j_isconsole=1&j_password=45a928d9243c9f908b4aad1fad99ff4737ca864e30c7e8bed147ff0dcd5F25a0640bed6bfO8b97e0d527a1d18461114322661ae821b91620ae

fa8ead02cedb2e2c9315dc833af502b06d37f9c0db29feaddd221bf75b767f2a285e4eaf8842f638bafeb950eec704d6fdcOd171ae89e33d5e98febd5e6f25ad12277fe6e45d
3&j_username=adminHTTP/1.1 200

PP CP="TOCDUSPCOR L0V

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Content-Security-Policy: default-src 'self' data: http://api.tianditu.gov.cn/ https://webapi.amap.com/ https://restapi.amap.com/ https://vda
ta@l.amap.com/ https://vdata®2.amap.com/ https://vdata@3.amap.com/ https://vdata®4.amap.com/ https://vdata.amap.com/ https://1jmonitor.
envsc.cn http://map.geoq.cn/ArcGIS/ ;script-src 'self' 'unsafe-inline' ‘'unsafe-eval' blob: http://*.tianditu.gov.cn/ http://map.geoq.cn/Arc
GIS/ https://webapi.amap.com/ https://restapi.amap.com/ https://vdata@l.amap.com/ https://vdata@2.amap.com/ https://vdata@3.amap.com/ htt
ps://vdata@4.amap.com/ https://vdata.amap.com/; img-src 'self' 'unsafe-inline' ‘'unsafe-eval' data: http://*.tianditu.gov.cn/ http://map.
geoq.cn/ArcGIS/ ; style-src 'self' 'unsafe-inline' http://*.tianditu.gov.cn/ http://map.geoq.cn/ArcGIS/;

X-Frame-Options: SAMEORIGIN

Access-Control-Allow-Origin: *

Content-Type: application/json;charset=UTF-8

Content-Length: 130

_Date: Tue. 13 Aus 2624 02:35:15 GMT

S 6924, 1 G 54, 1[R5% 54, 1 turn(s) mdidtE,
BATHE (2266 bytes) v Show data as ASCII v w62
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Intercept | HTTP history | WebSockets history |0pﬁons |

f’ Request to hitp:/10.194 .22 2515304

" | Forward | | Drop | Intercept is on | Action |
Raw | Params |Headers |Hex |

POST /jointos/console/j_spring_security_check HTTP/1.1
Host: 10.194. 22, 25:15304

User—Agent: Mozilla/3.0 (Windows NT 10.0; Win64; x64; rv:126.0]
Accept: application/json, text/javaseript, #/#; g=0.01
Accept-Language: zh-ClN, zh;q=0. 8, zh-TW; ¢=0. 7, zh-HK; q=0. 5, en-1US;
Accept—Encoding: gzip, deflate

Content-Type: application/z—www—form—urlencoded: charset=UTF-8
¥-Requested-With: XMLHttpRequest

5Content—Length: 298

Origin: http://10.194.22.25:15304

Connection: close

Referer: http://10.194. 22. 25:15304/jointos/console/Consolelogil
Cookie: JSESSIONID=81E4659CFAG43F158EE36100FBACEDSC

j_isconsole=1&]_password=

rj_username=adnin

Fual [/ JULliluos/LuUlioulLy/ J_=P! Llig_~Clul iy Ll 1iiir/7+.4

Host: 10.194.22.25:15304

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:126.0) Gecko/20100101 Firefox/126.0 Viewer/99.9.8943.89
Accept: application/json, text/javascript, */*; gq=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content-Length: 298

Origin: http://10.194.22.25:15304

Connection: close

Referer: http://10.194.22.25:15304/jointos/console/ConsolelLogin!index.page?loginError=auth_failed
Cookie: JSESSIONID=81E4659CFA643F158BB36100FBAGEDSC

I el N E B K M E R e e 4 529280924 3¢c9F908b4aa91fad99ff4737ca864e30c7e8be0147ff0dcd5F25a0640bed6bTO8b97e0d527a1d11846111432266
fa8ea002cedb2e2c9315dc833af502b06d37f9c0db29feaddd221bf75b767f2a285e4eaf8842f638bafeb950eec704d6fdcOd171ae89e33d5e98febd5e6125
3:5]) ername=adminHTTP/1.1 200

P3P# CP="IDC DSP COR ADM DEVi TAIi PSA PSD IVAi IVDi CONi HIS OUR IND CNT'
Xfontent-Type-Options: nosniff

-XSS-Protection: 1; mode=block

Content-Security-Policy: default-src 'self' data: http://api.tianditu.gov.cn/ https://webapi.amap.com/ https://restapi.amap.co
ta@l.amap.com/ https://vdata®2.amap.com/ https://vdata@3.amap.com/ https://vdata®4.amap.com/ https://vdata.amap.com/ http
envsc.cn http://map.geoq.cn/ArcGIS/ ;script-src 'self' 'unsafe-inline' 'unsafe-eval' blob: http://*.tianditu.gov.cn/ http://m
GIS/ https://webapi.amap.com/ https://restapi.amap.com/ https://vdata@l.amap.com/ https://vdata@2.amap.com/ https://vdatae3s.
ps://vdata@4.amap.com/ https://vdata.amap.com/; img-src 'self' 'unsafe-inline' ‘'unsafe-eval' data: http://*.tianditu.gov.cn
geoq.cn/ArcGIS/ ; style-src 'self' 'unsafe-inline' http://*.tianditu.gov.cn/ http://map.geoq.cn/ArcGIS/;

X-Frame-Options: SAMEORIGIN

Access-Control-Allow-Origin: *

Content-Type: application/json;charset=UTF-8

Content-Length: 130

_Date: Tue. 13 Aus 2624 02:35:15 GMT

HA 6924, 1 ZFUG HH, 1IRSHE DA, 1 turn(s) didtis

BAVHE (2266 bytes) ~ Show data as ASCII v





image9.png
gEEEHA

BRER

NP EaEITEIR MRIEES)
EIKSTES, CHKSKESERSA
B30

PSRRI R BT OREUHE




image10.png
gEEEHA

s

PSRRI R BT OREUHE




image1.png
Jr=r

)





image2.png
3.419881

3.426520 33172.1
4.147230 44172.1
4.147230

4.147437
4.147765

4.151177 50 172.1]

Frame 32: 1439 bytes on wj
Ethernet II, Src: Compalli
Internet Protocol Version
Transmission Control Prot

HTML Form URL Encoded: ap|

M Wireshark - i85 TCP 5 (tcp.stream eq 2) - LA 6 - o

POST /jointos/sso/jwt/login?_t=1723518624521 HTTP/1.1
Host: 103.203.219.138:15345

Content-Length: 826

Accept: application/json, text/plain, */*

User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/10@.0.4896.75 Safari/
537.36

Content-Type: application/x-www-form-urlencoded

origin: http://103.203.219.138:15345

Referer: http://103.203.219.138:15345/jointframe/login
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: JSESSIONID=4B3D10A8A915D7158066CE6F8IB1D7BC
Connection: close

cId=3bas616fbf498e79962136af02ebf13bablc29fcod81132747b5dfScacap41231a7f0411a03b7d8523d7be551326b1b71236462d765F c78fe7a022
3dd8caofc6162a1d867f0eba6508c7 ce8cd0294a669796e9T47091398225773626a8637a71063FC098777c91ecbd373c91e79e52ab608475acc87b7c
€50946740c9988&username=test&time=1723518624511&secretKey=6e7b0766eb77f79e1e39b6855edfocddafcasdca3dasficbadofaefaccazoofsa
d1aaeb76decb18d5296c0e9bofdoas390443097767069a29e4c80da7d8ff572663Fa000a137ab37dc2d32993419F777c4637449d747a207Fcc1273ee0
d6caeg97a06bcoebab71ccecsde92402docaad17852b4b7d1184220e0f7211b6db318&password=78e91dob2d59437df033b01a79f foe82ae0e16499197F
9bc7a89e6c353780de19302932847aa5h39feceascobs65ddffb28089602c0fa27cd4345dd6d4013b798261785672ea0a36dcfd6831086835d53eea8b
e7a960ded202772b1958d49c9f4a3968d19b95ecfaa558e75a1fe28c2d27c68d5e0701e940c 2d58e8bd32d42HTTP/1.1 201

Server: nginx

Date: Tue, 13 Aug 2024 © 3 GMT

Content-Type: application/json;charset=UTF-8

Content-Length: 628

Connection: close

P3P: CP="IDC DSP COR ADM DEVi TAIi PSA PSD IVAi IVDi CONi HIS OUR IND CNT'

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Content-Security-Policy: default-src 'self' data: http://api.tianditu.gov.cn/ https://webapi.amap.com/ https://
restapi.amap.com/ https://vdatae1.amap.com/ https://vdata@2.amap.com/ https://vdatae3.amap.com/ https://
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POST /jointos/sso/jwt/login?_t=1725442978993 HTTP/1. 1
Host: 103.203.219. 138:15345

Content-Length: 826

Accept: application/json, text/plain, */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.75
Safari/537. 36

Content-Type: application/x-www-form-urlencoded
Origin: http://103.203.219.138:15345

Referer: http://103.203.219. 138:15345/ jointframe/login
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: JSESSTONID=6F103ECFFCA29C74A9936D63ABBDBS36
Connection: close

cld=
4fcdb4cefc3dfb235fe303294¢830018d15e8561b608175b83b381867h995388308192b6a81¢58e0bf9860a640fdc7a8bcd14ef67695569c8ads82
8bd34ce2cd3154078d441312d914083ee2ccTc1d985¢4cd0fd57431¢13¢d59d66d0aad96807d64d9c08785554¢88e566b25f1¢25553bad807d41¢79
e6286d2e0d5e9de2d2&username=test&time=1725442978985&secretKey=
65¢5653¢39de755ad1¢2132ed840a0d93e62dc4214a416532603bc4d06098be 132b9b5babedf54d04cTab75dc79aalad2dfc4e20dd3e0b722421658
a435fa0796ea55eaf6df1d73e2565738e7693bbde5312b2e609776cb14b29a28ebe99e818494adb7f7dald2a0fha9082325b50a8e944che7bbad627
6c8c872f13452b74d1&password=
45a928d9243¢91908h4aa91fad99ff4737ca864e30c7e8be0147ff0dcd5f25a0640bed6bf08b97e0d527ald1f8461f14322661ae821b91620aefa8e
a002ce0b2e2¢9315dc833af502b06d3719c0db29fead0d221bf75h7672a285e4eaf8842f638bafeb950eec704d6fdc0d171ae89e33d5e98febd5eb
£25ad12277febed5d3




