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0

http://www.ibm.com/support/docview.wss?uid=ibm10871364

http://www.ibm.com/support/docview.wss?uid=ibm10957781
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https://www.auscert.org.au/bulletins/ESB-2019.3554/
https://www.auscert.org.au/bulletins/ESB-2019.2463/
https://www.auscert.org.au/bulletins/77930
http://www.ibm.com/support/docview.wss?uid=ibm10879093
https://www.auscert.org.au/bulletins/78218

CVE-2017-6463

6.5 (CVSS:3.0/AV:N/AC:L/PR:L/UL:N/S:U/C:N/L:N/A:H)
CNNVD-201703-100

M{ER : ntp:ntp 4.2.8:p15 <= 4.2.8:p9
O 123

BR%S @ ntp

Y : UDP

EMHuyE 0 172.20.189.23

IR © #iE

NTP 3 NISIEFRIRImIA (CVE-2016-9042) IR IE aep iy 1
N NEE = 1092128
XUBE 2% 7 =ay i
W= Hith
fid NTP ( Network Time Protocol , PR4&RTEIIHY ) B—Eid ML RS 1 EHL AT Eh a9 Y,

fRIRDE

FIEEEH

NTP 4.2.8p9kR A kJorigin timestampi&MINEEFER £iRE. W& IEBANER G4 R ZiREEMELRS.
BRIl MELZ&H T ARN T AMEELLZ S0 , 4T FREXHEE
http://support.ntp.org/bin/view/Main/NtpBug3361

https://us-cert.cisa.gov/ics/advisories/icsa-21-159-11

https://support.apple.com/kb/HT208144
https://cert-portal.siemens.com/productcert/pdf/ssa-211752.pdf
https://support.npe.com/hpsc/doc/public/display?docLocale=en_US&docld=emr_na-hpesbux03962en_us
http://www.securitytracker.com/id/1039427
https://kc.mcafee.com/corporate/index?page=content&id=SB10201
http://www.securityfocus.com/archive/1/archive/1/540464/100/0/threaded
https://lists.fedoraproject.org/archives/list/ package-announce@lists.fedoraproject.org/message/7KVLFA3)J43QFIP4I7HE7KQS5FXS
MJEKC6/

http://www.ubuntu.com/usn/USN-3349-1
https://talosintelligence.com/vulnerability_reports/TALOS-2016-0260
http://seclists.org/fulldisclosure/2017/Sep/62

https://bto.bluecoat.com/security-advisory/sa147
https://www.talosintelligence.com/vulnerability_reports/TALOS-2016-0260
http://seclists.org/fulldisclosure/2017/Nov/7

https://support.f5.com/csp/article/K39041624
http://www.securityfocus.com/archive/1/archive/1/540403/100/0/threaded
https://security.FreeBSD.org/advisories/FreeBSD-SA-17:03.ntp.asc
https://packetstormsecurity.com/files/142284/Slackware-Security-Advisory-ntp-Updates.html
http://www.securityfocus.com/archive/1/540403/100/0/threaded
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https://packetstormsecurity.com/files/142101/FreeBSD-Security-Advisory-FreeBSD-SA-17-03.ntp.html
https://www.securityfocus.com/bid/97046

http://www.securitytracker.com/id/1038123

https://www.cybersecurity-help.cz/vdb/SB2021061008

https://us-cert.cisa.gov/ics/advisories/icsa-21-159-11

CVE-2016-9042
5.9 (CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:N/I:N/A:H)
CNNVD-201703-1068

MMSE : ntp:ntp 4.2.8:p15 <= 4.2.8:p9
ma 123

BRSS : ntp

Y : UDP

EHUB4E : 172.20.189.23

IR« HTiE

NTP 287X fiz/m[E ( CVE-2023-26555) 2 XE H XU FE 1
RARS 1216260
XUBE 51 AR XS
=
R NTPREnwtimeFFRRI—NILEET [B] 1%,

fRIRIE

FEESH

CVE
CVSS
CNNVD

Rl

NTP 4.2 8p15iRAFEREIR/A , ZwER T ntpd/refclock_palisade.cHpraecis_parsefZ7E# RS A,

BRI BERAMIESHEERRIEZS0EIA , BIERLLRAR AP XE B EITNSE MU ATRENER R DNE
https://www.ntppool.org/zh/

https://lists.fedoraproject.org/archives/list/ package-announce®@lists.fedoraproject.org/message/IY2SVYH4MKPAXEYHCCXD3Z6VGI
NLSVHK/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/Y3VHEHHWCTYSB7HVJLYPVK4RP)
Z51LX52/

https://github.com/spwpun/ntp-4.2.8p15-cves/blob/main/CVE-2023-26555
https://github.com/spwpun/ntp-4.2.8p15-cves/issues/1#issuecomment-1506546409
https://www.auscert.org.au/bulletins/ESB-2023.3607

https://cxsecurity.com/cveshow/CVE-2023-26555/

https://access.redhat.com/security/cve/cve-2023-26555

CVE-2023-26555

6.4 (CVSS:3.1/AV:P/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H)

CNNVD-202304-891

MM{ER : ntp:ntp 4.2.8:p15 == 4.2.8:p15
ma 123
BRSS @ ntp
Y : UDP

EHHYE : 172.20.189.23
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XUBE 51 F XS
=
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CVE
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NTP 4.2 8p15iRAFELZERE , Zw/ERETlibntp/mstolfp.cBImstolfp7ER IS A E AT HIMHERS A,
BRIl BERLKHESHEBBRIEZS0E)IM , BIERLLRARI AP XE & ETTESE MU CATRENER R DVE
https://www.ntppool.org/zh/
https://github.com/spwpun/ntp-4.2.8p15-cves/blob/main/CVE-2023-26554
https://github.com/spwpun/ntp-4.2.8p15-cves/issues/1#issuecomment-1506667321
https://cxsecurity.com/cveshow/CVE-2023-26554/
https://access.redhat.com/security/cve/cve-2023-26554
https://www.auscert.org.au/bulletins/ESB-2023.2699

CVE-2023-26554

5.6 (CVSS:3.1/AV:N/AC:H/PR:N/ULN/S:U/C:L/I:.L/A:L)

CNNVD-202304-892

MMEE : ntpintp 4.2.8:p15 == 4.2.8:p15
w123

BRSS @ ntp

f#i% : UDP

EMHHE : 172.20.189.23

AR« FiE

NTP &/ X tHiximiE ( CVE-2023-26553) ZPXia FR XS
VEHEE = 1216277
XUBE % 5! BRI XU BE
B
ETBUN NTPEnwtimeFFiRAY— NP LEET [E] 1Y,

fRIRDE

FIEEEH

CVE
CVSS

NTP 4.2 8p15RAFELZLIRE , iZiFEIETlibntp/mstolfp.cAImstolfpE E FlIEREHFIT HILER B A,
BRIl BERAKGESHEBBRIEZ 2RI , BIERLLRARI AP XE & EITESE MU CATRENER R DVE
https://www.ntppool.org/zh/
https://github.com/spwpun/ntp-4.2.8p15-cves/blob/main/CVE-2023-26553
https://github.com/spwpun/ntp-4.2.8p15-cves/issues/1#issuecomment-1506667321
https://access.redhat.com/security/cve/cve-2023-26553
https://cxsecurity.com/cveshow/CVE-2023-26553/
https://www.auscert.org.au/bulletins/ESB-2023.2699

CVE-2023-26553

5.6 (CVSS:3.1/AV:N/AC:H/PR:N/ULN/S:U/C:L/LI:.L/A:L)
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MMEE : ntp:ntp 4.2.8:p15 == 4.2.8:p15
mwmE 123
BRS3 : ntp
MY : UDP
EHLtbHE : 172.20.189.23
IEARZS © #ig
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X\B& 2 31 FRXUBE
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R E Bl mER&MIESERFRALLZTEOEM , BiERLREIIEFRER XE & EI1skSE MUt AR RINE
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https://www.ntppool.org/zh/
https://github.com/spwpun/ntp-4.2.8p15-cves/blob/main/CVE-2023-26552
https://github.com/spwpun/ntp-4.2.8p15-cves/issues/1#issuecomment-1506667321
https://access.redhat.com/security/cve/cve-2023-26552
https://cxsecurity.com/cveshow/CVE-2023-26552/
https://www.auscert.org.au/bulletins/ESB-2023.2699

CVE-2023-26552

5.6 (CVSS:3.1/AV:N/AC:H/PR:N/ULN/S:U/C:L/LL/A:L)
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MM{ER : ntp:ntp 4.2.8:p15 == 4.2.8:p15
ma ;123

BRSS : ntp

Y : UDP

EHU4E : 172.20.189.23

IR« HTiE

NTP &7 X fiz/mME ( CVE-2023-26551) 2 XE AR XLBS
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NTP 4.2.8p15iRAFZEZTEIRE , ZmEIRTF7Elibntp/mstolfp.c I mstolfpIZETBIFF RS A,
BRIl BERAMIESREERALT SO , BIERIREREFRER XE S ETISESE MU LAIREN R DE
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ntpd Z&imiE ( CVE-2016-1551 )
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https://www.ntppool.org/zh/
https://github.com/spwpun/ntp-4.2.8p15-cves/blob/main/CVE-2023-26551
https://github.com/spwpun/ntp-4.2.8p15-cves/issues/1#issuecomment-1506667321
https://access.redhat.com/security/cve/cve-2023-26551
https://www.auscert.org.au/bulletins/ESB-2023.2699
https://cxsecurity.com/cveshow/CVE-2023-26551/

CVE-2023-26551

5.6 (CVSS:3.1/AV:N/AC:H/PR:N/ULN/S:U/C:L/I:.L/A:L)

CNNVD-202304-899

MMES : ntpintp 4.2.8:p15 == 4.2.8:p15
mwmE 123

BRSS : ntp

iy - UDP

FEMsunt 0 172.20.189.23
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R XUBE 1
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Hith

ntpd ( Network Time Protocol daemon ) @ —MEERASTHFEHE , EERMKZEEIIHY (NTP) ShfE]ARS 831 R 4R [E/4RI5E
T

ntpd 4.2.8p7 Z 4. xFRAF4.3.92 2 FI4 MRAFFEL2IRE, SIEFERSENMN , REE TN AZEREABREE.
BRI MEL2&%H T ARN T AMEELLZ S , 4T IRENHEE

http://support.ntp.org/bin/view/Main/NtpBug3020
http://support.ntp.org/bin/view/Main/SecurityNotice#April_2016_NTP_4_2_8p7_Security
http://support.ntp.org/bin/view/Main/NtpBug3020

http://www.kb.cert.org/vuls/id/718152

http://www.talosintelligence.com/reports/TALOS-2016-0132/

http://www.securityfocus.com/bid/88219

CVE-2016-1551

3.7 (CVSS:3.0/AV:N/AC:H/PR:N/ULN/S:U/C:N/LL/AN)

CNNVD-201604-606

MMEE : ntp:ntp 4.2.8:p15 < 4.2.8:p7
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BR%S : ntp
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FEMsbnt 0 172.20.189.23
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i BT RS AR AR , FKENEIBannerfS 8 , MTIRMEInpRIARA (S
BRI BT MER RS , $1BannerSBMHE | ATFLAES RA LS
CVSS -

K MNETE
KMMER : MEHZEZEEVIZITENTP ARSS, BidBannerkEXE TIRGFHIRAER © cpe:2.3:a:ntp:ntp:4.2.8:p15 , FMEFRUTF :
version="ntpd 4.2.8p15-0 Jun 25 14:45:34 (UTC+02:00) 2020 (2)",
processor="x86", system="Windows", leap=0, stratum=6, precision=-21,
rootdelay=0.000, rootdisp=11.287, refid=127.127.1.0,
reftime=0xe9e21e71.a1138805, clock=0xe9e21e89.b0d0cf19, peer=17725,
tc=6, mintc=3, offset=0.000000, frequency=0.000, sys_jitter=0.000477,

clk_jitter=0.000, clk_wander=0.000
wmE 123

B&Z5 @ ntp

Y : UDP

EMHE : 172.20.189.23

AR« #TiB
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0 <= F=MIEME < 2
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=

ig

Q
#
> 3 M
>

RREREBIEXSN (B—REAXESFRTERE) .
MBEEREM AL : IFERI, tERER, (EREZEMEERZE. BEEANTFINESSE (B NRSFRITENE) .

b
\J»:IﬂHElfﬁ

"I:}

8 TEEIY
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e EFO)ETERMERAEEENRFEAFNESZ , HNBLERIFERBRZ LR,

BN FERBNASEMAFPROMNBRLREITREEWN T2HEE,

BEIHNLZEMAARRKERENAAEZMBEENLEEFT , BHAERINEZE2RE , IMEEXEMNEERRARH,

WRANFARARETLEERGHENEI , EARIERRREISIAEERSZFINEHBER,
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