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web.xml B E 34K EE

WEB-INF/web x| EBEHARTAHIALITLE serviet 2588 (2l Tomeat) SPERE Web RIFIZF, 1B
#, WCSCHRORANAT, B2, Acunetix WS BE5 FEHURIOHI R REFMIASRIRAUL STAHIP

=)

RENHSHESRER, XEEEREIEERAFEEESRIBGE.

http://10.101.59.207:8070/jointframe/web/WEB-INF/web.xml
KENRR:

<web-app xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://xmlns.jcp.org/xml/ns/Jjavaee"
xsi:schemaLocation="http://xmlns.jcp.org/xml/ns/javaee/web-app 2 5.xsd"
id="scplatform" version="2.5">

<display-name>/</display-name>

<welcome-file-list>
<welcome-file>index.html</welcome-file>

</welcome-file-list>

<l—-— 400 éllle éjnpélicéllick® —-->
<error-page>
<error-code>400</error-code>
<location>/index.html</location>
</error-page>

<l-— 404 é;néllea Darnal élllck® -->
<error-page>
<error-code>404</error-code>
<location>/index.html</location>
</error-page>

</web-app>

iR

GET /jointframe/web/./WEB-INF/web.xml HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4512.0 Safari/537.36

Host: 10.101.59.207:8070



Connection: Keep-alive
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http://10.101.59.207:8070/ | @ik

K

GET /jointframe/login HTTP/1.1

Referer: http://10.101.59.207:8070/jointframe/login

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;gq=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4512.0 Safari/537.36

Host: 10.101.59.207:8070

Connection: Keep-alive

EF
Ik R REIT el (HTTPS) i A S F IR,

MAREFEIRER
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XLEERA R AFTE T KRB FEIHRINE.
BB REFE D, LIRBEXZZMUENESER.
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http://10.101.59.207:8070/
NRREFERER

e http://10.101.59.207:8070/jointframe/web/cdn/log.json

org.apache.coyote.http11l.Http1llinputBuffer.parseRequestLine(Http1l1linputBuffer.java:494)
org.apache.coyote.http11.Http11Processor.service(Httpl1Processor.java:271)
org.apache.coyote.AbstractProcessorLight.process(AbstractProcessorLight.java:63)
org.apache.coyote.AbstractProtocol$ConnectionHandler.process(AbstractProtocol.java:926)
org.apache.tomcat.util.net.Nio2Endpoint$SocketProcessor.doRun(Nio2Endpoint.java:1710)
org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49)
org.apache.tomcat.util.net.AbstractEndpoint.processSocket(AbstractEndpoint.java:1265)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2SocketWrapper$2.completed(Nio2Endpoint.java:641)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2SocketWrapper$2.completed(Nio2Endpoint.java:619)
sun.nio.ch.Invoker.invokeUnchecked(Invoker.java:126)
sun.nio.ch.UnixAsynchronousSocketChannellmpl.finishRead(UnixAsynchronousSocketChannellmpl.java:430)
sun.nio.ch.UnixAsynchronousSocketChannellmpl.finish(UnixAsynchronousSocketChannellmpl.java:191)
sun.nio.ch.UnixAsynchronousSocketChannellmpl.onEvent(UnixAsynchronousSocketChannellmpl.java:213)
sun.nio.ch.EPollPort$EventHandlerTask.run(EPollPort.java:293)
sun.nio.ch.AsynchronousChannelGrouplmpl$1.run(AsynchronousChannelGrouplmpl.java:112)
java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149)
java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:624)

java.lang.Thread.run(Thread.java:748)

http://10.101.59.207:8070/
org.apache.coyote.http1l.HttpllinputBuffer.parseRequestLine(Httpl1linputBuffer.java:502)
org.apache.coyote.httpll.Httpl1Processor.service(Httpl1lProcessor.java:271)
org.apache.coyote.AbstractProcessorLight.process(AbstractProcessorLight.java:63)
org.apache.coyote.AbstractProtocol$ConnectionHandler.process(AbstractProtocol.java:926)
org.apache.tomcat.util.net.Nio2Endpoint$SocketProcessor.doRun(Nio2Endpoint.java:1710)
org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49)
org.apache.tomcat.util.net.AbstractEndpoint.processSocket(AbstractEndpoint.java:1265)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2SocketWrapper$2.completed(Nio2Endpoint.java:641)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2SocketWrapper$2.completed(Nio2Endpoint.java:619)
sun.nio.ch.Invoker.invokeUnchecked(Invoker.java:126)
sun.nio.ch.UnixAsynchronousSocketChannellmpl.finishRead(UnixAsynchronousSocketChannellmpl.java:430)
sun.nio.ch.UnixAsynchronousSocketChannellmpl.finish(UnixAsynchronousSocketChannellmpl.java:191)
sun.nio.ch.UnixAsynchronousSocketChannellmpl.onEvent(UnixAsynchronousSocketChannellmpl.java:213)
sun.nio.ch.EPollPort$EventHandlerTask.run(EPollPort.java:293)
sun.nio.ch.AsynchronousChannelGrouplmpl$1.run(AsynchronousChannelGrouplmpl.java:112)



java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149)
java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:624)
java.lang.Thread.run(Thread.java:748)

http://10.101.59.207:8070/
org.apache.coyote.http1l.HttpllinputBuffer.parseRequestLine(HttpllinputBuffer.java:502)
org.apache.coyote.http1l.Httpl1Processor.service(Httpl1lProcessor.java:271)
org.apache.coyote.AbstractProcessorLight.process(AbstractProcessorLight.java:63)
org.apache.coyote.AbstractProtocol$ConnectionHandler.process(AbstractProtocol.java:926)
org.apache.tomcat.util.net.Nio2Endpoint$SocketProcessor.doRun(Nio2Endpoint.java:1710)
org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49)
org.apache.tomcat.util.net.AbstractEndpoint.processSocket(AbstractEndpoint.java:1265)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2SocketWrapper$2.completed(Nio2Endpoint.java:641)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2SocketWrapper$2.completed(Nio2Endpoint.java:619)
sun.nio.ch.Invoker.invokeUnchecked(Invoker.java:126) sun.nio.ch.Invoker$2.run(Invoker.java:218)
sun.nio.ch.AsynchronousChannelGrouplmpl$1.run(AsynchronousChannelGrouplmpl.java:112)
java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149)
java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:624)
java.lang.Thread.run(Thread.java:748)

http://10.101.59.207:8070/
org.apache.coyote.http11.Http1llinputBuffer.parseRequestLine(Http1l1linputBuffer.java:502)
org.apache.coyote.http11.Httpl1Processor.service(Httpl1Processor.java:271)
org.apache.coyote.AbstractProcessorLight.process(AbstractProcessorLight.java:63)
org.apache.coyote.AbstractProtocol$ConnectionHandler.process(AbstractProtocol.java:926)
org.apache.tomcat.util.net.Nio2Endpoint$SocketProcessor.doRun(Nio2Endpoint.java:1710)
org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49)
org.apache.tomcat.util.net.AbstractEndpoint.processSocket(AbstractEndpoint.java:1265)
org.apache.tomcat.util.net.Nio2Endpoint.setSocketOptions(Nio2Endpoint.java:339)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2Acceptor.completed(Nio2Endpoint.java:479)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2Acceptor.completed(Nio2Endpoint.java:415)
sun.nio.ch.Invoker.invokeUnchecked(Invoker.java:126) sun.nio.ch.Invoker.invokeDirect(Invoker.java:157)
sun.nio.ch.Invoker.invoke(Invoker.java:185)
sun.nio.ch.UnixAsynchronousServerSocketChannellmpl.onEvent(UnixAsynchronousServerSocketChannellmpl
.java:193) sun.nio.ch.EPollPort$EventHandlerTask.run(EPollPort.java:293)
sun.nio.ch.AsynchronousChannelGrouplmpl$1.run(AsynchronousChannelGrouplmpl.java:112)
java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149)
java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:624)
java.lang.Thread.run(Thread.java:748)

http://10.101.59.207:8070/
org.apache.coyote.http11.Http1llinputBuffer.parseRequestLine(HttpllinputBuffer.java:502)
org.apache.coyote.httpl1.Httpl1lProcessor.service(Httpl1Processor.java:271)
org.apache.coyote.AbstractProcessorLight.process(AbstractProcessorLight.java:63)
org.apache.coyote.AbstractProtocol$ConnectionHandler.process(AbstractProtocol.java:926)
org.apache.tomcat.util.net.Nio2Endpoint$SocketProcessor.doRun(Nio2Endpoint.java:1710)
org.apache.tomcat.util.net.SocketProcessorBase.run(SocketProcessorBase.java:49)



org.apache.tomcat.util.net.AbstractEndpoint.processSocket(AbstractEndpoint.java:1265)
org.apache.tomcat.util.net.Nio2Endpoint.setSocketOptions(Nio2Endpoint.java:339)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2Acceptor.completed(Nio2Endpoint.java:479)
org.apache.tomcat.util.net.Nio2Endpoint$Nio2Acceptor.completed(Nio2Endpoint.java:415)
sun.nio.ch.Invoker.invokeUnchecked(Invoker.java:126) sun.nio.ch.Invoker$2.run(Invoker.java:218)
sun.nio.ch.AsynchronousChannelGrouplmpl$1.run(AsynchronousChannelGrouplmpl.java:112)
java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1149)
java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:624)
java.lang.Thread.run(Thread.java:748)

=E

Bk
GET /jointframe/web/cdn/log.json?_t:12345'"\'\");\]*%OO{%Od%Oa<%OO>%bf%27'@ HTTP/1.1
Referer: http://10.101.59.207:8070/jointframe/login

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4512.0 Safari/537.36

Host: 10.101.59.207:8070

Connection: Keep-alive

=

WIEXETNHESKEBRNESHR, FHaAkENAEFLISERICREIUG, MARKERE
AR,

iR

REERIKERREAEHKNEERZRENA, BEEILENKESE THITETRAIER. UTREK
& AT REM N FRTE R IR ERARENAURR B E BT,

PIER 1P ik

= (6. Z5H. ShE..)
BRERBRIRA
BAGRAS
&L 2N T
N e R IR ER
SQLiEA]
R (B0,
BREER (BUEE. &7 BEFEEE..) s

&%

~

= T

PHP Runtime Configuration
https://www.php.net/manual/en/errorfunc.configuration.php#ini.display-errors

Improper Error Handling



https://www.php.net/manual/en/errorfunc.configuration.php#ini.display-errors
https://www.owasp.org/index.php/Improper_Error_Handling

https://www.owasp.org/index.php/Improper_Error_Handling

=EHI#F: X-Frame-Options #gSLERK

RENFTF (APREFERE. VIRIERL. UIFHIE) B—MEERA, 35 Web BRRESHEH
INNEBTFHRTARNAT, NERLEEIULENNITE I ESEW B E R ES T BRI
il o

ARSS2ERIR[A] X-Frame-Options ¥gsk, XEMEIMILFEEES REEISIERIXIE, X-Frame-
Options HTTP IIRHE LA A FIE T B M AVFIEEEEIESRD) iframe IEMTA., I LAED
RRERESRRER N\ E Rk R s m IS,

A

SMEUR T Z M0 Web N FEER.

http://10.101.59.207:8070/
S XFO RLAIERIR:

e http://10.101.59.207:8070/jointframe/login

e http://10.101.59.207:8070/jointframe/

e http://10.101.59.207:8070/jointframe/web/

e http://10.101.59.207:8070/jointframe/appmain/
e http://10.101.59.207:8070/jointframe/static/fonts/
e http://10.101.59.207:8070/jointframe/static/

e http://10.101.59.207:8070/jointframe/static/img/
e http://10.101.59.207:8070/

e http://10.101.59.207:8070/jointframe/static/css/
e http://10.101.59.207:8070/jointframe/web/WEB-INF/
e http://10.101.59.207:8070/jointframe/web/fonts/

e http://10.101.59.207:8070/jointframe/web/img/



http://10.101.59.207:8070/jointframe/static/js/

http://10.101.59.207:8070/jointframe/web/cdn/

http://10.101.59.207:8070/jointframe/web/js/

http://10.101.59.207:8070/jointframe/web/css/

iR

GET /jointframe/login HTTP/1.1

Referer: http://10.101.59.207:8070/jointframe/login

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4512.0 Safari/537.36

Host: 10.101.59.207:8070

Connection: Keep-alive

=

BCE Y Web IR5588, ﬁH@,@ X-Frame-Options #gLF0H58 frame-ancestors F§SHY CSP iRk, BX
ZIRLOJBERNEZER, 1BER Web &SE &L,

&%

The X-Frame-Options response header
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

Clickjacking
https://en.wikipedia.org/wiki/Clickjacking

OWASP Clickjacking
https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html

Frame Buster Buster
https://stackoverflow.com/questions/958997/frame-buster-buster-buster-code-needed

ARELHEAEZR E kS (CSP)

RELRERE (CSP) BINTEIVMIZEE, BT ENMEARRLRENIINE, SIABUEIZA (XSS)
MEHREANBLE.

10


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://en.wikipedia.org/wiki/Clickjacking
https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html
https://stackoverflow.com/questions/958997/frame-buster-buster-buster-code-needed

HNELLHEIE (CSP) BliEIT 7N Content-Security-Policy #RL5CHE, WIRLHEE— N F2&FE, Ha
BEEANB L RIBHIEIRIES. B0 CSP, BNIZ b ANATE RIRERE N AIFRISER
IR, BN, MNREE— MERNLLA, FEEM CON INEAMITEF] jQuery FEFRRIBIZAS, #UERM
Ef%, W csPRLATEEN FRI7R:

Content-Security-Policy: default-src 'self'; script-src 'self'

https://code.jquery.com;

IZEEEY Web N FFERFASCHEN AL S EIE (CSP), E MR g CSPIRL, NIRRT Web 7
FfEFPLiE AT L2 5% (CSP).

221

L

CSP BT R TFlBAH/EeE S R AR /MASENRIBIE, BIANEuEIAS/Xss Wi, FEMANEERIRRY
Wik, WEEMER ifrrme (E (FIAIREINTFRE) F.

http://10.101.59.207:8070/
B E CSP HIRLRIERIR:

e http://10.101.59.207:8070/jointframe/login

e http://10.101.59.207:8070/jointframe/

e http://10.101.59.207:8070/jointframe/web/

e http://10.101.59.207:8070/jointframe/appmain/
e http://10.101.59.207:8070/jointframe/static/fonts/
e http://10.101.59.207:8070/jointframe/static/

e http://10.101.59.207:8070/jointframe/static/img/
e http://10.101.59.207:8070/

e http://10.101.59.207:8070/jointframe/static/css/
e http://10.101.59.207:8070/jointframe/web/WEB-INF/
e http://10.101.59.207:8070/jointframe/web/fonts/
e http://10.101.59.207:8070/jointframe/web/img/

e http://10.101.59.207:8070/jointframe/static/js/

11



e http://10.101.59.207:8070/jointframe/web/cdn/
e http://10.101.59.207:8070/jointframe/web/js/

e http://10.101.59.207:8070/jointframe/web/css/

==
5K
GET /jointframe/login HTTP/1.1
Referer: http://10.101.59.207:8070/jointframe/login

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4512.0 Safari/537.36

Host: 10.101.59.207:8070

Connection: Keep-alive

=

FINTERE Web NI FLiERN B R 5 (CSP). EEERBRERMIGIE NN Content-Security-
Policy HTTP #z2LE] web TREIH AEM(E, LUEHRIFRAAEZTENERIR.

&%

Content Security Policy (CSP).
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP

Implementing Content Security Policy
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/

IS HTTP EEXEM]

SNZERT Web N RRFERFER HTTP 1Y, {BRBZISHFEREMRZ HTTPS,

220

AERLERT, EAIRTHEA (MitM) iE

http://10.101.59.207:8070/

K

12


https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/

GET / HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4512.0 Safari/537.36

Host: 10.101.59.207:8070

Connection: Keep-alive

=
EINIEIRAY Web N AFERAEREEAE HTTP EER&ELE. BERAMNESE LI TRESER

&%

HTTP Redirections
https://infosec.mozilla.org/guidelines/web_security#http-redirections

1IIAYAY JavaScript FE

EERNREEE—NEEA JavaScript BERRAS. BEFMATH, EARKIEHIRAZHT%
S, (BIENIGEEZIRITRZA.

A1)
BEER, BERSERH.

http://10.101.59.207:8070/

e jQuery Validation 1.15.0
o URL: http://10.101.59.207:8070/jointframe/appmain/jquery.validate.js
o ¥GMFFiL: Thelibrary's name and version were determined based on the file's contents.
o ZEML:
= https://github.com/jquery-validation/jquery-validation/tags

Bk

GET /jointframe/appmain/jquery.validate.js HTTP/1.1

Referer: http://10.101.59.207:8070/jointframe/

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4512.0 Safari/537.36

13


https://infosec.mozilla.org/guidelines/web_security#http-redirections

Host: 10.101.59.207:8070

Connection: Keep-alive

http://10.101.59.207:8070/

e Vue.js2.6.12
o URL: http://10.101.59.207:8070/jointframe/static/js/chunk-vendors.6f6739al.js
o t&@MI75iE: The library's name and version were determined based on the file's contents.
o ZEIM:

® https://github.com/vuejs/vue/releases

=E

imK
GET /jointframe/static/js/chunk-vendors.6f673%al.js HTTP/1.1
Referer: http://10.101.59.207:8070/jointframe/

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%*/*;g=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4512.0 Safari/537.36

Host: 10.101.59.207:8070

Connection: Keep-alive

=
FHRE R,

Subresource Integrity (SRI) ZR3E#E

Subresource Integrity (SRI) 2—P&2I8E, (EXIERTLICITERESER(IRNNE=7"R (6
gn, M CDN F3REY) HiRBESMIERE. ERTFTAAREHIREGIS4-L/RPTERYINZIS .

LR =ARR (AHAFIEERR) #TRE. 1HREIa 34 CON BT o LA e &
4, SRI RFFEARENNEAIFIFISE base64-encoded INFIEE., KT, SEESIEFEN
integrity BMERINZE <script> HTML JTERIRS, integrity FRFEREIE base64-encoded 1575, /SEIAIEER
BATFIEHREL. WEEXAIEE2E sha256, sha384 5 sha512,

MIFEHER &R PIEERIFME URL NNEAYBIAZRSLHE Subresource Integrity (SRI), $ZRINFIMIMNERE
HUINEAIRR S BIZANSLHE Subresource Integrity (SRI),

=AI)

BEEIHINPREENERITE CON WKEHE T LURMNS B4,



http://10.101.59.207:8070/jointframe/
SRSLHtE SRI FITAE :

e http://10.101.59.207:8070/jointframe/
07 SRC:  http://1.1.1.2:89/cookie/flash.js

K

GET /jointframe/ HTTP/1.1

Referer: http://10.101.59.207:8070/jointframe/

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;gq=0.8

Accept-Encoding: gzip,deflate,br

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/92.0.4512.0 Safari/537.36

Host: 10.101.59.207:8070

Connection: Keep-alive

=

{8F8 SRI Hash Generator §#% (MWSEX@ERD) LAERK <script> T52, 1ZJGHSLhE Subresource
Integrity (SRI),

flan, ERTLAERBLAT <script> 75%5?%”:%[] LSS, 7EHAT https://example.com/example-
framework.js EIZREI, XSSV RICIEHIARSHIEIS B AITINR, FEIOUERE Z [BfFEITAC.

<script src="https://example.com/example-framework.js" integrity="sha384-
ogqVuAfXRKap7£fdgcCYSuykM6+RIGOQ8K/uxy9rx7THNQI1GY11kPzQholwx4JwY8wC"

crossorigin="anonymous"></script>

&%

Subresource Integrity
https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity

SRI Hash Generator
https://www.srihash.org/

15
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[

appcore.js

[

jquery-migrate.js

[

jquery.js

[

jquery.metadata.js

[

jquery.notify.js

[

jquery.qtip.js

[

jquery.ui.js

[

jquery.validate.js

[

jsloader.js

static

<] app.29c5b1d7.css

| chunk-0c1798a4.cc286625.css
| chunk-21c08efc.85d8c4f8.css
chunk-409de44a.e23895ba.css
chunk-a42a9526.cf5b5965.css
chunk-d909c2¢8.f3ad5f77.css

chunk-vendors.463d3173.css
fonts

img

js

=

app.dbc6c573.js

[

[

chunk-0c1798a4.97f1fbbf.js

[

chunk-21c08efc.6c58b167.js

[

chunk-2d0cc5e5.55067036.js

[

chunk-2d0e95df.bf07591b.js

[

chunk-2d225a07.754b8e7c.js

[

chunk-409de44a.09d6f698.js
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(1=

[

chunk-d909¢2¢8.a6291d05.js

[

chunk-vendors.6f6739al.js

web
#) #fragments

[ /

El /auto-monitor/data-monitor-part
@ /common-iframe

[#) /data-mark

[#) /electro-sys/base

cdn

=
ctc.css

[

= .
|=] log.json

& Inputs

GET t

=] xlsx.full.min.js

css

=

app.1e028156.css

[12]

[

chunk-0c87c79f.4957c2fc.css

[

chunk-0ca6d247.27bec6af.css

chunk-0e54f612.680c3ed9.css

[l

[

chunk-0ebe6f49.51668101.css

[

chunk-119ec906.687408d4.css

[

chunk-142a2a2a.1520d336.css

[

chunk-1af3balf.3f19076e.css

[

chunk-1b8e9a2a.c509c7ec.css

[

chunk-2bf3b704.84€39023.css

[l

chunk-2f16563b.b4c615ce.css

[

chunk-32ca071e.c73a9487.css

[

chunk-40d7181b.4d05a7a7.css

[

chunk-4leec72e.1e2cc737.css

[

chunk-43fa51e2.305353b7.css

[

chunk-455cc484.680c3ed9.css
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[

chunk-4950af26.2433024c.css
chunk-4da6b414.946d745c.css
chunk-570360fa.f3354957.css
chunk-611f22f9.f3354957.css
chunk-66948282.4178a5bd.css
chunk-66e06bb0.92485ale.css
chunk-798e4358.0161de4d.css
chunk-7a8a9a88.ee90d7cb.css
chunk-7edc7add.4025f61a.css
chunk-a77c2d46.ee90d7cb.css
chunk-b28f5dba.d66361be.css
chunk-be549874.bf309466.css
chunk-c2a45496.935316ee.css
chunk-df028686.47cf110e.css
chunk-e7de4770.3facd174.css
chunk-f73151ac.bd77b1f8.css
chunk-fe02c1e0.3730ef4c.css
chunk-vendors.6343d127.css
Commonlframe.5f9e2cd1.css
dataMarkRoute.19081dad.css
dataMonitorCarbonRoute.c1621c8c.css
dataMonitorRoute.d95598af.css
emissionStandard.26d19242.css
gisRoute.984d5ec2.css
gkMonitorRoute.6077972d.css
radixListRoute.39698747.css

sysManageRoute.32436332.css

fonts

img

(o js

(i

[

[

app.659c5bca.js
chunk-02b64€91.1599aeb5.js

chunk-0b640e8f.9cc4babb.js
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[l

[

chunk-0c87¢79f.4€116899.js
chunk-0ca6d247.a0eb5eb8.js
chunk-0e54f612.def05fd6.js
chunk-0ebe6f49.bb3393ee.js
chunk-119ec906.affealb0.js
chunk-142a2a2a.e538b506.js
chunk-16f4e816.e3d85e18.js
chunk-1af3balf.7638656e.js
chunk-1b8e9a2a.886d15¢e2.js
chunk-22576578.9bedadle.js
chunk-2bf3b704.250977cb.js
chunk-2d2107f0.6447fce8.js
chunk-2f16563b.b0717¢36.js
chunk-32be34e0.02fd8a2c.js
chunk-32ca071e.89e5fa55.js
chunk-40d7181b.d1caee79.js
chunk-41eec72e.ed13a0ad.js
chunk-43fa51e2.19f37abe.js
chunk-455cc484.50d12dc7.js
chunk-4950af26.5a78f1ea.js
chunk-4da6b414.03ccac7d.js
chunk-570360fa.40513d65.js
chunk-611f22f9.af4c7d7d.js
chunk-66948282.d229d4c2.js
chunk-66e06bb0.acb3b486.js
chunk-798e4358.4f196e12.js
chunk-7a8a9a88.b30e34da.js
chunk-7edc7add.b32ac48a.js
chunk-a77c2d46.e603e089.js
chunk-b28f5dba.c73fel46.js
chunk-be549874.e2d1738b.js
chunk-c2a45496.bd284408.js

chunk-df028686.cb42ba36.js
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[

[

chunk-e7de4770.c111206b.js
chunk-f73151ac.02d982c7.js
chunk-fe02c1e0.9b40bf16.js

=| chunk-vendors.fféccc60.js

= Commonlframe.9853540d.js
dataMarkRoute.d502fdda.js
dataMonitorCarbonRoute.067f186e.js
dataMonitorRoute.4fe24247.js
deviceStatsRoute.ce85d3be.js
emissionStandard.fd124e3a.js
=| gisRoute.383d12cc.js

=| gkMonitorRoute.09db5925.js
radixListRoute.7ee06b0e.js
stander-mod-record.bceb891d.js

sysManageRoute.52495563.js

[

config.env.js
ctcConfig.js

login
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